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Securing Online Assessments 

 

• The State of Assessment Security? 

• Establishing Trust with Our Partner Colleges 

• Review of Available Technology for Test Security 

• Biometric Signature ID Project and Roll-out 

• Suspicious Activity Reporting 

 



How bad is the problem of Assessment security? 

 

 

 

A. Non-issue 

B. Small problem 

C. Modest issue 

D. Significant problem 

 

 

 

What do you think? 



Websites advertise… 



TurnItIn Submissions – 1 M/Yr. in 19 languages 
VS 



Small Business Opportunity  
– local Craigslist services 



Pay an Expert to take an Online Exam  
– not illegal in most states 



Hire a Stand-in -- Illegal  



High Tech Cheating on Proctored Exams 

 

 

 

• 40 Students use Technology  
in Exam Cheating Ring 

 



Technology for Classroom Cheating 



Cheating Demo 

https://www.youtube.com/watch?feature=pl
ayer_detailpage&v=JnchSQ_gNXI 

https://www.youtube.com/watch?feature=player_detailpage&v=JnchSQ_gNXI
https://www.youtube.com/watch?feature=player_detailpage&v=JnchSQ_gNXI


Background of Current  
Testing Security – who cheats? 
 

Baird (1980) found 75.5% undergraduates in several majors 

Meade (1992) reported 87% in various majors at top universities 

McCabe (2005) counted 70% of 50K undergraduates from ‘02-’05 

Park (2003) Minimum of 50% of students are cheating 

 

 

 



Background of Current  
Testing Security - happens on-campus and online 
 
 

Marshall University Study Academic Dishonesty Assessment 

 

• Classroom  1/3rd and Online 1/3rd Cheated at some time… 

Cheating in the Digital Age: Do Students Cheat More in Online Courses? George 
Watson and James Sottile, Marshall University - Online Journal of Distance Learning 
Administration, Volume XIII, Number I, Spring 2010, University of West Georgia, Distance 
Education Center 



Establishing Trust with Our Partner Colleges – 
possible solutions available 

 

• Solution #1:   F2F Proctored testing on campus 

• Logistics issues for testing around the state 

• Travel problems for students 

• Solution #2:  Online testing best practices 

• Timed tests to defeat open book or Google answers 

• Random question generator to mitigate passing answers around  

• More essay, short answer tests – harder to handle without knowing the 
subject 

• Authentic testing involving problem solving and applied learning  

• Solution #3: Technological documentation / authentication 



Establishing Trust with Our  
Partner Colleges 

 

• Solution#2:  Online assessment, best practices 

• Provides a better course, better measurement, better security in the long 
run but takes more time and resources to develop 

• Resources: solid course statistics, instructional design, and assessment 
strategies pertinent to subject area 

 

• Solution#3: Technological documentation / authentication 

• Lab Reports – Originality Checking, TII ✔ 

• Science kit labs --  Student photographs stages of their experiments ✔ 

• Identity Authentication or Remote Proctoring 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Review of Available Technology for Assessment  
Security - Attributes 

 

Important attributes of a solution 

1 Assure the student’s identity 

2 No extra cost to student 

3 Predictable cost for us 

4 No extra technology for student 

5 Runs on the students current network 

6 Runs on pc, phone, tablet, etc. 

7 Available 24/7 

8 Available without appointment 

9 No added responsibility to instructorsor follow-up 

 



Review of Available Technology for Test  
Security  - Comparing Solutions 

Attributes Live Video 
Proctor 

Passive Video 
Proctor 

Biometrics 

Assure student’s identity Y Y Y 

No extra cost to student N Y Y 

Predictable cost to CCCO Y Y Y 

No extra technology N N Y 

Runs on all networks N Y* Y 

Works on pc, mobile devices N N Y 

Available 24 / 7 Y Y Y 

Available w/o appointment N Y Y 

No instructor responsibility  Y N Y 



BSI Gate to Assessments 

4. D2L Quiz Link 
Appears & Ready 

to Use 

1. Student Clicks 
D2L Quiz /BSI Link 

2. Student Taken 
to BSI  Gate 

3. Uses PIN, BSI 
puts value in D2L 

Grade book=1 

Bio-Sig Demo 

http://biosig-id.com/videos/ht-enroll-30/ht-enroll-30_player.html
http://biosig-id.com/videos/ht-enroll-30/ht-enroll-30_player.html
http://biosig-id.com/videos/ht-enroll-30/ht-enroll-30_player.html


BSI LTI Integration  with  
CCCOnline courses 

 

• Pilots in two courses SP 14 

• No major issues for students or instructors 

• Replication LTI issue during course copy resolved before FA 14 

 

• Full Production FA 14 

• Nine Science Courses : 

• BIO111, 201, 202 

• CHE111 

• PHY111, 112, 211, 212, 213 

• One Math Course: MAT 121 – Tech issue with Microsoft upgrade 

• Licensed 3,000 students for FY 15 – very few helpdesk requests 



New - Real Time Event Notification 



RTEN Review Process 

#1 Pull a Custom Report on the students test login history for 60 days 

• Look for pattern of login failures, clues: 

• IP Address timing issues 

• Changing IP address 

• Test time coincidence with login failure? 

• Or reach out to student to assist with login issues 

 

• #2 Send to Student Services for Review and Action 

• Warning letter 

• Further action if needed 

 

 



Example Custom Report 



Other Tools Used: MaxMind IP Look-Up 



Other Tools: 
• IP Tracking Tool (D2L) 

• MaxMind (Commercial IP Database) 

 

 

 

 

https://www.maxmind.com/en/geoip-demo


Other Tools: 



Results: BSI Tools and D2L/MaxMind Tools 

SP15 – CURRENT COUNT 

• 10  BSI Courses : warnings sent to 20 students 

• Other Non-BSI SCI, ACC, CSC and MAT courses: 30 warnings sent 

• Review and Reconfigure BSI Course List for FY 16 



Not the End…What is the Future? 

• Biometric Signature-ID RTEN will refining students PIN responses and IP 
addresses 

• Foreign or Out-of-State IP addresses 

• High grades 

• Single Course Enrollment 

• First Time Enrollment 

 
• Data Forensics….electronic trail of student’s activities around assessments 

• Caveon  (http://www.caveon.com/)– using data analysis to find anomalies after the 
test is taken and who was likely cheating 

• College Boards 

• Mississippi State Department of Education 

• Statistical Methods  

• Used by IRS to detect tax cheaters  

• Used by businesses use to detect accounting fraud 

 


