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Executive Summary

In December 2003, OMB issued M-04-04, “ E-Authentication Guidance for Federal Agencies.”
Subsequently, in September of 2004, NIST issued SP800-63, “Electronic Authentication
Guideline.” This document, which forms the technical basis for the US government’s e-
authentication initiative, part of e-Gov, specifies the requirements, technol ogies, and protocols to
be used at each of the four assurance levels defined in the OMB directive. However, it alowed
for avery narrow usage of biometric authentication in this context. Asafollow-on, NIST held a
workshop on Biometricsin E-Authentication, which spawned a study group within INCITSM1
(consisting of representatives from industry, academia, and government) to investigate and make
recommendations regarding how biometrics should be applied in a remote e-authentication
environment. Thisreport isthe product of that group, which met over a period of 1.5 years.

Biometrics-based authentication offers several advantages over other authentication methods,
prompting a significant surge in the use of biometrics for user authentication in recent years. It is
important that such biometrics-based authentication systems be designed to withstand attacks
when used in aremote e-authentication environment. This document outlines inherent strengths
of biometrics-based authentication, identifies challenges and potential vulnerabilitiesin systems
employing biometrics-based authentication, and presents solutions for eliminating these weak
links. A threat model is presented and overlaid on several possible biometric authentication
architectures which vary depending on the location where the biometric reference is stored and
where the matching operation is performed.

An open discussion of some of the challenges (or critiques) of biometric authentication addresses
topics such asintegrity versus secrecy, compromise and revocation, sensor spoofing, entropy and
strength of function, peer review, and privacy. Differences between biometric authentication and
traditional authentication methods (such as passwords or cryptographic protocols) are also
examined.

The major findings of thisreport are:

1. Thereisarolefor biometric authentication at each of the four assurance levels defined in
OMB M-04-04

2. Some additional challenges and threats accompany the use of biometric authentication,
but countermeasures exist to address them

3. Biometric authentication can provide significant benefits in certain situations, not least of
which is the tight binding of the authentication event to the physical presence of a human
claimant

4. Biometrics present a different paradigm than traditional authentication methods where
authentication datais always secret.

5. Ingeneral, integrity and authenticity are more critical than secrecy in abiometric
authentication protocol/implementation, although many mechanisms exist to provide for
the privacy of the biometric data.

6. In addition, some biometrics may be used to convey ancillary information, such asa
secret (e.g., apassword or PIN) or shared knowledge, by leveraging the ability of the user
to control the manner in which the biometric is presented to the system

7. Recommended edits to SP800-63 are provided in Annex A of this report
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1 Introduction

1.1 Background

Asaresult of the Workshop on Biometrics and E-Authentication over Open Networks held
March 30-31, 2005 by NIST, the workshop participants recommended areas for further work
related to biometric architectures and security requirements. These recommendations, devel oped
by the participants of workshop breakout session 2, “ Elements of Secure Biometric-Based
Authentication Systems’, included arequest that INCITS Technical Committee M1 - Biometrics
start a project for documenting, within an application profile, the use of biometrics for remote e-
authentication and perhaps aso initiate a study project to draft atechnical report describing
biometric architectures & security requirements. In addition to considering current related
standards and other documents that have cited known issues with this architecture, the study
attempts to look forward to potential applications as these standards find use in a broader
commercial, civil, and international community.

1.2 Scope

The Ad Hoc Group on Biometrics and E-Authentication (AHGBEA) was chartered by INCITS
M1.4 — Task Group on Biometric Profilesin June of 2005. The approved charter of this group
was set out in its terms of reference to:

Develop atechnical report describing suitability of biometric architectures, security
requirements and recommendations for the use of biometrics at each of the four
authentication levels defined in Office of Management and Budget’s Memorandum OMB
M-04-04, E-Authentication Guidance for Federal Agencies (assuming biometrics would
be allowed for each of these authentication levels).

1.3 Purpose

The ultimate goal of the ad hoc group and the document is to show how biometric technologies
can be successfully used at the four (4) assurance levels of OMB 04-04 and NIST SP800-63 and
further to make recommendations of future work to INCITS M1 and NIST on the use of
biometrics in e-authentication.

1.4 Overview

1.4.1 Assumptions

It is assumed that biometric characteristics, although personalized to individual users, are not
necessarily secrets. Latent and other residual data can be obtained by an individual without the
user’s knowledge. This classification isexplicitly mentioned in the NIST SP800-63 statement,
“Biometrics do not constitute secrets suitable for use in the conventiona remote authentication
protocols addressed in this document.”

1.4.2 Premise

The assertion going in to thisreport isthat NIST did not fully utilize the benefits of biometric
authentication in the original SP800-63 publication. M1 feels biometrics have meritin e-
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authentication applications and the following paragraph is quoted to highlight the NIST
acknowledgment of the usefulness of biometrics.

NIST SP 800-32 Section 2.2.4 in itsentirety

... “Biometric authentication relies on a unique physical characteristic to verify the
identity of system users. Common biometric identifiers include fingerprints, written
signatures, voice patterns, typing patterns, retina scans, and hand geometry. The unique
pattern that identifies a user is formed during an enrollment process, producing atemplate
for that user. When a user wishes to authenticate to the system, a physical measurement
is made to obtain a current biometric pattern for the user. This pattern can then be
compared against the enrollment template in order to verify the user’ s identity. Biometric
authentication devices tend to cost more than password or token-based systems, because
the hardware required to capture and analyze biometric patterns is more complicated.
However, biometrics provide a very high level of security because the authentication is
directly related to a unique physical characteristic of the user which is more difficult to
counterfeit. Recent technological advances have also helped to reduce the cost of
biometric authentication systems.” ...

1.5 Policy Boundaries

Aswith many modern day information technology environments, using biometrics for e-
authentication is not strictly atechnical issue. Management policies are needed to bridge the gap
between people and technology. Some organizations may already have in place specific
information security policies related to what data can enter and exit their network. The remote
nature of the subject environment will demand the application of appropriate policies to the
common procedures of abiometric system. Further recognized is the fact that some societies
have inherent beliefs and customs which constrain the use of some or possibly all forms of
biometric authentication.

10
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2 Study Methodology
The general methodology for addressing the problem and goals of this study is defined below:

2.1 Current Guidance — Section 3
The current guidance is established in OMB M-04-04 and NIST SP800-63.

2.2 Frame the Problem — Section 3

At this step, an attempt is made to bind the problem such that it is understandable and
addressable.

2.3 References — Section 4

Previous work isidentified in the references and in the bibliography. This report includes and
summarizes selected works and is not meant to be a holistic research report of past works.

2.4 Authentication Principles and Biometrics — Section 5

A review of authentication principlesis covered as well as the authentication model proposed in
SP800-63 and correlated with the biometric authentication process.

2.5 Biometric Authentication Architectures — Section 6

There are numerous ways to design and configure a biometric authentication system. To reduce
the solution space, the basic biometric system architectures are reviewed and the most feasible
identified for the purpose of this report and further study.

2.6 Challenges to Biometric Authentication — Section 7

It is necessary to identify the critiques of biometric technologies that exist to better understand
why they are not currently viewed as an acceptabl e authentication mechanism in the remote e-
authentication environment.

2.7 Threats and Vulnerabilities for Biometric Authentication — Section
8

The use of a particular technology within a given architecture must be analyzed in terms of the
threats, vulnerabilities, attacks, and countermeasures that exist.

2.8 Recommend Guidance — Section 9

Once all architectures have been analyzed against categories of threats and specific security
requirements have been identified; recommendations can be formed as to when and how the
technology, architecture, mechanisms should be applied to the security levelsin OMB 04-04 and
NIST SP800-63.

2.9 Future Work — Section 10

Based on the complexity of the problem, it is not presumed that this study will be able to fully
resolve all issues and considerations associated with the use of biometrics in an e-authentication
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environment. Asaresult, a section has been included to identify those areas that are known to
require further investigation.

2.10 Recommended Edits to SP800-63 — Annex A

Taking into consideration all of the detailed discussion included in the body of this report,
specific recommended edits and changes to SP800-63 by section are described.
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3 Statement of the Problem

3.1 The Problem

“What istherole of biometric authentication at the various security levels and what
ar chitectures and surrounding security mechanisms are appropriate for usein theremote
e-authentication environment?”

SP800-63 putsit well, “ E-authentication presents a technical challenge when this process
involves the remote authentication of individual people over a network, for the purpose of
electronic government and commerce.”

3.2 Office of Management and Budget (OMB), M-04-04

In December 2003, OMB issued the memorandum 04-04 with the subject “E-Authentication
Guidance for Federal Agencies’. This memorandum applies to remote authentication of human
users of Federal Government Services for the purposes of conducting government business
electronically (or e-government).

OMB M-04-04 defines four (4) assurance levels related to the degree of confidence in the
validity of the asserted identity. Itisarisk based approach based on potential impact and
likelihood as defined in Federal Information Processing Standards 199 Standards for Security
Categorization of Federal Information and Information Systems.

Table 1 below summarizes these four (4) assurance levels with examples from the guidance.
Table 2 classifies the four (4) assurance levels based on potential risk impact.

Table1 - OMB M-04-04 Maximum Potential Impactsfor Each Assurance L evel

Assurance Level Impact
Profiles
Potential Impact Categories for Authentication Errors 1 2 3 4
Inconvenience, distress or damage to standing or Low Mod | Mod | High
reputation
Financial loss or agency liability Low Mod | Mod | High
Harm to agency programs or public interests N/A Low | Mod | High
Unauthorized release of sensitive information N/A Low | Mod | High
Personal Safety N/A N/A Low | Mod
High
Civil or criminal violations N/A Low | Mod | High
Table2 - OMB M-04-04 Assurance L evel Examples
Level Confidence Example
1 Little or none Anindividual appliesto a Federal agency for an annual park
visitor's permit
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2 Some A beneficiary changes her address of record through the Social
Security web site

3 High A patent attorney electronically submits confidential patent
information to the US Patent and Trademark Office

4 Very High A law enforcement official accesses alaw enforcement database
containing criminal records

OMB M-04-04 does not mention biometrics. It does not identify which technologies should be
implemented. Its scope is e-government, including individual user, business, or government
entities.

In the OMB document, a credential is defined as an object that is verified when presented to the
verifier in an authentication transaction. It also defines Credential Service Providers (CSPs) as
those entities that issue electronic credentials.

Although theinitial scopeislimited to e-government, the security levels defined by M-04-04 are
being used beyond just remote e-authentication. For example, The Federal Information
Processing Standards (FIPS) 201 Personal |dentity Verification (PIV) of Federal Employees and
Contractors, which provides technical requirements for Homeland Security Presidential
Directive 12, mapsto similar levels.

3.3 NIST SP800-63

NIST Special Publication 800-63 Electronic Authentication Guideline was developed in direct
response to the previously mentioned OMB M-04-04. SP800-63 interprets the high level
requirements of OMB M-04-04 in defining the technical requirements for federal agencies
implementing electronic authentication. The recommendations cover remote authentication of
users over open networks. It defines technical requirements for each of four levels of assurance
in the areas of identity proofing, registration, tokens, authentication protocols and related
assertions.

3.3.1 Statements related to biometrics
Some of the statements in current version 1.0.2 of SP800-63 related to biometrics includes the
following:

e “Biometrics are not used directly astokensin this document.”

e “Biometric characteristics do not constitute secrets suitable for use in the conventional
remote authentication protocols addressed in this document.”

e “This guidance addresses only traditional, widely implemented methods for remote
authentication based on secrets.”

e “NIST iscontinuing to study both the topics of knowledge based authentication and
biometrics and may issue additional guidance on their uses for remote authentication of
individuals across a network.”

e “Biometric methods are widely used to authenticate individuals who are physically
present at the authentication point, for example at the entry of a building or for accessing
acomputer.”
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e “Intheloca authentication case, where the claimant is observed and uses a capture
device controlled by the verifier, authentication does not require that biometrics be kept
secret.”

e “The use of biometricsto “unlock” conventional authentication tokens and to prevent
repudiation of registration isidentified in this document.”

3.3.2 Characterization of Assurance Levels from NIST SP800-63

In creating the correlation between SP800-63 and OMB M-04-04, requirements for different
types of tokens were defined for each of the four (4) assurance levelsin OMB M-04-04. Table 3
below shows the token requirements in SP800-63 mapped to OMB M-04-04 assurance levels. It
should be noted that levels 1 and 2 require only one factor authentication while level 3 and 4
require two-factor authentication. Under the basic assumption of biometrics consisting of a
single authentication mechanism; biometrics alone could only be used at levels 1 and 2 (though
not allowed in the current version of SP800-63).

Table 3 - SP800-63 Token Mappingsto OMB M-04-04 Assurance L evels

Token type Levell | Level) | Leveld | Leveld
Hard erypto toker \ \ \

One-tne password device Y
Scft crypto token \
Passwords & PINs ¥

A brief description of the four assurance levelsis provided below.

Level 1. Although thereis no identity proofing requirement at this level, the authentication
mechanism provides some assurance that the same claimant is accessing the protected
transaction or data. It allows awide range of available authentication technologies to be
employed and allows any of the token methods of Levels 2, 3, or 4. Successful authentication
requires that the claimant prove through a secure authentication protocol that he or she controls
the token.

Plaintext passwords or secrets are not transmitted across a network at Level 1. However this
level does not require cryptographic methods that block offline attacks by an eavesdropper. For
example, simple password challenge-response protocols are allowed. In many cases an
eavesdropper, having intercepted such a protocol exchange, will be able to find the password
with a straightforward dictionary attack.

At Levd 1, long-term shared authentication secrets may be revealed to verifiers. Assertions
issued about claimants as aresult of a successful authentication are either cryptographically
authenticated by relying parties (using approved methods), or are obtained directly from atrusted
party via a secure authentication protocol.
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Level 1summary asit relatesto biometrics: Assurance Level 1 does not currently allow for
the use of biometrics for e-authentication. However, it islikely biometric technol ogies used
alone would be stronger than the necessary security at thislevel.

Level 2. Level 2 provides single factor remote network authentication. At Level 2, identity
proofing requirements are introduced, requiring presentation of identifying materials or
information. A wide range of available authentication technol ogies can be employed at Level 2.
It allows any of the token methods of Levels 3 or 4, aswell as passwords and PINs. Successful
authentication requires that the claimant prove through a secure authentication protocol that he or
she controls the token. Eavesdropper, replay, and on-line guessing attacks are prevented.

Long-term shared authentication secrets, if used, are never revealed to any party except the
claimant and verifiers operated by the Credentials Service Provider (CSP); however, session
(temporary) shared secrets may be provided to independent verifiers by the CSP. Approved
cryptographic techniques are required. Assertions issued about claimants as aresult of a
successful authentication are either cryptographically authenticated by relying parties (using
approved methods), or are obtained directly from atrusted party via a secure authentication
protocol.

Level 2 summary asit relatesto biometrics: Assurance Level 2 does not currently allow for
the use of biometrics for e-authentication. There is a contention that biometrics cannot be
considered secrets and therefore there is language in this assurance level that prohibits the
sharing of secrets. This limitation can be overcome, however, if there are countermeasures put in
place to mitigate the concerns about the sharing of authentication secrets. In particular, through
liveness detection at the point of acquisition and the use of approved cryptographic techniques to
protect transmission.

Level 3: Level 3 provides multi-factor remote network authentication. At thislevel, identity
proofing procedures require verification of identifying materials and information. Level 3
authentication is based on proof of possession of a key or a one-time password through a
cryptographic protocol. Level 3 authentication requires cryptographic strength mechanisms that
protect the primary authentication token (secret key, private key or onetime password) against
compromise by the protocol threats including: eavesdropper, replay, on-line guessing, verifier
impersonation and man-in-the-middle attacks. A minimum of two authentication factorsis
required. Three kinds of tokens may be used: “soft” cryptographic tokens, “hard” cryptographic
tokens and “one-time password” device tokens.

Authentication requires that the claimant prove through a secure authentication protocol that he
or she controls the token, and must first unlock the token with a password or biometric, or must
also use a password in a secure authentication protocol, to establish two factor authentication.
Long-term shared authentication secrets, if used, are never reveaed to any party except the
claimant and verifiers operated directly by the CSP, however session (temporary) shared secrets
may be provided to independent verifiers by the CSP. Approved cryptographic techniques are
used for al operations. Assertions issued about claimants as a result of a successful
authentication are either cryptographically authenticated by relying parties (using approved
methods), or are obtained directly from atrusted party via a secure authentication protocol.
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Level 3summary asit relatesto biometrics: Assurance Level 3 requires two-factor
authentication and specifically calls out the use of biometrics as an option in order for the
claimant to prove that he or she controls the token.

Level 4. Level 4isintended to provide the highest practical remote network authentication
assurance. Level 4 authentication is based on proof of possession of akey through a
cryptographic protocol. Level 4issimilar to Level 3 except that only “hard” cryptographic
tokens are allowed, FIPS 140-2 cryptographic module validation requirements are strengthened,
and subsequent critical data transfers must be authenticated via a key bound to the authentication
process. The token shall be a hardware cryptographic module, validated at FIPS 140-2 Level 2
or higher overall, with at least FIPS 140-2 Level 3 physical security. By requiring a physical
token, which cannot readily be copied and since FIPS 140-2 requires operator authentication at
Level 2 and higher, thislevel ensures good, two factor remote authentication.

Level 4 requires strong cryptographic authentication of all parties and all sensitive data transfers
between the parties. Either public key or symmetric key technology may be used.
Authentication requires that the claimant prove through a secure authentication protocol that he
or she controls the token. The protocol threats including: eavesdropper, replay, on-line guessing,
verifier impersonation and man-in-the-middle attacks are prevented. Long-term shared
authentication secrets, if used, are never revealed to any party except the claimant and verifiers
operated directly by the Credentials Service Provider (CSP), however session (temporary) shared
secrets may be provided to independent verifiers by the CSP. Strong approved cryptographic
techniques are used for all operations. All sensitive data transfers are cryptographically
authenticated using keys bound to the authentication process.

Level 4 summary asit relatesto biometrics. Assurance Level 4 still requires two-factor

authentication and does not prohibit the use of biometrics as an option in order for the claimant
to prove that he or she controls the token.

17



Study Report on Biometricsin E-Authentication 30 March 2007
Version 1.0

4 References and Terminology

4.1 Reference Documents

e OMB M-04-04, E-Authentication Guidance for Federal Agencies,
http://www.whitehouse.gov/omb/memoranda/fy04/m04-04.pdf

e NIST SP800-63, Electric Authentication Guidelines (v 1.02.2),
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1 0 2.pdf

4.2 Baseline Standards

e ANSI INCITS 358-2002, The BioAPI Specification (Version 1.1), www.bioapi.org

e ANSI INCITS 398-2005/NISTIR 6529-A, Common Biometric Exchange Framework
Format (CBEFF), www.nist.gov/biometrics

e ANSI X9.84, Biometric Information Management and Security, www.x9.0org

e FIPS 140-2, Security Requirements for Cryptographic Modules,
http://csrc.nist.gov/publications/fi ps/fips140-2/fips1402. pdf

e FIPS 199, Standards for Security Categorization of Federal Information and Information
Systems, http://csrc.nist.gov/publications/fips/fips199/FIPS-PUB-199-final . pdf

e FIPS 201, Personal Identity Verification (PIV) of Federal Employees and Contractors,
http://csrc.nist.gov/piv-program/index.html

e |SO/IEC 19784-1 :2006, Biometric Application Programming Interface — Part 1: The
BioAPI Specification (International Version, 2.0)

e |SO/IEC 19785-1:2006, Common Biometric Exchange Formats Framework (CBEFF) —
Part 1. Data Element Specification

e |SO/IEC 19785-2:2006, Common Biometric Exchange Formats Framework (CBEFF) —
Part 2: Procedures for the Operation of the Biometrics Registration Authority

e |SO/IEC 19795-1:2006, Information Technology — Biometric Performance Testing and
Reporting — Part 1: principles and framework

e |SO/IEC FCD 24708, Biometric Interworking Protocol

0 Thisstandard is being developed by ISOI/IEC JTC 1 SC 37 and ITU-T
e |SO/IEC JTC1 SC37 Standing Document 2, Harmonized Biometric Vocabulary (v7)
0 Thisstandard isbeing developed by ISOI/IEC JTC 1 SC 37

e S0 19092-1, Financial Services— Biometrics— Part 1. Security Framework

e NIST SP800-32, Introduction to Public Key Technology and the Federal PKI
Infrastructure, http://csrc.nist.gov/publications/ni stpubs/800-32/sp800-32. pdf

4.3 Common Terms

Where possible, the terms and definitions in this document are taken from OMB M-04-04 and
NIST SP800-63. Basic biometric terminology is used in accordance with ISO/IEC JTC1 SC37
Standing Document 2 Harmonized Biometric Vocabulary. Alternatively, the ISO/IEC JTC1
SC37 Biometric Vocabulary Corpus available online at:
http://www.biotown.purdue.edu/ecorpus/index.asp.
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The following terms and definitions are inherited directly from NIST SP800-63 and used
accordingly in this document:
¢ Remote authentication mechanisms. Combination of credentials, tokens, and
authentication protocols
e Credentials: An object that authoritatively binds an identity (and optionally, additional
attributes) to atoken possessed and controlled by a person. The credential is presented to
the verifier in an authentication transaction.
e Credential Service Provider: An entity that issues electronic credentials.
e Electronic authentication (e-authentication): The process of establishing confidence in
user identities electronically presented to an information system.
e Remote e-authentication: Establishing identity over an open network such as the Internet

4.3.1 Biometrics
The definition of biometrics found in Section 4 of NIST SP800-63

Biometric: “An image or template of a physiological attribute (e.g., afingerprint) that
may be used to identify an individual.”

isnot used in this document because it is not a broadly-accepted definition and because it
contains inaccuracies. Instead, the ISO/IEC JTC1 SC37 Standing Document 2 definition is used:

Biometrics: “ Automated recognition of individuals based on their behavioural and
biological characteristics’

Biometric: “Of or having to do with biometrics’

Definitions of biometrics have encompassed the behavioral element of biometrics as far back
1987 when the first accredited ANSI Biometric Terminology standard defined it in manner
similar to the definition provided above from Standing Document 2. The fact that the SP800-63
definition fails to acknowledge the behavioral element of biometricsis one of its failings.

A behavioral aspect of a biometric measures data pertaining to a personal trait, learned
over time, or to alearned action.

This document discusses biometric modalities with both behavioral and biological aspects.
Biometrics with stronger behavioral aspects (e.g., keystroke, sign/signature, voice) utilize
acoustics, pressure, and speed whereas those with stronger biological aspects (e.g., fingerprint,
iris, hand geometry, vein) measure characteristics residing on or near the surface of the human
body. Both behavioral and biological biometrics can be classified as”dynamic” if they include a
temporal component. A more detailed description of content-bearing and dynamic biometricsis
presented in Section 5.6.

4.3.2 Biometric Data

Biometric characteristics are represented as forms of biometric data. A distinction is made
between the following:
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Template: Data collected during enrollment and stored as a reference for future
matching. (Newer biometric vocabulary prefers the term “biometric reference
data/sample”.)

Sample: “Live’ data collected during authentication for immediate matching against the
reference template. (Newer biometric vocabulary prefers the term * biometric recognition
data/sample”.)

[See Section 5.3.5 for further discussion of biometric data.]

4.3.3 Tokens
The definition of tokens found in Section 4 of NIST SP800-63

Token: “Something that the claimant possess and controls (typically akey or password)
used to authenticate the claimant’ s identity.”

is not used in this document because it does not distinguish between physical and logical entities.
Instead, another commonly referred definition of tokensis used:
Token: “lIsaphysical object controlled by the user such as a smart card.”

This definition focuses on the common acceptance that tokens are something that is physically
tangible. Passwords, asin the SP800-63 definition, are believed to be better classified as a secret
and not atoken.

4.3.4 Accuracy

4341 FalseMatch

The definition of false match found in ISO/IEC JTC1 SC37 Sanding Document 2 Har monized
Biometric Vocabulary:

False match: “(A) matching decision of match for a presented biometric sample and a biometric
reference that are not from the same source.”

4342 FalseMatch Rate (FMR)

Currently, ISO/IEC JTC1 SC37 Sanding Document 2 Harmonized Biometric Vocabulary does
not contain a definition for false match rate. However; ISO/IEC 19795-1 Information
Technology — Biometric Performance Testing and Reporting — Part 1: principles and framework
defines the false match rate as “(A) proportion of zero-effort impostor attempt samples falsely
declared to match the compared non-self template’

4.3.4.3 FalseNon-Match

The definition of false non- match found in 1SO/IEC JTC1 SC37 Standing Document 2
Harmonized Biometric Vocabulary:
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False non-match: “(A) matching decision of non-match for a presented biometric sample and a
biometric reference that are from the same source.”

4344 FalseNon Match Rate (FNMR)

Currently, ISO/IEC JTC1 SC37 Sanding Document 2 Harmonized Biometric Vocabulary does
not contain a definition for false non-match rate. However; 1SO/IEC 19795-1 Information
Technology — Biometric Performance Testing and Reporting — Part 1: principles and framework
defines the false non-match rate as “(A) proportion of genuine attempt samples falsely declared
not to match the template of the same characteristic from the same user supplying the sample”

4.4 Acronyms and Abbreviations

AES Advanced Encryption Standard

AHGBEA Ad Hoc Group on Biometrics in E-Authentication
ANS| American National Standards Institute

AP Application Program(ming) Interface

ASN Abstract Syntax Notation

ATM Automated Teller Machine

BIR Biometric Information (Identification) Record
BSP Biometric Service Provider

CA Certificate Authority

CAPI Cryptographic API

CBEFF Common Biometric Exchange Formats Framework
cert (digital) certificate

CRL Certificate (or Credential) Revocation List

CSP Credential Service Provider or Cryptographic Service Provider
DES Data Encryption Standard

DLL Dynamic(ally) Linked Library

DOS Denial of Service

DNA Deoxyribonucleic acid

FAR False Accept(ance) Rate

FNMR False Non-Match Rate

FMR False Match Rate

FRR False Regect(ion) Rate

FTE Failure to Enrall

FIPS Federal Information Processing Standard

GSA General Services Administration

HR Human Resources

HSM Hardware Security Module

HSPD Homeland Security Presidential Directive

ID | dentity/Identifier

INCITS International Committee for Information Technology Standards
MAC Message Authentication Code

NIST National Institute of Standards and Technology
O&M Operations and Maintenance

OEM Original Equipment Manufacturer
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OomMB
PC
PCMCIA
PDA
PIN
PIV
PKCS
PKI
PoP
RA
RF
SIV
SOF
SSN
SSO
TLS
TPM
TTL
uSB
UulD
VPN
VXML
XML

(US) Office of Management and Budget
Personal Computer

PC Memory Card International Association
Personal Digital Assistant

Personal Identification Number
Personal Identity Verification

Public Key Cryptography Standards
Public Key Infrastructure

Proof of Possession

Registration Authority

Radio Frequency

Speaker Identification and Verification
Strength of Function

Social Security Number

Single Sign-On

Transport Layer Security

Trusted Platform Module

Timeto Live

Universal Serial Bus

Universally Unique Identifier

Virtual Private Network

Voice XML

eXtensible Markup Language
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5 Authentication Principles and Biometrics

5.1 Conventional Authentication Mechanisms

Currently, there are three common methods to achieve personal authentication:
e Something you know, normally a password.
e Something you have, normally aphysical token.
e Something you are, formally known as biometrics.

Although all three of these methods can be used to achieve the same goal of secure
authentication, the ways in which the methods maintain and reach this goal are very different.
The first two methods of authentication listed above rely on a secretive element —i.e., the
knowledge of the password, or the controlled possession of the physical token.

Biometrics is unique from the other two in that the characteristic being used for authentication is
typically not considered a secret. This presents issues when trying to provide secure and
accurate authentication over open networks primarily because the biometric characteristic by
itself does not provide a complete solution as shown above in NIST SP800-63.

Another mechanism which is not normally under the direct control of the user is cryptographic
module. FIPS 140-2 defines a cryptographic module as “the set of hardware, software, and/or
firmware that implements approved security functions (including cryptographic algorithms and
key generation) and is contained within the cryptographic boundary.”

Each authentication method has strengths and weakness. Table 4 below summarizes at avery
high level some of the relative strengths (blue) and weakness (pink) for four method categories
against nine areas of comparison [1].

NOTE: With the permission of the original author, the descriptions in the table have
been modified slightly to align with the purpose of the report. Thisis obviously not a
rigorous analysis, but is provided only as arelative view and to identify some of the
considerations in assessing the utility of an authentication metho3d.
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Table 4 - Authentication M echanisms Cross-Comparison

Knowledge Tokens Biometric Cryptographic
Entropy low low/medium medium/high high
Memory forgetfulness forgetfulness cannot forget secret
Discovery smart guessing counterfeit faked exhaustion
Manipulation |social engineering |social engineering difficult collusion
Usage ubiquitous commonplace fairly common unknown
Reliability reliable reliable improving reliable
Cost cheap costly lowering costly
Ergonomics familiar difficult easy to use complicated
Manageability | reset passwords 1ssuance enrollment subscription

e Entropy refersto the relative strength of function associated with the method (i.e.,
its resistance to a brute force attack).

e Memory addresses the reliance of the method on human memory capacity.

e Discovery isan indication of the ease at which the method is vulnerable to
guessing or spoofing.

e Manipulation identifies the degree to which the mechanism is sharable and thus
subject to socia attack.

e Usageindicates how available, acceptable, and prevalent (proven) he technology
is.

e Reliability refersto both the consistency with which the method performs as well
asto the reliability of the components utilized in the method.

e Cost includes both procurement (hardware/software) and operating &
maintenance (O& M)/lifecycle costs.

e Ergonomicsrelatesto the ease of use of the method.

e Manageability addresses the administrative burdens incurred by use of the
technology.

The prevailing techniques of user authentication involve the use of either user IDs (identifiers)
and passwords or identification cards and PINs (personal identification numbers). Both of these
two scenarios contain a secretive component which the user must enter into the authentication
system. Passwords and PINs can be acquired by direct covert observation. Once an attacker
acquires the user ID and the password, they have total access to the user’s resources. In addition,
there is no way to positively link the usage of the system or service to the actual user; that is,
there is no protection against repudiation by the user ID owner. For example, when auser ID
and password is shared with a colleague, there is no way for the system to know who the actual
physical user is. A similar situation arises when a transaction involving a credit card number is
conducted on the internet. Even though the data is sent over the internet using secure encryption
methods, the systems are not capable of assuring that the transaction was initiated by the rightful
owner of the credit card. Inthe modern distributed systems environment, the traditional
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authentication policy based on a simple combination of user ID and password has become
inadequate.

The reason why passwords, and secret or knowledge based authentication in general, are directly
referred to and compared to in this report is because it is arguably the weakest link in current
computer access control systems for the reasons described above. The use of biometricsto
replace the password, particularly in the remote e-authentication environment, addresses these
concerns.

Fortunately, biometricsin general can provide a much more accurate and reliable user
authentication method. Biometricsisarapidly advancing field that is concerned with
electronically identifying a person based on his or her physiological or behavioral characteristics.
Common examples of automated biometrics include fingerprint recognition, face recognition, iris
recognition, voice recognition, and hand geometry. Because a biometric property isan intrinsic
feature of an individual, it is difficult to duplicate and nearly impossible to share.

Biometric data, which range from several hundred bytes to over a megabyte, have the advantage
that their information content is usually higher than that of a password or a pass phrase. Simply
extending the length of passwords to get equivalent bit strength presents significant usability
problems. Fortunately, biometrics can provide the security advantages of long passwords while
retaining the speed and characteristic smplicity of short passwords.

Even though biometrics can help alleviate the problems associated with the existing methods of
user authentication, there still are weak pointsin the system vulnerable to attack. Password
systems are prone to brute force dictionary attacks. Biometric systems, on the other hand,
require substantially more effort for mounting such an attack. Y et there are several new types of
attacks possible in the biometrics domain. Many of these may not apply if biometricsis used as
asupervised authentication tool. But in the remote unattended environment, imposters may have
the opportunity to make several attempts, or even physically violate the integrity of aremote
client, before detection. This document is intended to discuss these vulnerable points and make
suggestions on how to take advantage of biometrics while alleviating inherent problems.

5.2 Authentication Models

SP800-63 defines the traditional e-authentication model, which involves two processes —
registration and authentication. During registration:

“An applicant applies to a Registration Authority (RA) to become a subscriber of
aCredential Service Provider (CSP) and, as a subscriber, isissued or registers a
secret, called atoken, and a credential that binds the token to a name and possibly
other attributes that the RA has verified. The token and credential may be used in
subsequent authentication events.” [SP800-63]

During authentication, when the party to be authenticated (called a claimant) successfully

demonstrates possession and control of atoken to averifier (the party verifying the identity)
through an on-line authentication protocol, the verifier can verify that the clamant is the
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subscriber. The verifier passes on an assertion about the identity of the subscriber to the relying
party. Therelying party can use the authenticated information provided by the verifier/CSP to
make access control or authorization decisions.

Some features of this model:
e Tokensare always secrets and it is the responsibility of the subscriber to protect them.
e Itisundesirablefor verifiersto learn shared secrets unless they are a part of the same
entity as the CSP that registered the tokens.

Figure 1 and Figure 2 depict e-authentication using the traditional process:

Subscriber T
Identity | Est. Identity R \
(Secret, opt) (+ opt secret) K
op : -/ :) .|J
Credential | Credential
* Applies « Identity proofing » Generate/Register Token
* Issues Credential
(bind identity to token)
Figurel- Traditional Registration Process
Claimant 7T T oo
Token PoP | V f Assertion R . \
Dﬁg (Authen. Protocol) T erl ler Relylng
) i Pant
Access ! y
* Requests access « Verifies identity » Checks authorization

» Grants access
Figure2 - Traditional Authentication & Authorization Process

In a biometric authentication model, during registration the applicant/subscriber enrolls
(provides) their biometric data to the RA/CSP. The biometric reference datain thiscaseis
analogous to an authentication token except that:

a) Itisnot asecret known by the subscriber or a secret generated by the CSP—it isan
inherent characteristic of the subscriber (though it may aso incorporate knowledge-based
content, see 5.5 below).

b) The reference biometric is bound to the identity by the CSP. The resulting credential
(unlessit isinstantiated within a physical token) does not need to be issued to the
subscriber since he retains the source of the biometric data (himself).

As aresult, during authentication, the claimant presents a new biometric sample to the verifier, to
be compared with that originally registered and incorporated into the credential.
a) For server-based matching:
1. Thisrequiresthat the verifier have knowledge of the registered biometric (credential)

OR that a separate biometric authentication service be used. (The verifier would still
handle the incoming live biometric sample; thus, if encrypted, keys would need to be
shared with the biometric server.) It isnoted that the verifier and the biometric
authentication server may be the same entity.
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2. A method to register the reference biometrics with the biometric server would be
required (i.e., arelationship with the CSP isimplied).
b) For local matching (e.g., on aphysical token):
1. Thelive sampleis matched against the biometric credential stored locally, releasing a
separate token for use in the traditional authentication protocol.

The biometric authentication model is shown in Figure 3 and Figure 4.

Subscriber T
Identity + ! Est. Identity \ 3
oo Biometric + biometric r J’_) 3
. : . v J 3
Credential | Credential !
* Applies * Identity proofing * Register Biometric
* Enrolls biometric « Build Credential (bind
identity to ref. biometric)
Figure 3 - Biometric Registration Process
Biometric
‘Authentication
Server |
Claimant S
Claimed identity V f | Assertion . :
Dﬁg + Live biometric erl ler 3 Relylng
) 3 Party
Access ‘
* Requests access « Verifies identity (through » Checks authorization
biometric matching) * Grants access

Figure4 - Biometric Authentication Process (Server Based)

The main difference in these two modelsis that instead of proving possession of a CSP issued
credential, the claimant proves he can present a biometric sample from the same source as that
originally registered. The authentication protocol is therefore not engineered to verify proof of
possession (PoP), but to ensure the integrity and authenticity of the live sample and to verify that
it matches the registered biometric credential.

Thisisin some ways “backwards’ from the traditional model in that:
e Thebiometric “token” is provided by the subscriber to the CSP rather than issued by the
CSP to the subscriber.
e Itisnot the credential (issued token) that is provided for verification, but the credential
that the provided biometric is verified against.

Thisisnot to imply that either method is “ better” than the other, but to highlight the fact that
there are inherent differencesin the technology that in turn drive differences in the associated
authentication models and protocols. These differences are best recognized and accommodated
(to ensure an effective and secure implementation) rather than attempting to either evaluate or
employ biometric authentication by force fitting it into the traditional paradigm.
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In summary, biometric authentication differs from the standard model in that:

e Biometric enrollment must occur during registration and results in the applicant
providing the biometric to the RA/CSP.

e During authentication, it is anewly captured biometric sample that is compared to the
registered biometric reference to verify identity. The claimant does not present the
registered token/credential per se, but a biometric sample from the same source as that
registered.

e For server-based matching, this requires that the verifier have knowledge of the
registered biometric (credential).

e For non-server-based matching, this requires that a different token be sent to the verifier
(or used to participate in an authentication protocol). This token may be bound to the
same credential as the biometric or the biometric verification may be used to unlock the
token from another binding.

5.3 Biometric Systems

5.3.1 Conceptual Diagrams

For purposes of consistency and demonstration, two documents are referenced as they relate to
conceptual informational diagrams of biometric systems. ANSI X9.84-2003, Biometric
Information Management and Security for the Financial Services Industry, provides a
generalized biometric system model shown below in

Figure 5.

rocessing

Data
Collection

Figure5- ANSI X9.84-2003 Generalized Biometric M odel

A more detailed reference model for a biometric system has been devel oped by 1SO/IEC JTC1
SC37 as Standing Document 11, which is useful in describing the components, structure, and
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general process flow of abiometric system. The Conceptual Diagram is provided below in
Figure 6 for context.
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Figure6 - 1SO/IEC JTC1 SC37 SD11 Concept Diagram
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NOTE: The above figure uses the term “template” generically. See Section 5.3.5for a
more detailed explanation regarding this terminology.

5.3.2 Biometric Subsystems

The following subsections describe each of these subsystems in more detail. 1t should be noted
that, in any real biometric system, these conceptual components may not exist or may not
directly correspond to the physical components.

Data capture subsystem: The data capture subsystem collects an image or signal of a subject’s
biometric characteristics that they have presented to the biometric sensor, and outputs this
image/signal as a biometric sample.

Transmission subsystem:  The transmission subsystem (not always present or visibly presentin a
biometric system) will transmit samples, features, and/or templates between different
subsystems. Samples, features or templates may be transmitted using standard biometric data
interchange formats. The biometric sample may be compressed and/or encrypted before
transmission, and expanded and/or decrypted before use. A biometric sample may be altered in
transmission due to noise in the transmission channel aswell aslossesin the
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compression/expansion process. It isadvisable that cryptographic techniques be used to protect
the authenticity, integrity, and confidentiality of stored and transmitted biometric data.

Sgnal processing subsystem. The signal processing subsystem extracts the distinguishing
features from a biometric sample. This may involve locating the signal of the subject’s
biometric characteristics within the received sample (a process known as segmentation), feature
extraction, and quality control to ensure that the extracted features are likely to be distinguishing
and repeatable. Should quality control reject the received sample/s, control may return to the data
capture subsystem to collect afurther sample/s.

In the case of enrollment, the signal processing subsystem creates a (reference) template from the
extracted biometric features. Often the enrollment process requires features from several
presentations of the individual’s biometric characteristics. Sometimes the template comprises
just the features.

Data storage subsystem. Templates (references) are stored within an enrollment database held
in the data storage subsystem. Each template is associated with details of the enrolled subject. It
should be noted that prior to being stored in the enrollment database, templates may be re-
formatted into a biometric data interchange format and/or packaged as a BIR. Templates may be
stored within a biometric capture device, on a portable medium such as a smart card, locally such
ason apersona computer, in alocal server, or in acentral database.

Matching subsystem. In the matching subsystem, the features extracted from the captured
biometric image are compared against one or more enrollment templates and similarity scores
are passed to the decision subsystem. The similarity scores indicate the degree of fit between the
features and template/s compared. In some cases, the features may take the same form as the
stored template. For verification, a single specific claim of subject enrollment would lead to a
single similarity score. For identification, many or all templates may be compared with the
features, and output a similarity score for each comparison. Where the comparison occurs can
affect the risks of attack and system manageability.

Decision subsystem. The decision subsystem uses the similarity scores generated from one or
more attempts to provide the decision outcome for a verification or identification transaction.

In the case of verification, the features are considered to match a compared template when the
similarity score exceeds a specified threshold. A claim about the subject’ s enrollment can then be
verified on the basis of the decision policy, which may allow or require multiple attempts.

In the case of identification, the enrollee identifier or template is a potential candidate for the
subject when the similarity score exceeds a specified threshold, and/or when the similarity score
is among the highest k values generated for a specified value k. The decision policy may allow or
require multiple attempts before making an identification decision.

Template-adaptation subsystem. The template-adaptation subsystem modifies a template using
new data gathered from a successful verification or identification. Adaptation is generaly
employed by biometric systems to counteract factors external to the user, such as differencesin
telephone device/channel attributes, background noise. It may also be used for other purposes,
such as to perform incremental enrollment or to attenuate the potential effects of template aging.
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Unsupervised adaptation is performed automatically on a pre-determined schedule, such as after
every verification/identification or on every 3" verification/identification and generally requires
a high matching determination. Supervised adaptation is usually invoked by the application and
is based on application-specific criteria. For example, it may be called when the biometric
matching score is not high but other factors clearly support the claimed identity.

NOTE: Conceptually, it is possible to treat multi-biometric systems in the same manner
as uni-biometric systems, by treating the combined biometric samples/templates/scores as
if they were a single sample/template/score and allowing the decision subsystem to
operate score fusion or decision fusion as and if appropriate.

Administration subsystem (Not portrayed in diagram). The administration subsystem governs
the overall policy, implementation and usage of the biometric system, in accordance with the
relevant legal, jurisdictional and societal constraints and requirements. Illustrative examples
include:

e providing feedback to the subject during and/or after data capture;
requesting additional information from the subject;
storage and format of the biometric templates and/or biometric interchange data;
provide final arbitration on output from decision and/or scores,
set threshold values;
set biometric system acquisition settings;
control the operational environment and non-biometric data storage;
provide appropriate safeguards for end-user privacy;
interact with the application that utilizes the biometric system.

Interface (Not portrayed in diagram). The biometric system may or may not interface to an
external application

5.3.3 Biometric Functions

Functional lifecycles (process) models for enrollment and verification are shown below in Figure
7 and Figure 8. These, particularly the verification diagram, form the basis of the architecture
and threat modeling discussions which follow in Section 8.

e Biometric Enrollment. The process of collecting a biometric sample(s) from an
individual, and the subsequent construction and storage of a reference template(s) and
associated data representing the individual’ s identity.

o Considerations. In enrollment, atransaction by a subject is processed by the
system in order to generate and store an enrollment record for that individual. The
enrollment record will consist of the biometric reference (a stored sample,
template or model) for the individual and perhaps other information, such as a
name. At the time of enrollment, the veracity of this other information must be
ascertained from external source documentation, such as birth certificates,
passports or other trusted documents. The use of biometrics does not obviate the
need for care in ascertaining the validity of these documents at the time of
enrollment.

0 Biometric enrollment amost always involves a face-to-face meeting (i.e., it is not
aprocess which is normally executed remotely), so that the enrollment biometric
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data capture can be witnessed and so that the external source documentation that
establishes a claimed identity can be checked by ahuman. A remote biometric
enrollment is possible, with the resulting decrease in the level of trust of the
binding of the claimed identity to the biometric data. Section 7 of NIST Special
Publication 800-63, Electronic Authentication Guideline describes a registration
and identity proofing process. The identity proofing process during a biometric
enrollment is quite similar to the described registration process although the in-
person versus remote identity proofing requirements described in Section 7.2 of
NIST Special Publication 800-63 will differ because of the importance of a
witnessed biometric capture.

Enrollment is the first process of any biometric system and also where the
reference template is created. In order for the template to have any value for later
use, it must be associated with some sort of identifier. This places great emphasis
on properly authenticating the user being enrolled before the introduction of
biometrics. Furthermore, the person administering the enrollment of the new user
must be properly authenticated and also authorized to enroll othersinto the
system. If these steps are not closely adhered to, a bad seed can be planted
causing future problems. An optional step to perform an identification search of
the enrollment database may be performed to ensure that the person is not already
enrolled in the system (duplication check).

Data

Collection

Identification U @

Figure7 - Enrollment Process M odel

e Biometric Verification. A one-to-one comparison of an individual’s biometric sample
with a single biometric reference template in order to validate an explicit positive claim
of identity.

o Considerations. Verification (the process most often used in biometric

authentication) involves the capture of a sample, the processing of that sample for
matching, retrieval of the corresponding reference template from the enrollment
database (based on a claimed identity), the matching of the processed live sample
(recognition data) against the enrolled template, and making a decision regarding
the results of that match which is provided to an application (or relying party).
Optionally, if the verification is successful, the new sample may be used to update
the enrollment data for that individual (a process known as adaptation).

When addressing the remote nature of the environment, it isimportant to note the
lack of supervision for both genuine and imposter users. Attackers are much
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Data
Collection

more able to set up hill climbing, replay type or spoofing attack with decreased
physical monitoring of their behavior. It isimportant to not provide detailed
feedback relating to the authentication attempt. Rather, incremental feedback
should be used to prevent against these attacks. This capability existsin the
BioAPI framework, but currently is not mandatory.

Application Decision

Figure 8 - Verification Process M odel

e Biometric Identification. The one-to-many process of comparing a submitted biometric
sample against all or a specified subset of the biometric reference templates on file to
determine whether it matches any of the stored templates and, if so, the identity of the
enrollee whose template was matched.

(0]

Considerations: Simply using biometrics to identify someoneis only using one
form of authentication; therefore this factor alone wouldn’t allow level three and
four to be obtained in compliance with the NIST document. Although
identification-based authentication may have limited use in applications requiring
aclaimed identity and/or multiple authentication factors, it offers some
capabilities that are uniquely valuable in some situations. As part of the
enrollment process, an identification search can be performed to determine
whether an enrollment already exists for the applicant in the database. This
eliminates duplicate enrollments and can prevent the establishment of fraudulent
identities. Small-set identification (sometimes referred to as “one-to-few”) is
used when a small number of individuals have the same identifier. For example,
banks often use account number as the identifier/identity claim even for jointly-
owned accounts. Consequently, small set identification would examine the
biometric templates of the set of ownersfor that account. Identification also
offers an opportunity for “anonymous authentication” in applications where the
mere existence of an enrollment in the database (or designated subset of the
database) confers a privilege or benefit, without the need to record any personal
identifying information. The authentication system need only confirm that the
person isin the database or database subset in order to authorize the privilege
associated with enrollment. Finaly, identification is essential in “watch list”
applications. Here the presence of an enrollment record in the database indicates
theindividual is*of interest” due to previous activity, or perhapsisto be denied
some benefit because it has already been received at the time of enrollment.
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Figure9 - Identification Process M odel

5.3.4 Biometric Algorithms

At the heart of abiometric system is acomparison function (biometric algorithm). There are
primarily two types of biometric algorithms, as described below. Prior to the usage of these
algorithms, it is essential that the data collection system capture high quality biometric data
samples for processing by the biometric algorithms.
e Feature extraction (template generation) algorithms
o Thefirst function of the algorithm is the processing or feature extraction of the
sample presented to the system. Template generation then takes place where a
digital representation of one’s biometric is created and stored for matching
purposes in the future.
e Matching agorithms
0 The second function of the algorithm is matching (or comparison). In this process
an estimation, calculation or measurement of similarity or dissimilarity between a
biometric sample(s) and a biometric reference(s) is (are) made. This comparison
process and the subsequent provision of the result of the comparison are the main
functions that biometric algorithms provide.
0 Considerations: It isclear that abiometric agorithm on its own does not provide
assurance that:
=  The biometric sample was properly captured by the biometric system (in other
words, the algorithm cannot guarantee the quality, the liveness or other
properties of the biometric sample);
= The biometric reference has not been modified or tampered with;
= Thebiometric referenceis properly linked with the system identifier by which
the individual is known to the system.

5.3.5 Biometric Data

Biometric data can be stored and/or transmitted alone or encapsulated in a data structure that
contains metadata about the biometric data (e.g., BIR). The diagram in Figure 2 and the
following clauses use the word "template”" as a generic term representing any form of biometric
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data including "processed’ or “encapsulated” data. There are several categories and
representations of biometric data within a biometric system. Some characterizations are as
follow:

535.1 Processing level

Biometric data exists in various forms as it evolves from the initial capture through storage and
matching. Three levels have been defined as follows:

e Captured biometric sample (raw) data. Thisdatais as acquired by the biometric sensor,
prior to any processing. Examplesinclude digital images (e.g., of aniris, face, or
fingerprint) or a digitized audio waveform.

e Intermediate data. Biometric datathat has been partially processed, but is not yet
suitable for matching.

e Processed data. Biometric data which has been fully processed (e.g., viafeature
extraction) and is suitable for matching.

535.2 Purpose

Biometric datais generally collected for a specific purpose, related to the functions described in
Section 5.3.3:
e Reference data. Data collected during enrollment and stored as the reference for
subsequent matching.
e Recognition data. “Live” data collected during an authentication operation, intended for
immediate matching against reference data.

The term “template” is sometimes use to refer to any fully processed data, but is usually used to
refer to reference data. When used in this report, the latter meaning is intended. Strictly
speaking, a biometric “sample” refers to any biometric data; however, when used in this report, it
generally refers to recognition data.

5.3.5.3 Encapsulation

Biometric data is usually formatted with metadata describing it. Standard data formats exist for
each major biometric modality which describes the content and structure of this data. Common
Biometric Exchange Formats Framework (CBEFF) standards I SO 19785-1:2006 and INCITS
398:2005 promote interoperability of biometric-based applications and systems by specifying
standard structures for biometric information records (BIRS) and a set of abstract data elements
and values that can be used to create the header part of a CBEFF-compliant BIR. A biometric
information record (BIR) is an encoding in accordance with a CBEFF patron format (below). It
isaunit of biometric datafor storage in a database or for interchange between systems or parts of
systems. A BIR aways has at |east two parts. a standard biometric header (SBH) and at |east
one biometric data block (BDB). It may also have athird part called the security block (SB).
CBEFF places no requirements on the content and encoding of a BDB except that its length shall
be an integral number of octets; the several parts of ISO/IEC 19794 and INCITS biometric data
interchange format standards specify standardized BDB formats for a number of biometric types.
In addition to providing the means for identification of the formats of the BDBs, some of the
required or optional data elements contained in the CBEFF Header as well as allowing for the
existence of a Security/Signature Block provide features that can be used to support biometrics
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and e-authentication (requirements such as time stamp, creator of the biometric data, validity
period and whether the data is encrypted or signed) are features specified in the CBEFF BIR
header A CBEFF patron format is afull bit-level specification of encodings that can carry some
or al of the abstract values of some or all of the CBEFF data elements defined in the CBEFF
standards (possibly with additional abstract values determined by the CBEFF patron), together
with one or more biometric data blocks (BDBS) containing biometric data. The BioAPI standards
SO 19784-1:2006 and INCITS 358-2002 define instantiations of the CBEFF BIRs. Both BioAPI
BIRs include the mandatory data elements specified in the CBEFF BIRS but they are not exactly
the same (the international version of the BioAPI BIR includes some data elements not specified
in the national version of BioAPI (e.g., Creation Date and Validity Period). The X9.84 standards
and itsinternational equivalent 19092 include specification of CBEFF BIRS. Implementers are
encouraged to examine in detail these standards and the CBEFFs standards. Specific features of
these BIRs in support of e-authentication with biometrics will be referred to in other clauses of
this report.

z & .
E Header (SBH) " Opaque & Security
x a|  Biometric Data Block (BDB) o Block (SB)
Format ID . . Product ID
Length Header | BIR Data Quality | Purpose Biometric
- i T
(BIR-length) | Version | Type Owner | Type YPE | wner Type
4 1 1 2 2 1 1 4 2
) . o SB Format
Creation | Creation Subtype Expiration Index
Date Time Date Owner | Type (UUID)
4 3 1 4 2 2 16

Figure 10 - Biometric Identification Record (BIR) Structure

NOTE: Reference to different types of biometric datain this report, except where noted,
does not imply its format or packaging (i.e., does not imply the lack of BIR packaging.)

The topic of biometric datais critical to any discussion of biometric authentication. Each
function and component within a biometric architecture/system creates or acts upon this data.
Therefore, the use and protection of this datais addressed throughout this report.

5.3.6 Biometrics and authorization

As stated above, a biometric system’srolein an overall security system is simply to validate that
the biometric sample matches a previously acquired sample, and to output the match result to the
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security system. The biometric system cannot and does not assess the rights and privileges of the

user. Therightsand privileges of the user are associated with an identifier by which the user is
known to the security system. Therefore, even though the biometric system may provide a
match result, this does not presume that the security system will afford the user any rights or
privileges. Assuch, any revocation of rights and privileges will occur at the security system
level. Figure 11 below presents the interaction between the biometric system and the security
system.

Security System
(Authorization)

Biometric System
(Validation)

Figure 11 - Biometric and Security System Relationship

5.3.7 Secure Biometric System

Anideal biometric system should also integrate solutions to insure the three common security
principles of Confidentiality, Integrity and Availability within the entire biometric transaction
and lifecycle by:

Prevent biometric sensor attacks;

Prevent digital biometric sample modification and/or injection attacks;

Provide mutual authentication between all connected system components;

Insure the authenticity of the critical data elementsin the system.

Liveness detection: to ensure a living biometric sample is introduced at the point of
biometric sample acquisition;

Restriction of access to the input/output of the biometric algorithm to prevent injecting
digital biometric samples at a system point behind the biometric capture device (in other
words tampering with the matching algorithm results or substituting one reference
template for another);

For verification systems: restrictions on the number of live biometric samples able to be
submitted for a comparison against a single biometric reference at one time (in other
words, place restrictions on the number of failures to verify before the user must either
re-begin the process or talk to an administrator to reset the ability to attempt verification
against the biometric reference);

Mutual authentication between the biometric system components (i.e., biometric capture
device, matching server or engine software, etc): to ensure all components receiving or
passing data are authorized to do so;

In following all of these protocols, it is clear that biometricsis only a part of the overall security
system. A detailed discussion of vulnerability, threats and countermeasuresis contained in
Section 8.
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5.4 Biometric Authentication Principles

5.4.1 Human issues

Knowledge based authentication is affected by amajor issuein itsreal world applications as
well, which is the relative ease of guessing or discovering other people's passwords when they
are chosen and managed by their owners using average human abilities. Thisissue has moreto
do with real-life constraints (such as peopl€e's limited ability to invent and remember many
complicated passwords) than with cryptographic algorithms and protocols, and its importance is
often underestimated when comparing biometrics to passwords and cryptography.

In today's applications of password-based authentication, people are often requested to create
tens of passwords for use with many different services, and are asked (as security rules of thumb)
to make those passwords hard to guess, make them all different, change them frequently, not
reuse them, not write them down in places where they can be seen or found by others, and
remember them all. However, most people are unable to do al these things well and tend to give
up on one or more of them. The higher the number of different services that require a password
to be created and managed by a user of the service, the harder it will be for an individual to
follow the security rules of thumb mentioned above. Thisissue can be described as an issue of
scalability in the dimension of multiple services used by agiven individual, which is that the
degree of identity assurance provided by password-based authentication to decrease, on average,
as the number of servicesincreases. Some Single Sign-On (SSO) systems attempt to |essen these
issues, however, by using one password to unlock many different applications, the potential
damage from a successful password attack is significantly increased, so this effect should be
carefully considered when deploying these systems with a single form of authentication.

Biometric authentication (in general) does not suffer from this scalability issue because it does
not depend on secrecy of credentials, and thus the same credential can be used with multiple
services with no degradation of the identity assurance.

5.4.2 Assumptions

One of the assumptions of password-based authentication ("secrecy") isthat you are the only
person who knows your password. Password-based authentication does not work if the
assumption of secrecy does not hold, or ceases to hold for any reason. Secrecy isatechnical
requirement of this authentication technology, not a privacy-related requirement. In password-
based authentication, knowledge of the credential iswhat ties the credential to its owner. If
someone el se (human or machine) gets to know your password, then they can also become
associated with that password, and use that credential in place of the intended user.

In contrast, in biometric authentication there is no assumption (in general) that the subject isthe
only person who knows their biometric characteristic. (Actually, they may not know it at all -
most people would not be able, for example, to visually recognize their own fingerprints or
irises.) Itiscertainly possible to use biometrics as an authentication technology even with those
biometric characteristics that are very easy to "steal" and share (such as fingerprints, voice, and
face), which indicates that there is no assumption of secrecy in biometric authentication in
general. In biometric authentication, the link between the credential and its owner is either
entirely physical, or acombination of aphysical component and a*“secret” or "knowledge"
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component. In both cases, the credential (biometric characteristic) is subject to measurement,
and is actually measured in each authentication operation.

There are some biometric modalities that can associate (or embed) subject-managed information
with (or within) a biometric sample, exploiting a subject's ability to generate such information at
will, replay it at will under controlled circumstances, and keep it secret at all other times. Such
subject-managed information (content) may be, for example, a"secret sign” associated with
signature/sign recognition, a password associated with keystroke recognition, a phrase associated
with voice recognition or a user-defined sequence of fingerprints are presented. The subject-
managed information may either be treated as an integral part of the biometric information
(sample or template) inseparable from the rest of the information (i.e., be “content-bearing”), or
may be coupled with a biometric sample or template, and stored or transmitted along with it.

The assumptions of biometric authentication are different from those of password-based
authentication. The following statement expresses atypical set of assumptions. Inanormal
verification operation (consisting of a capture sub operation, a process sub operation, and a
match sub operation) performed by a "biometric system", there is a reasonabl e certainty that the
biometric sample being input into the biometric system has been produced during the capture sub
operation by areal sensor measuring a certain biometric characteristic of area person.

The less confident we are that thereisarea sensor that has performed a fresh measurement of a
real person and has just provided a sample to the biometric system, the less we trust the result.

Below isapartial list of assumptions of biometric authentication, which includes a summary of
the assumptions expressed by the above statement as well as others:
e Thereisareal subject, whose biometric characteristic has been measured.
e Thereisarea sensor, which has provided input to the biometric system.
e The sample being input into the system is afresh sample, captured during the time
interval in which the biometric system was expecting a capture to take place.
e The biometric characteristic used in the capture sub operation is sufficiently distinctive
over the given population.
e The biometric characteristic remainsintimately tied to the individual for long periods of
time.
e Thebiometric characteristic is relatively stable for each individual (does not change
significantly over space, time, environmental conditions, physiological conditions, etc.)
e For any biometric characteristic whose measurement requires active cooperation from the
subject, the subject is capable of providing that cooperation under normal circumstances.
e The measurement technology (comprising both hardware and software) does not
significantly affect the variability of the measurements.
e The extraction, matching and communication processes are not tampered with during any
stage of the process.

Likewise, hereisapartia list of assumptions of password-based authentication:
e The subject isthe only individual who knows his password
e The subject has chosen his password in such away that the probability of it being
guessed by other individuals of the same population is very low
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e The password is chosen in such away that the probability of it being guessed by a
malicious software program within a reasonable time is very low

e The subject remembers the password

e The subject retains the ability to enter the password into the system upon request

These lists are not intended to be exhaustive, but they show how different the assumptions of
these two authentication technologies are. For both technologies, an uncertainty on whether an
assumption is verified in agiven case directly affects the degree of trust in the result of an
authentication operation.

5.5 Comparison of Cryptographic and Biometric Philosophies

NIST SP800-63 has, asits roots, the cryptographic algorithms and protocols and the public key
infrastructure (PK1) upon which NIST has already standardized. While SP800-63 makes some
statements about biometrics in the context of e-authentication (see Section 3), it does so from the
perspective of the cryptographic community. Consequently, it is both interesting and relevant to
consider the similarities, differences, and biases between the cryptographic community, which
fostered and nurtured those standards, and the biometric community. This comparison is
summarized in Table 5 below.

Table5 - Comparison of Cryptographic and Biometrics Communities

Assumptions

Data

Cryptographic Community
The strength isin the data (key),
not the algorithm. Therefore,
share the algorithm and maybe
the implementation with
everyone.

Biometrics Community

Biometric datais unigque to each
individual.

Computational

Only a concern for embedded

Only limited by implementation

Complexity | devices. performance considerations.
Devices Hardware implementations can | Biometric capture can be done
be implemented securely. and be made secure.
Not applicable. Enrolled biometric data must be
Privacy protected at the system level
using conventional best
practices.
All cryptographic mechanisms | Although there is debate over
depend on the secrecy of the how secretive biometric data
Secrecy data (key). really is, biometric technologies
do not rely on maintaining
SEcrecy.
BUSINess Primarily at the infrastrupturg At all levels of the technology
Incentives level and not at the algorithmic | and deployment.

level.
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Category I ssue Cryptographic Community Biometrics Community
Established history of best Some biometrics have along
practices with cryptography history of usage are considered
History (see, for example [FIPS1402]). | mature. Other biometrics are
newer and still establishing their
viability. Thereison-going
research.
Dependency | None. Very dependent. All input data
on Human originates with the live capture
Interactions of aperson’s biometric data.
Completely deterministic, at Effectively only statistical
Algorithmic | least mathematically. approaches are used. Can be
Approaches based on awide variety of
algorithms.
Key Determined by algorithm. Template generation is
Generation determined by algorithm
Stored key must be protected Enrolled biometric data must be
; against unauthorized access at protected against tampering at
gg;gg?;i Key Storage the system level to ensure the system level to ensure
secrecy of the key. integrity of the biometric data.
Deterministic - Based on Probablistic — Matches
principles alone, a determined based on similarity.
Repeatability | cryptographic algorithm should | Repeatability varies by modality
be 100% repeatabl e. and isinfluenced by intrinsic
and extrinsic factors.
Directly proportional to key Modality specific. Raw
length and tested robustness of | accuracy is measured by 3"
Strength agorithm. party testing and is one factor of
overal strength of function (see
section 7.5).
Open reviews with open and No peer review of algorithms,
even confrontational discussions | which usually are proprietary.
Philosophy of results. The biometric _engine and its
enclosed algorithms are treated
Peer Review as black boxes and tested
accordingly (see below).
Theoretical algorithm analysis Performance tests by
Methodology | and experimental cracking independent bodies/agencies.
techniques.
Keys are either ASCII stringsor | INCITSM1.3 and ISO/IEC SC
Data Kev Eormats arbitrary 8-hit binary data. No | 37 WGS3 - Data Interchange
Compatibility & compatibility issues or Format standards for each
interoperability issues. biometric modality.
Several standards apply (PKCS, | INCITSM1.3 and ISO/IEC SC
D etc.). 37 WG3 - Data Interchange
ata Formats

Format standards for each
biometric modality.
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Category

Cryptographic Community
Binary — either the

Biometrics Community
Analog range of comparison

Output cryptographic operation works | scores. Scores are more akin to
Results or it doesn’t (meaning that the probabilities than definitive
desired datais not returned). ratings.
Various common APIs INCITSM1.2 and ISO/IEC SC
Interfaces APIs 37 WG2 - Interface standards
i.e. BIOAPI.
Mathematical analyses of INCITSM1.5 and ISO/IEC SC
various kinds plus experimental | 37 WG5 - Testing and
Approach attack implementations. Any Reporting standards.
and all attack challenges are
welcome.
Any data can be used. Should be collected from live
Input Test individuals under documented
Data conditions. Many variablesto
control or at least acknowledge.
Decrypted messageswhich are | Sets of performance graphs
Testing either the same as the original representing various cross-
messages or not the same. Also, | sections of the possible statistics
the rate at which a particular of the comparison scores.
Output Test . .
Data _cryptographl_c algorithm and/or
implementation can be
compromised or the
computational complexity to do
S0.
o Open and encouraged. No Restricted or governed strictly
Publication of restrictions for serious by the testing organization.
Results . . .
algorithms under consideration.
Integrity maintained at the Liveness checking in various
system level using key stages of development and
Integrity management standards. depl oyment, depending on
(Spoofing) modgl ity. Furthermore, a
multimodal system will help
ameliorate any spoofing
System Level attempts.
Have been dealing with this Possible, but the biometric
Datalnjection | issue successfully for along algorithm should reject an exact
or Monitoring | time. data match. Furthermore,
(Replay conventional cryptographic
Attacks) techniques can be used to

mitigate the risk.

For most of the comparison categories and issuesin Table 5, the cryptographic and biometrics
communities approach them in noticeably different ways. As such, the differences significantly
outnumber the similarities. There are avariety of possible reasons for the differences, but the
primary drivers for the reasons can be grouped into the following general areas:
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1. History —The scientific disciplines from which the cryptographic and biometrics
communities arose tended to approach their respective problemsin different ways.

2. Technological Maturity — For everyday practical usage, cryptography has been studied,
been available, and in use for alonger time than biometrics.

3. Economics— Because of differencesin their respective marketplaces, different business
strategies evolved between the two communities. The outcomes and side effects of these
strategies either directly or indirectly led to several of the differences between the
cryptographic and biometrics communities.

One of the challenges that this report attempts to address is to describe the different ways that
biometrics can be used for e-authentication in such away that it transcends some of the
differencesin Table 5. If successful, this approach would allow both the cryptographic and
biometrics communities to utilize biometrics in e-authentication applicationsin a mutually
beneficial manner.

5.6 Biometric Modality Comparison and Content-Bearing Capability

5.6.1 Biological and Behavioral Biometrics

Asdiscussed in Section 4.3.1, Biometricsis the “ Automated recognition of individuals based on
their behavioral and biological characteristics’. While the definition technically states that all
biometric modalities are BOTH biological AND behavioral, it is common to attempt to classify
each biometric modality as EITHER biological OR behavioral.

Biometrics researchers and devel opers have always been aware of differences among biometric
modalities. Problems arise when attempts are made to partition biometric modalities into smple
categories. The problem is that there seems to be differences but when one attempts to pin them
down them they become elusive. For example, in Section 4.3.1, we presented the | SO definition
of biometrics as “automated recognition of individuals based on their behavioral and biological
characteristics’.

Can we use this definition to divide biometrics into two or more groups according to degree to
which they are biological vs. behavioral? Initialy, it appears simple and straightforward:
biometric characteristics that appear on the surface of the body, such as fingerprint and iris are
“biological” and characteristics that have a strong tempora component, such as speech and
signature/sign, are behavioral. According to Webster’s New Universal Unabridged Dictionary
“biology” is*“the science of life or living matter in al its forms and phenomena, esp. with
reference to origin, growth, reproduction, structure and behavior” and “biological” is defined as
“pertaining to biology.” The definition invalidates the opposition between “biology” and
“behavior” —and even between “physiology” and “behavior.” The issueis further muddied by
the fact that biometrics that might normally fall into the “behavioral” category (e.g.,
sign/signature, keystroke, voice) rely heavily on the analysis of body structures, such asthe size
and shape of the vocal tract. Figure 12 illustrates the continuum into which various biometric
modalities may fall with respect to this characterization.

Biological _ Behavioral

Figure 12 - Spectrum of Modality Comparison
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NOTE: Regardless of how a biometric modality is classified, atime based component or
“dynamic” property existsfor all modalities. Behavioral biometricsrely heavily on the
capturing and using the temporal data in the biometric sample aswell as monitoring
gradual changes over time. Since they capture and use the temporal data, behavioral
modalities are viewed as dynamic biometrics.

5.6.2 User Lifecycle and Revocation
Content-bearing biometrics add a new dimension to the biometric which introduces its own
variability but it also adds a powerful set of discriminating data.

One way of dealing with sample variability isto measure and store it as part of the reference
template. Most enrollment processes capture several samplesthat are all used to form asingle
template that incorporates variability data.

One of the ensuing benefits of measuring the sample variability and storing it in an adaptive
templateisthat it is then much easier to determine individual sample distributions. Individual
FRR thresholds can then be determined in an efficient manner, on an apriori basis, using sound
statistical theory, as opposed to setting them based upon empirical data after the event. When the
sample variations are measured during enrollment, it is possible to test the samples for
consistency before forming the template. This prevents two or more people colluding to
generate a combined template and thereby enabling any one of them to authenticate.

Should the content-bearing reference template actually become compromised, the revocation for
whatever reason could be as ssimple as are-enrollment. The re-enrollment of different content in
the biometric data submitted can be undertaken at any time and in the same way that passwords

and PINs can be changed.

5.6.3 Content-Bearing Biometrics and SP800-63

In SP800-63, one of the bases used to question the validity of biometrics as aform of security is
that biometrics are not secrets. In fact, one of the unique properties of content-bearing
biometricsis the ability of the enrollee to incorporate secret user-controlled data into the
biometric process. In fact, content-bearing biometrics combine secrets with biometric samples to
provide two-factor authentication and they do it in one step. For instance, the users of
signature/sign biometrics can enroll with “signs” of their own choice which may or may not be
their signatures. A person’s signature can be considered to be a non-secret, special case of asign
in this modality. If the biometric enrollment process inhibits the display of the sign and deletes
the raw sample data after extracting the biometric features, then there is a high degree of secrecy
associated with the sample. The biometric process therefore combines both a secret (sign) and
the associated biometric sample into one operation giving it effective two-factor authentication
status. Similarly, voice and keystroke systems may contain passwords or phrases. During
authentication both factors are checked: biometric and passphrase/secret. In al cases, these
secrets are alterable in the same way standard passwords are changed. The strengths and
vulnerabilities of these biometrically-linked secrets are identical to those for general use of
passwords. When used in conjunction with the content-bearing biometric data, however, the
biometric test would still discriminate even if the password were compromised. An example of
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the use of the PIN with a biometric sample in a mobile device Password Replacement system is
contained in the M 1 document M 1/06-0495:
http://www.incits.org/tc home/m1htm/2006docs/m1060495.pdf.

Challenge-response to secret knowledge can be incorporated into authentication with content-
bearing biometrics. In voice systems, for example, challenge-response is used when the
biometric matching results are inconclusive or when the interaction is considered suspicious.

With all biometric systems, additional security factors can be added, such asaPIN. The PIN
would have a multiplicative effect upon the inherent entropy of the biometric data, which contain
both a secret and a biometric sample. Other content could be in the form of written text, spoken
words or the user interaction sequence with the device such as certain finger placements or facial
orientation and expression. Figure 13 isasimpleillustration of the range of content possible by
various biometric modalities and implementations.

Low Content _ High Content

Figure 13 - Spectrum of Embedded Content
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6 Biometric Authentication Architectures

6.1 Architecture Comparison

Thelist of possible architectural configurations consists of the combinations of the following
decisions relating to the location of the reference template storage and biometric matching
operations shown in

Table 6. Processing (transforming the raw biometric data into a processed record suitable for
matching) may occur at the point of capture or at the point of storage.

Table 6 - Biometric Matching and Storage L ocations

Storage L ocation Matching L ocation
Server (Central/Distributed) Server
Local Workstation (Client) Local Workstation (Client)
Device (Peripheral) Device (Peripheral)
Physical Token Physical Token

These locations are defined as follows:

Server. A centrally located (or distributed) computer that is remote from (networked to, but not
physically collocated with) the requesting client. Sometimes referred to asa*biometric
authentication server”. (Note —this may or may not be part of, or co-resident with, a verifier.)

Client Workstation. The local computer platform (local host) from which a user initiates remote

authentication. Generally a PC or equivalent (e.g., laptop) executing a general purpose operating
system. For remote e-authentication, the client is the entity which hosts the web browser or other
client application (e.g., VPN). PDA’s and some other mobile platforms are considered clientsin

this context.

Device. Inthiscontext, two types of devices are defined:

e Peripheral device. A biometric sensor unit that can be connected to a client workstation
viaan interface (e.g., USB connection).

e OEM device. A biometric sensor module that is embedded within a client workstation or
aperipheral. For example, afingerprint sensor module that is hard mounted within a
laptop PC or PDA.

Sensor devices may be “dumb” —i.e., it captures and returns raw biometric data only — or it may
include some intelligence such that storage, processing, and/or matching may be performed
within the device.

Physical Token. A physical object that may support biometric storage or matching. Examples
include smartcards, PCMCIA cards, USB memory sticks, RF tokens, etc.

Note that devices and physical tokens exhibit arange of features, cryptographic capabilities, and
tamper resistance.
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6.1.1 Storage Locations

A biometric reference template must be stored at some location such that it can be retrieved
during the identification or verification phase. Thistemplateis not the original (raw) biometric
dataitself, but a mathematical representation of the biometric data. Even though it isusually not
computationally feasible to recreate the entire original biometric data from the biometric
template, the storage architecture plays an important role in security and performance of the
matching algorithm.

There are predominantly four different kinds of template storage architectures that exist in the
field of biometrics: 1) Central Database 2) Local Database 3) Portable Storage 4) Storage on the
sensor. The advantages and disadvantages of each of these storage architectures are discussed in
the following paragraphs. It should be noted that systems exist that use a combination of these
template storage methods. This allows for greater flexibility, when appropriate. For example,
when network-based matching is used but a network connection is not available, then location
matching may occur. This may occur in a notebook computer that uses central storage when the
notebook has a network connection and local or on-sensor storage when the network is not
present, such as when traveling on an airplane. The template storage method(s) chosen depend
on the requirements of the system and the users, and other factors such as cost and management
complexity.

Central Database

Storing al the reference templates on a central repository overcomes the problem of redundancy
of data. In abiometric system where users can be authenticated from multiple locations, a
centralized database that is networked with all the sensors provides an advantage of remote
authentication. Data management is easier, since al the data is stored in a central repository. For
example, if auser has to be removed from the system, an update to the central database will
ensure that the user cannot be authenticated using the biometric system. Central databases offer
the advantage of comparing a biometric sample to multiple templates, thus offering identification
mode of authentication. The disadvantage of the central database approach isthat an intruder
can intercept the communication over the network, and in case of an unencrypted
communication, the intruder could get hold of the template and use that in areplay attack. A
centralized database that gets too large could potentially add to the computational complexity of
the matching algorithm. Centralized databases also put the onus of securing the biometric
templates with the owners of the biometric system. A compromise of the database could
potentially compromise all the biometric templates stored on the database.

L ocal Database

Another storage architecture design is to store reference templates on alocal database which
would be accessible only to the workstation, access control device or other token where the
sensor is attached. This storage architecture design is advantageous for users who log onto the
same device regularly, such as with notebooks or for specific doors in an access control system.
Because there is no central template repository, thereis no focal point for an intruder to attack.
Local databases can help by distributing the computational complexity of a centralized matching
algorithm. The main disadvantage of alocal database is that authentication from multiple
locations is not possible, unlessthere is a copy of the user’ s template at every access point of the
biometric system. This can be done in hybrid systems that synchronize the template information
between the central and local databases. The added complexity is similar to systems that
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synchronize on-line and off-line email, which is common today. Another disadvantage of these
systems is the security of the local template database and/or local matching. If strong
cryptographic methods are not used to protect the local database or the matching result, the
template information could be substituted or the match result could be altered, leading to a
security breach. If auser has to be removed from the system, the administrator has to ensure that
every copy of user’stemplate isremoved from every local database, or the user account is
canceled on al devices, which can be done by a central control system, such asin an access
control system. Local databases do provide the added benefit of “off-line” or disconnected
authentication. This allows systems to be used with the network connection is not available.

Portable Storage

Storage of the enrollment template on a portable (physical) token such as a smart card, biometric
token, or other self-contained deviceis seen as the most privacy friendly option. The holder of
the token has control over when their token is used, hence they control when and where their
enrollment template is accessed and for what purpose. This control may provide the user with a
sense of added security or privacy.

Since the template travels with the owner of the biometric data; it can be used for authentication
at multiple locations. There is no communication over an open network assuming the
authentication is done locally, thereby lowering the risk of an intruder trying to capture the
enrollment template or alter the biometric match result.. The disadvantage of this method is the
higher cost of implementation of such storage architecture. Every sensor must be accompani ed
by adevice that can read the stored template and match the stored template, which can add to the
total implementation cost. Also, the system administrator has no means of ensuring that
duplicate enrollments do not exist. For example, a person could enroll the same fingerprint
under two different identities. The only way of eliminating this duplication is to have arigorous
process when issuing a biometric storage token that prevents a duplicate enrollment. This can be
done by maintaining a central list of all the enrolled users, but this would add to the complexity
of the biometric system, so the system designer need to consider this tradeoff.

Storage on the sensor

Storing and matching of user’s reference template(s) on the sensor itself provides a quick
response to the identification or verification attempt. Thistype of storage architecture is growing
in usage as the size and cost of biometric capture and matching devices continue to decrease.

For example, the camera on cell phones could be used as a capture device for facial recognition
controlled from the phone. Such storage architectures cannot be used for user authentication
from multiple locations, but are helpful to authenticate specific users to specific devices such as
notebooks, smart phones, portable storage devices and other mobile devices that hold
information that should be kept secret. If the sensor and matcher use secure cryptographic
processing methods, then the template and/or biometric match result can be protected from being
stolen or atered, thereby enhancing the security of the system. If auser has to be removed from
the system, the administrator would need to remove the template from the sensor, which can be
done during a device provisioning process, such as a server-based “push” method, whichis
common in computer networks and cellular networks, where devices can be centrally managed.
Storing templates on the sensor itself is an option only if the sensor is going to the physically
secured such as by approved methods such as FIPS 140-2.
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6.1.2 Matching Locations

The matching location for the biometric system is an important factor for the overall
performance of the biometric system. The matching locations can be predominantly classified
into four different categories. 1) Matching on central server 2) Matching on local machine 3)
Matching on sensor 4) Matching on physical token. The advantages and disadvantages of each
are discussed in the following paragraphs.

Matching on central server

In this type of a system, the matching of the reference template and the recognition sample takes
place on a centralized server, which could potentially also store the biometric templates for all
enrolled users. Matching on central server isagood option when all the templates are stored on
acentral database, and preferred means of authentication isidentification. The biometric sensors
can all be networked with the central server, allowing access from multiple locations with the
matching a gorithm executing on a central server. Matching on central server does introduce
security concerns due to the network communication between the central matching location and
the biometric sensors.

Matching on alocal machine

Matching on alocal machine can work with centralized database storage and local database
storage architecture. For architecture storage that has alocal database, matching on alocal
machine will give the optimal performance.

Matching on sensors

Several embedded biometric solutions that act as stand alone systems use a matching algorithm
that is stored on the sensor itself. These kinds of solutions provide a quick result and also
provide high level of security because of itsisolated design. Thereis no communication with an
outside system, thus eliminating any opportunities for an outside attack.

Matching on physical token

Technologies exist today that perform the matching of a biometric template and the presented
biometric sample on a portable token such as a smartcard. This mechanism provides complete
security for the template and verification process since it takes place on the smart card. Thisis
also an isolated system in which the decision making unit and the storage of the template do not
require any kind of external communication. From a security perspective, the weakest link is
always the communication between the decision making unit, the sensor, and storage of
templates. The closed system of atamper proof smart card removesthislink. Security
vulnerability exists in the communication link between the smart card reader and the smart card
itself.

6.2 Architecture Alternatives

Based on the available biometric solutions and prescribed assurance levels, six (6) out of sixteen
(16) possible architectures identified have been selected for further analysis. The basis behind
selecting the six (6) architectures chosen was determined by the most common architectures
currently being deployed for biometric authentication. These industry trends are viewed as the
starting point for not only securing remote biometric authentication, but also other authentication
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credentials. Certainly, implementers could choose to use any of the sixteen (16) architecturesin
the matrix. The pre existing requirements for security at the pre-defined four levels of assurance
were taken into account in finalizing the list of architecturesincluded for this report. Should
other architectures not currently being pursued prove to be of value, future work in those arenas
could result based on demand.

The four options for both storage and matching described above create atotal of 16 possible
environments that can be utilized. These 16 permutations are listed in the matrix shown below in

Table 7.
Table 7 - Biometric Storage and Matching Matrix

Store
Server Client Device Token
Match
Sarver
Client
Cevice
Token

6.2.1 Architecture A — Store on Server, Match on Server

This architecture stores biometric templates on a server and requires that live samples be
submitted back to the server in order for the matching process to occur. Once a match or no
match result has been determined, the result is then sent to the verifier and the appropriate
actions take place.

Related to this biometric architecture is the “Web Services Model.” The Web Services Model is
the basic architecture for interacting with remote Web services. It can be viewed as an extension
of Architecture A (or possibly D) that includes a browser receiving data from the data collection
device and transmitting that data over the network to the web application/service, biometric
engine, or verifier responsible for authentication.
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6.2.2 Architecture B — Store on Client, Match on Client

This architecture stores biometric templates on a client platform and requires that live samples be
captured and matched at the client. Once amatch or no match result has been determined, the
client application communicates the result to the verifier. Thisarchitectureis beneficial in the
case where authentication must happen very fast or in the case that the client is disconnected
from the network and cannot communicate with a server.

6.2.3 Architecture C — Store on Device, Match on Device

This architecture stores biometric templates on an authentication device (e.g., a“self-contained”
biometric sensor unit or a PDA, cell phone or other mobile device) and requires that live samples
be matched on that device. Once a match or no match result has been determined, the device
sends the appropriate signal to the mechanism it is securing. This architectureistypical in
mobile device/remote network access control or a physical access scenario when the device
obtains alive sample and matchesit to its stored database in order to give access to a physical
Space.

NOTE: A variation of this physical access example isthe store on server, match on
device scenario.

6.2.4 Architecture D — Store on Token, Match on Server

This architecture stores biometric templates on a physical token such as an integrated circuit chip
card or smart card. In practice, the user inserts the smart card and presents their biometric. Both
the stored template and live sample go to the server for matching.

6.2.5 Architecture E — Store on Token, Match on Device

This architecture stores biometric templates on a physical token such as an integrated circuit chip
card or smart card. But unlike Architecture D, the live sample is compared and matched on the
local deviceinstead of on the server. This architecture would allow for an al inclusive device
such as a PDA which would capture the sample, compare against the template, and hold another
authentication credential.

6.2.6 Architecture F — Store on Token, Match on Token

This architecture stores biometric templates on a physical token such as an integrated circuit chip
card or smart card. But unlike Architecture D or E, the live sample is compared and matched on
the card instead of the server. This could result in access to an authentication token stored on the
card, such as a certificate used in an authentication protocol.
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7  Challenges to Biometric Authentication

In terms of use as an authentication mechanism, biometrics are considered a relatively new and
different approach. Because of some of the differences in characteristics and use of biometricsin
thisrole, the general security community, particularly cryptologists, have been sometimes
skeptical that biometrics can be used effectively for this purpose. Thereis certainly a“paradigm
shift” involved, since most biometrics do not fit the traditional mold. Thereisabasic
understanding that biometrics are more tightly bound to a specific individual, and thisis seen as
amajor advantage of the technology. However, over the last ten years, a number of critiques
have been targeted at biometrics by security experts. Some of these critiques are valid and
warrant analysis, while others are based on a basic misunderstanding of the technology itself or
the ways in which its characteristics require modification to traditional processes. At times,
biometrics are attempted to be “force fit” into atraditional paradigm to which they do not
belong.

As part of this study, the following issues and questions were identified. Although some
concerns raised are actually common to all authentication protocols, and for the most part have
known solutions, this section concentrates on those which are either unique to the use of
biometrics in an e-authentication environment, or which have unigque aspects to them as aresult
of the use of biometrics. These challenges include:

1) Integrity -vs- Secrecy

2) Compromise

3) Revocation

4) Sensor Spoofing/Liveness Detection
5) Entropy/Strength-of-Function

6) Peer Review Methods

7) Privacy Considerations

Each of these critiquesis addressed in the following subsections. It should be noted that
although these topics are addressed separately, they are interdependent in many ways and
therefore the discussions tend to overlap to some degree.

7.1 Integrity v. Secrecy

Traditional authentication protocols are generally based on the secrecy of the authentication
“token”. However, most biometrics (see Section 5) are not considered secrets and therefore fall
outside of the traditional paradigm. This begs the question of the role and relative importance of
secrecy and integrity of the biometric data in the overall authentication protocol and system.
When the biometric is not a secret, then why and how should it be protected? If the
authentication protocol cannot rely on the secrecy of the data, what does it rely upon?
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7.1.1 The Role of Secrecy

The primary mechanism for protecting the secrecy (confidentiality) of any datais via encryption,
although it is recognized that other protections, such as access control mechanisms, also apply.
However, in the general case in which the biometric is not a secret, what purpose is served by
this?

Biometric vendors often offer solutions that involve encryption of biometric references. The
reasoning behind thisistri-fold:

1. To ensure the confidentiality (i.e., privacy) of the biometric data stored in the biometric
system (see Section 7.7),

2. Although not a secret, access to digitally encoded copies of this data can make an
attacker’sjob all that much easier, and/or

3. Encryption facilitates the segregation of biometric references used for different
applications (to ensure that the biometric data from one application cannot be injected
into another application).

With respect to the segregation of biometric references for different applications, standard
encryption methods should be used, rather than proprietary transformation techniques.

Regarding the first two points, biometric characteristics are not necessarily secret and so it is not
the secrecy of the information extracted that needs to be protected, but itsintegrity iscritical. On
the other hand, since the biometric reference is one of the critical data elementsin the system,
encrypting this data would be prudent for increased data protection.

Although confidentiality concerns are usually addressed for the enrolled reference template, of
equal importance is the confidentiality of the live sample. Infact, thisinformation (if it can be
used) may be of more potential useto an attacker.

An interesting side note is that biometric data (particularly reference data) may be anonymous. It
is actually the binding of the biometric information to an identity that can be most troublesome.
(Within SP800-63, anonymous credentials are only allowed at levels 1 and 2.) It isthis binding,
however, that forms a credential and can provide atype of revocation ability.

It is noted that for biometrics that contain secret information (see Section 5.6), the role of secrecy
coincides with that for traditional methods.

7.1.2 The Role of Integrity

Given that secrecy is not the basis of a biometric authentication protocol, then what becomes
critical isthat:

a) Thebiometricis captured from aliving, present human being, and

b) The biometric data has not been modified in any way.

That is, the integrity of the biometric data and processis THE critical factor.
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Thefirst of these criteriais addressed by anti-spoofing and liveness detection as discussed in
Section 7.2 and therefore not further discussed here.

Protection from modification is primarily provided through digital signatures. This could also
include MAC’ing or embedding the biometric data within an X.509 attribute certificate which
would normally be applied to the reference template. Where the signature is applied and when it
is verified are also important considerations. The integrity of both the reference template as well
asthe live sample are of importance.

Knowing where the data originates is also part of the overall integrity (i.e., authenticity related to
the source). The applied signature addresses this, but authentication of the various components,
including the capture device, may also be warranted at higher assurance levels.

As stated above, the integrity of a biometric reference is critical to the assurance of the overall
system security. The integrity of the authentication process is dependent on the integrity of the
template (among other things) [7]. If either the reference template or the ‘live’ sampleis
untrustworthy, the resulting authentication will be untrustworthy. Untrustworthy templates or
samples could occur for one or more of severa different reasons:
e Accidenta corruption due to a malfunction of the system hardware or software;
e Intentional modification of a bona-fide template by an attacker;
e Theinsertion of abiometric template corresponding to the attacker to substitute for the
reference template of an authorized enrolleg;
e Theinsertion of the biometric template corresponding to an authorized enrollee to
substitute for the live template of the attacker.

The deliberate modification or insertion of atemplate would typically be the action of an attacker
attempting to subvert the normal biometric authentication function and thereby gain access to the
protected assets.

To use afake template to defeat the biometric authentication mechanism, the template would
need to be injected into an appropriate point in the biometric system. This could be the template
database or a communications path in the system. For example the impostor could claim to be an
authorized user but, when requested to supply the biometric feature, would instead inject the
template belonging to the authorized user in the communications path.

A fake template would need to be able to overcome any integrity checking of the biometric
system. Conversely, to protect the authentication integrity, the system must be able to detect and
reject such attempts at meddling. Thus template integrity isakey issue in protecting
authentication integrity. Note that template confidentiality is not an essential requirement for
this purpose.

Biometric systems must employ effective template integrity protection. This could be through
access control, to prevent unauthorized access to the templates, or by integrity checking,
probably using cryptographic techniques. This could involve digital signatures, or template
encryption. Integrity protection may need to be combined with other techniques (such astime
stamping) to protect against the reuse of stolen templates. Reference templates can also be
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marked (before signing) to distinguish them from live templates, in order to prevent the
substitution of reference templates for live ones.

One emerging standard that addresses the integrity of the overall biometric authentication
processis called ACBio (Authentication Context for Biometrics). Thisis briefly described in
Annex D1.2.

Note that while digitally signing a template may be adequate to protect itsintegrity, it will not
(onitsown) provide any confidentiality of the data. If confidentiality isrequired for example to
protect the privacy of the biometric data access control and/or encryption techniques may be
necessary.

7.1.3 Biometric Identification Record Protection

Securing the BIR itself isacritical issue also. In order to tackle the issues of protection of
biometric data during transmission and storage, the standards identified in Section 5.3.5 specify
security requirements for effective management of biometric information.

The confidentiality of biometric data can be achieved using tested encryption methods like 3DES
or AES. Theintegrity of the BIR can be achieved using adigital signature or Message
Authentication Code (MAC). Integrity of the transmission, which would be necessary to detect
replay attacks, can be achieved using a unique session key or time stamps.

The header of the BIR contains information about the vendor and type of technology used, in
addition to other information. In order to maintain integrity, the BIR needs be digitally signed or
aMAC hasto be calculated for it. The information about the method used for calculating the
MAC or digitally signing the biometric object then needs to be added to the BIR in addition to
the MAC value, so the receiver of the BIR can perform the same MAC calculation and check it
against the MAC value calculated by the sender. If those two values don’t match, then the
biometric object has been changed [1]. A high level reference model of BIR integrity is shown
below in Figure 14.
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Figure 14 - Biometric Identification Record I ntegrity

As mentioned before, confidentiality of the BIR can be achieved by encrypting the biometric
data block. The biometric data block would be encrypted using a cryptographic mechanism. The
key management information and information about algorithm parameters would be included in
the BIR. The receiver would use the information about the type of encryption agorithm used and
key information and decrypt the biometric data block, provided that the encryption key is secret
only between the sender and the receiver [1]. A high level reference model of BIR
confidentiality is shown below in Figure 15.
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Figure 15 - Biometric | dentification Record Confidentiality

In order to maintain integrity and confidentiality of the BIR, the biometric object can be digitally
signed and information about the signature can be included in the security block of the BIR.
Then the biometric data block can be encrypted, and information about the encryption algorithm
and encryption key can be included in the security block of the BIR. This mechanism provides
both integrity and confidentiality of the BIR.
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7.1.4 Biometric CSP

One approach to consider is the use of a“Biometric CSP” for non-token based biometric
implementations within remote e-authentication architectures. A biometric service provider
(BSP) provides an API comprising biometric functionality. Cryptographic functionality is
usually provided by a cryptographic service provider (CSP). It ispossible to implement a
combination of these capabilitiesin a single component that exposes both biometric and
cryptographic interfaces.

Enroll or  Signed/
Capture Encrypted Key Exchange
BIR 4

}i IF( M

BSP CSP
Signed/Encrypted BIR
J

Figure 16 - Biometric CSP

In thisway, the BSP can protect the confidentiality and/or integrity of the biometric data it
generates through cryptographic means while allowing for the associated key management to be
handled through a (logically) separate interface. For example, the biometric functions (i.e.,
enroll, verify) could be accessed via BioAPI while the cryptographic functions could be accessed
viaPKCS-11 or CAPI.

7.1.5 Key Management

The main objective for going through a cryptographic process is to retain the confidentiality and
integrity of the data. Key management is an issue that plagues both symmetric encryption
schemes and asymmetric encryption schemes. A major concern in the field of security isthe
possibility of the private key being stolen or misused. A solution that is often used isto store the
private keys and protect those using passwords. Due to problems with remembering passwords,
many users either choose simple words or phrases that are easily cracked or they simply write it
down on an accessible document. The second problemis that a password is not tied to a user;
the system running the cryptographic algorithm is unable to differentiate between the legitimate
user and an attacker who fraudulently acquires the password of alegitimate user [11].
Biometrics offers the potential to considerably enhance the contemporary key management
model. Complex passwords are easy to forget, and simple passwords are easy to crack by
unauthorized individuals.

Several biometric characteristics of an individual are unique and remain constant over time.
These properties of biometrics make it well suited for authentication for purposes of key
management. Instead of entering a password to access the cryptographic key, the use of this key
is guarded by biometric authentication. One company has created an innovative algorithm,
called Biometric Encryption, for securing akey using a biometric. The key islinked to the
biometric at afundamental level during enrollment, and islater retrieved using the same
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biometric during verification process. The key is kept independent of the biometric, so that if the
key is compromised, the biometric template is not compromised. The key or the biometric
template cannot be retrieved independently from the secure combination of the digital key and
the biometric templ ate.

The integration of biometrics with existing cryptographic techniques offers the potential for high
confidence in applications where security is paramount. The additional benefits provided by the
combination of biometric technologies with current cryptographic techniques can help improve
security and convenience.

7.2 Compromise

"Compromise" is a problematic word, which is commonly used in cryptography to mean that a
password or key (which was supposed to be kept secret) has been revealed, exposed, or guessed.
A more general meaning of thisword is that something has been put in jeopardy, or (aslife,
reputation, or dignity) endangered by some act that cannot be recalled, or exposed to suspicion,
discredit, or mischief (Compromise). Revealing or exposing a password is considered a
"compromise” of the password probably because it makes the password untrustworthy,
discredited, and thus unusable as a credential. A disclosed password is untrustworthy and
unusable as a credential because, once it has become known to other people; it is no longer
uniquely associated with its original owner. The idea of biometric compromiseis closely related
to the argument that biometrics are not secretsi.e., copies of biometric features may be obtained
with varying degrees of difficulty.

In the broadest terms, a biometric compromise would mean that another individual has the ability
to provide your biometric data when a biometric application requests a sample. For example,
that person has:

e An électronic copy (could be animage or atemplate) of your biometric data and has the
ability to insert it into the application or authentication protocol at the appropriate time
and place.

e A physical copy of your biometric characteristic (e.g., gummy bear with fingerprint,
photo of iris) and the ability to fool a sensor’s liveness detection (if any).

Note that a biometric compromise consists of two components. First, the adversary has to
possess a reproduction of your biometric characteristic. Secondly, that reproduction hasto be
“usable”. The adversary must have the knowledge, technology, and access to insert it into the
biometric application. The adversary must be able to overcome any mechanisms
(countermeasures) that are applied to prevent this“use” (e.g., encryption, liveness detection).

In biometric authentication, revealing or exposing a credential (a biometric characteristic) does
not, in general, make it untrustworthy and unusable as a credential, and therefore does not
constitute a"compromise”. So the term "compromise” is either meaningless when applied to
biometric authentication (in general), or should not be used unless its meaning has been adapted
to the specific nature of this authentication technology. In short, in biometric authentication, a
"disclosure" does not imply a"compromise” as it does in password-based authentication.
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The word "compromise” is used in the following paragraphs to mean that a credential, in the
context of a given authentication protocol, has become untrustworthy, discredited, and thus
unusable within that authentication technology.

7.2.1 Can there be a compromise without an attack?

Similar to password-based authentication, a compromise can occur either with or without an
attack. Just as when a password is discovered through a password guessing attack, a biometric
can be compromised by forging a zero-effort attack against the system. Additionally, just as
passwords can be written down, lost or stolen, the enrolled biometric template can be discovered
if its storage location is compromised (e.g., if the physical token islost or stolen or the database
is broken into).

7.2.2 Are compromises permanent?

In biometric authentication, a state of compromise of a credential islimited in time and space.
For example, agummy finger may deceive some of today's fingerprint readers but will probably
be detected and rejected by tomorrow's fingerprint readers as sensor technology improves.

In password-based authentication, states of compromise of credentials are (in principle)
permanent, because a password can be remembered forever by whomever has gotten to know it.
It istrue that the basic biometric features cannot be changed, though in some cases, alternatives
may be available such as the use of different fingers. However the ssmplicity of the argument
conceals some more complex and subtleissues. Section 5.6 described some of the ways that
content-bearing biometrics can be utilized in mitigating this potential problem.

7.3 Revocation of Biometric Identifier

Although the advantages of biometrics have been well publicized, there are afew key issues that
could be detrimental to wide adoption of biometrics. Revocation of biometric identifiersis akey
problem that needs a solution for biometrics to be widely adopted and integrated into the existing
security infrastructure. This section addresses the following issues:

1) Potential issue of revoking a compromised biometric identifier and assessment of the
problem,

2) Investigation, identification, and analysis of possible mitigation approaches,

3) Detailed description of possible solution,

4) Proof of concept implementation of the solution.

7.3.1 Potential issues of revoking compromised biometric data

According to ITU-T X.811, Information Technology - Open Systems I nterconnection - Security
Frameworks for Open Systems. Authentication Framework, The definition of revocation isthe
“permanent invalidation of verification authentication information”

For some biometric modalities, it is not practical to revoke a biometric characteristic, per se. For
example, revocation cannot mean that you can’t use your right index finger any more. This
could be because some systems will require (by policy) that right index fingers be used, or
because as soon as you have 10 compromises, you are out of fingers.
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Revocation in a biometric system could refer to invalidating the binding of a biometric with a
specific user ID, key or other identifier. A stored biometric could be associated (bound) with
that identifier. Once alive biometric is compared to a stored biometric and amatch is
determined, the identifier can be declared valid. If thisbinding is removed (revoked), then the
identifier will not validate.

The question is often asked, “If a password is acquired by an attacker, then it is easy to create a
new one and revoke the old one; but if a biometric template is acquired by the attacker, the
template cannot be changed, so how can the system be protected while still authorizing the
legitimate user to have access?’

It isdifficult for the biometrics advocate to respond to this statement because there is no
equivalently easy answer. So what is an appropriate, strong answer that will emphasize that the
two situations are not completely equivalent and that the biometric situation is not as hopeless as
it might seem at first glance?

First, we make the point that the two situations are not really equivalent. The secret-based case
isobviously simple to understand, because the problem it describes is simple, and the solution,
create a new secret and revoke the old, isalso simple. What is usually not discussed is that the
threat posed because the attacker has the secret is athreat that is easy to exploit: al he hasto do
is enter the secret via the keyboard or other readily available device and he has all the privileges
of the rightful owner. What is also not usually questioned is: What are the fatal flaws that permit
the attacker to obtain the secret in the first place?

However, when the attacker has the compromised biometric data he still has the non-trivial
problem of how to exploit it. Hisproblemisinno way equivalent to the situation when he
possesses the secret and wants to exploit it.

It must be noted that the biometric capture deviceis not at al equivalent to the keyboard or other
secret-input device. The biometric device is built to capture a specific type of information
directly from a human body.

It should be immediately apparent that the system is not equivalently vulnerable at the data entry
points where, on the one hand, the attacker has obtained the secret, and on the other hand he has
obtained biometric data (with the exception of coercing the user into presenting his biometric
data to the sensor, but the secret is subject to the same coercion).

In order for the situation with the compromised biometric data to result in equivalent
vulnerability for the protected system, the attacker has to have some way to inject the
compromised data into the biometric processing path. Thisis without question not the equivalent
problem to just typing the stolen secret into an available keyboard or inserting the card into the
reader.

So thefirst reply is that the two situations are not at all equivalent, and the biometric systemis

not immediately vulnerable just because the attacker has obtained some data. Some audiences
may be satisfied with thisreply.
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But a second concern must also be addressed, because the assumption implicit in the original
guestion is that the attacker has acquired the biometric data because he has some capability to
exploit it.

Now there are two key points to be made: first, the actual vulnerability of the systemisinversely
proportional to the security “hardness’ of the system; and second, the popular view that
biometric sensors are vulnerable to spoofing is actively being countered by sensor vendors,
academic researchers and some integrators who are devel oping anti-spoofing techniques such as
liveness detection. Both of these issues are discussed in greater detail later in this section.

Thefirst point isthat the total system, including the biometric authentication subsystem, should,
as good practice, be hardened in proportion to the value of whatever the authentication
subsystem is intended to protect, using good security techniques such as physical protections,
encryption, dataintegrity, intruder detection, attended operation, and user training. None of
these techniques are any different when applied to a biometric-based authentication system than
to a secret-based system.

The second point is that the one vulnerability that is not fully addressed by good system practice,
the capture of the raw biometric data (although attended operation helps), is not passively
standing by in the face of spoofing threats, but is actively devel oping anti-spoofing technology
not only in response to example threats but even in anticipation of threats that may be tried in the
future.

Ultimately, however, the argument may degenerate into pitting the almost syllogistic statement
that it’s easy to replace something that has no physical reality (the secret), but it’s hard to replace
something that is based on a unique piece of physical reality (the biometric data).

The remainder of this section examines the current state of technology and aternative methods
for revocation of a compromised biometric data and protection of the biometric data.

7.3.2 Possible revocation solutions

Centralized Approach

A centralized approach makesit easier to manage the data and puts the responsibility of keeping
the database secure on owner of the security system and not the owner of the biometric data.
While formulating possible solutions for the problem of biometric data revocation, an important
element has to be considered: there has to be some form of human interaction with the security
system in order for the revocation of the biometric identifier to take place the process cannot be
fully automated.

A centralized approach offers afew different solutions for revocation of a biometric identifier
which are discussed below:
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The system administrator can delete the record which has been compromised. Thisisthe easiest
solution, but not the most efficient. The system administrator would be required to make a
deletion every time arequest for deletion was made.

A biometric identifier revocation list can be maintained by the owner of the security system.
Thiskind of alist would be similar to a certificate revocation list. Whenever a user triesto
identify or verify, after amatch isfound, the identity of the individual would be checked against
the biometric identifier revocation list. If the particular user is on the biometric identifier
revocation list, that individual would not be authorized by the system. Maintaining a biometric
identifier revocation list provides an added benefit of audit control. Any identification or
verification attempts made using the biometric identifier that has been revoked can be logged and
the records can be kept for future purposes.

The database record which corresponds to the biometric identifier to be revoked can be flagged
for revocation purposes. If amatch isfound for the record that is flagged, the user will not be
authorized. Thiswould provide advantages similar to that of a biometric identifier revocation
list.

Smart card biometric template storage approach

Smart cards offer alocalized approach for storing of templates, allowing the owner of the
biometric datato be in control of who is alowed access to their biometric template. But smart
cards pose challenges of adifferent kind. If auser loses hig’her smart card with their biometric
template on it, the security system needs to be alerted that the smart card has been lost. Even
though the information on the card is cryptographically secured, the authorities have to be alerted
about the missing smart card. In casethereis an attempt to use alost smart card, there hasto be
amethod of alerting the system that there is such an attempt going on. Traditionally, smart cards
have used the Public Key Infrastructure (PK1) approach combined with digital certificatesto
counter the problems of lost smart cards. (PKI is an infrastructure used to maintain public and
private key pairs and reliably identify the owner of the public and private key pair.) Digita
certificates help identify the integrity of the owner. A trusted third party issues adigital
certificate to the owner of the public-private key pair whose identity has been established and
verified. In an environment that uses smart card technology, the system administrator can
establish and verify the identity of the person being enrolled. Digital certificates contain
information about the owner of the card, the public key of the owner, the digital signature of the
certification authority, and other data. Whenever a user attempts to verify using a smart card, the
certification authority will be contacted and the digital certificate that has been issued to that
smart card will be checked against the copy held by the certification authority. A certificate
revocation list can be maintained which has information about al the certificates that should be
rejected. If asmart card islost, information about that smart card can be added to the certificate
revocation list. Whenever asmart card that has been reported lost is used, the certification
authority will reject that smart card from getting verified. In such a system, the owner of the
smart card still regains control over the usage of the biometric template, without losing
possession of the biometric template.

Security in any systemisonly as strong as its weakest link. Security technology can keep on
advancing, but the human factor is a hurdle that technology cannot cross. Awareness and
implementation of policieswill help reap the benefits of advancement made by technology. If a
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PK1 system is used in conjunction with smart card technol ogy, there should be policies laid down
for issuance and reporting of lost smart cards. If an owner of the smart card does not report a
lost smart card, the revocation system put in place breaks down. This human interaction with the
system is a consideration that should be made whenever a security system is designed.

7.3.3 ‘Cancelable’ Biometrics

One proposed solution to the problem of compromised templates is the introduction of
predefined distortions of raw biometric data or extracted features[2]. When applied to image-
based biometrics like fingerprints or facial recognition, this technique has the potential for
enabling re-issuance of templates. Because the transformations are intended to be nonreversible,
however, the possibility of converting a database from one specialized format to another may be
limited. Inaddition, it is necessary at least in some cases to reverse the transformation prior to
matching; this exposes the original biometric data to hacking during the matching process and
may represent a significant vulnerability.

An dternative technique is based on the definition of unique, application- (or even transaction-)
specific formats for biometric templates that prevent the unauthorized exchange of templates
across multiple applications, yet provide a mechanism for authorized transfer across applications
[3]. Inaddition they support the re-issuance of compromised templates without re-enrollment.
Finally, the template matching operations are invariant across the transformations, so thereis no
need to return templates to a vulnerable “nontransformed” state in order to perform
authentication.

A further ssmple approach to template revocation through cancelable biometrics is possible
where the system employs a content-bearing biometric sample under the control of the user — see
Section 5.6. Here, either the user (for privacy or security reasons) or the system administrator
can decide that a change is necessary and in both cases any final necessary system inputs may be
made through the systems administrator after the user re-enrolls based upon a different secret.

7.4 Sensor Spoofing

7.4.1 Spoofing Techniques

Biometrics leverage stable physiological and behavioral characteristics for the purpose of
verification or identification [4]. If at any point these characteristics become easily mutable or
transferable, one's degree of confidence in the system may be dramatically reduced. Spoof
attacks on a biometric system are those in which an artifact is presented to a sensor for the
purpose of being enrolled or recognized, or for the purpose of circumventing an enrollment or
recognition process. Susceptibility of biometric systems to spoof attacksisamajor concern for
potential implementers.

Most tests of biometric system susceptibility to spoofing have been executed on fingerprint
devices, not least because it is the only technology in which avariety of commercial products are
readily available to end users. Known methods of spoofing certain fingerprint systemsinclude
the following:

e Using color-appropriate prosthetics created from molds taken of an enrolled finger;

e Using ahigh-resolution picture of the enrolled finger;
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e Using the enrolleg’ s latent fingerprints lifted via tape from a sympathetic surface;
e Using residua fingerprints left on the scanner and set in relief after the scanner surface
has been sprayed with chemicals.

In 2002, Professor Tsutomu Matsumoto of Y okohama National University [5] in Japan
conducted atest in which eleven optical and silicon fingerprint sensors accepted artificial fingers
in at least sixty percent of attempts. Matsumoto’s primary method of spoofing the systems was
to create an impression of an actual fingerprint using gelatin derived from organic animal
material.

7.4.2 Liveness Detection

Biometric systems attempt to counter spoof attacks through liveness detection — techniques by
which systems determine that a submitted sampleisfrom aliving person. Methods of liveness
detection are generally device-specific. For fingerprint systems, researchers are exploring
spectroscopy and perspiration measurement, both of which have been shown to have some
effectivenessin laboratory environments.

Asfor perspiration measurement, researchers at Clarkson University and West Virginia
University devised a method of liveness detection that relies on certain optical, electro-optical, or
solid-state fingerprint sensors [6]. These sensors have the capability to analyze the degree of
moisture on aperson’s skin resulting from alive being’ s natural perspiration. By measuring
expected changes in perspiration levels at intervals of zero, two, and five seconds, this system
uses time-series detection to augment its liveness detection capability.

With respect toiris, each of the primary iris recognition vendors claims they have liveness
detection capabilities, although their methods of liveness detection are proprietary and rarely, if
ever, publicly disclosed. Professor John Daugman of Cambridge University, who pioneered the
development of iris recognition algorithms, has delineated four overarching categories of
countermeasures for iris recognition. They are:

1) Photonic and spectrographic countermeasures,

2) Behavioral countermeasures;

3) Analog physical attack countermeasures,

4) Digital replay attack countermeasures.

The first category, photonic and spectrographic countermeasures, is related to the spectroscopy
techniques used with fingerprint recognition. Tissue, blood, fat, and melanin pigment in the eyes
behave differently when they are interrogated by various wavelengths, and this fact can be
leveraged in liveness detection. And 2D Fourier techniques can identify contact lenses with fake
iris prints. A check for ared eye effect, the result of retinal reflection, can also be utilized.

The second category, behavioral countermeasures, is based on analysis of voluntary and
involuntary behaviors, such as fluctuations in pupil size irrespective of lighting levels, detection
of pupil movement and eye movement, and blinking. Future research may also explore the
micro-movements that characterize live eyes.
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The third category, analog physical attack countermeasures, can be used to detect high resolution
photographs or contact |enses with imprinted iris patterns. These techniques may detect dot
matrices and dyes used in some printing techniques, or they may detect the curvature of a contact
lens relative to that of theiris. Analog physical attack countermeasures may also seek out
Purkinje light reflections against the cornea, evaluating reflections present in live eyes — but not
in photographs.

Liveness detection may be implemented by a combination of physical measures at the capture
device where it interfaces with the human subject, and software implemented as part of the
image acquisition process. It is unlikely that liveness detection will guarantee protection against
sophisticated artifacts constructed to closely model human characteristics. The efficacy of the
protection will need to be determined through a vulnerability assessment program. The barrier
can be raised higher through the use of multi-mode biometrics (e.g. face and voice) or through
multi-factor authentication such as biometric and PIN.

For other biometrics, liveness detection methods are typically behavioral. Facia recognition
systems may require head movement, lip movement, or achange in facial expression. Voice
recognition systems may ask users to recite a randomly generated phrase or alphanumeric
sequence so as to avoid digital playback. A signature/sign system may ask for any one of a
number of pre-enrolled secret signs— e.g. Mother’ s maiden name

The basic premise of technical counter-measures in biometric systemsisto design and
implement the system such that its security does not depend on the secrecy of the biometric
features. To protect the authentication process, the biometric system must be able to detect and
reject the use of a copy of a biometric sample instead of the live biometric sample.

7.5 Entropy / Strength of Function

Section 5 (in particular Table 4) of this document introduced a comparative analysis of
authentication mechanisms based on characteristics ranging from technical to procedural; this
section discusses entropy and strength of function which isacommon characteristic used in
comparing secrets based and cryptographic authentication mechanisms. Appendix A of the
NIST Special Publication 800-63 provides a discussion on the entropy and strength of
passwords. The discussion provides aclear analysis of the estimated “actual” strength of a
password (depending on whether it is user-chosen or randomly generated). For example, a user-
defined six character a phanumeric password with no dictionary checks (to determine if aknown
word has been used) has been assessed to have equivalent entropy of 14 bits. This meansthat to
mount a brute force attack on such a system would require the generation and submittal of
approximately 16,000 permutations of the six characters.

Based purely on required number of inputs, this might be assumed to be equivalent to a

biometric system with afalse match rate of approximately 1 in 16,000. However, to determine a
more precise strength of function comparison, two additional complexities must be considered:
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1. Thedifficulty of database acquisition. Although obtaining a database of 16,000 sample
biometric characteristicsis not impossible, templates are not necessarily readily available
to an attacker. Generating 2 14-hit strings, however, is asimple coding operation.

2. The process of comparing a submitted biometric sample against a biometric reference in
a biometric system is not a simple comparison operation, and typically requires
significant processing power. This computational complexity must also be taken into
account with respect to the computational complexity of password validation in a system
in order to obtain true strength comparisons of these systems against brute force attacks.

Furthermore, the most fundamental benefit of a secure biometric system in comparison with a
secure password-based system is that biometric characteristics are not transferable. Use of a
secure biometric system provides an extension of the security perimeter from "something the
user knows', to "something the user is’. Anindividual can give away a password, regardless of
itslength. If al the liveness detection, biometric algorithm and other security components are in
place, an individual cannot give another individual a biometric characteristic that will be
accepted in the system.

It iswell known that biometric template size is no real indicator of the ability of the systemto
discriminate between individuals. Biometric discrimination will depend on two different factors:
Firstly, the degree of distinctiveness of the biometric feature among the population of likely
users of the system; and secondly, the ability of the biometric system to uniquely and repeatedly
separate these features. Additional, practical considerations also affect the results, including the
acceptable rates of false rejection, and environmental conditions. It is sometimes possible to gain
some theoretical view of the likely system discrimination potential, but this can currently only be
validated through a program of practical performance testing with real users. Measurement of
high discrimination capability inevitably entails the use of large test populations and thisin turn
places a practical limitation on the achievable accuracy of the test [7].

7.5.1 Component Approach
Statham suggests the concepts of raw and real entropy when determining relative strengths of

function and its relationship to binding strength, which is the confidence that a person presenting
an authentication credential iswho they claim to be[8].

Real entropy consists of three components:
e Raw entropy
e Technical strength
e Human/procedural strength

Raw entropy: or discrimination is the ability of a mechanism to distinguish between individuals.
Thisisthe exploitation avenue most used for casual (low or zero-effort) attacks.

Technical strength: are exhaustion attacks against an authentication mechanism which exploit the

vulnerabilities of that mechanism as well asindirect attacks against the supporting infrastructure
(e.g., transmission paths, databases).
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Human or procedura strength: include social engineering, “easy” secrets, failure to guard
secrets, and corrupt users/administrators. This element reduces entropy sometimesto zero.

A detailed description of entropy and strength of function for passwords, hard tokens, and
biometricsis shown below in Table 8.

Table 8 - Entropy and Strength of Function Description

Discrimination

Technical Strength

Procedural Strength

Passwords | High Strong Weak
- Large password space = | - Long string = High entropy, | - Short passwords = low
high entropy very long time to exhaust entropy
- Cryptographically strong - Easy-to-guess passwords —
algorithms —can'’t be reverse low/zero entropy
engineered - Written down = zero entropy
- Divulged to colleagues =
zero entropy
- Vulnerable to social
engineering = zero entropy
Tokens Very High Quite strong Weak
(physical) - Token store long - Difficult to copy (physical - Loss
“password” barriers) - Theft
- Very difficult to modify - (But at least you know that
(physical & crypto barriers) its missing!)
- Attacks need considerable
expertise and specialized
equipment
Biometrics | Medium-High (modality Medium Strong
specific) - Spoofing - Not reliant on human
-Entropy limited by FAR - Reverse engineering of discipline

-(Not directly equivalent to
PW entropy because you
can’'t mount a simple
exhaustion attack)

stored templates
- Capture of stored images

- Human errors will not
weaken the binding in the
same way as for passwords
and tokens

Based on the descriptions in Table 8, a side-by-side cross comparison is shown below in Figure
17. (Itisnoted that these represent relative figures of merit and that specific implementations
may exhibit different characteristics. Y our mileage may vary!)
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Figure 17 - Entropy and Strength of Function Comparison

Statham also provides an example of such a comparison for passwords and biometrics. Strength
of function (SOF) relates to probabilistic mechanisms. For passwords, these maps to the
probability of guessing the password, so the password SOF is defined by entropy (e.g., a 4-digit
PIN has araw entropy of 10,000 (10%). However, real entropy may be less due to restricted
subsets, non-random choice, etc. Effective entropy is aso reduced by multiple attempts.

How do we compare biometric entropy to password entropy? Isit adirect equality (e.g., FAR =
PW raw entropy)? This makes no allowance for different potential retriesin the two cases.

7.5.2 Raw Entropy

As Statham described above, the assumption of equating the raw entropy of guessing a password
or PIN to that of the False Accept Rate (FAR) in abiometric system is not necessarily an equal
one. The False Accept Rate (FAR) is an extension to the False Match Rate (FMR) described
above in Section 4.3; with the added consideration that biometric matching algorithms contain
thresholds which are adjustable and not solely based on the binary output of the FMR. Further
explanation of thistopic is shown below in Figure 18. The argument isthat a“guessing” attack
against a secret can be done simply by trying different combinations of characters until all of the
possible combinations are tried, and somewhere along the way the secret will be found. This
concept falls within the definition of raw entropy based on the fact that all possible combinations
of information content (input characters) are considered. Applying the same logic of this
assumption in conducting a “guessing” attack on a biometric system; an imposter would be
improperly identified at the frequency of the FAR. For example, if abiometric system hasa
FAR of 0.01%, the assumption at hand would say that a random imposter hasa 1 in 10,000
chance of being falsely accepted. Now equating the 1 in 10,000 probability back to PINs; this
would be the same as afour digit PIN that has 10 possible characters (0-9) in each of the four
placeholders (10 x 10 x 10 x 10 = 10,000).
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The equal comparison assumption has three major discrepancies. The first and most obvious
observation is that a brute force attack would normally only be focused on a single secret at one
time. Itisrealized that increased computing power could allow attacks to take place at the same
time on multiple secrets, or even in an iterative process, however thisis beyond the scope of the
comparison. Nonetheless, equating the entropy of a single secret to an entire biometric systemis
simply not the equal comparison. A more realistic example would be to evaluate al of the
secrets in the system identifying the weakest one, or lowest entropy, to that of the FAR of the
biometric system. A common concept used in security is that the system is only secure as the
weakest link; this scenario would provide a better representation of system weaknesses side by
side. Another aternative to equal comparisons would be to conduct a brute force attack on all of
the fingerprints in the system individually. Thiswould be similar to how an individual secret
would be attacked using a brute force methodology. A detailed discussion of abrute force attack
on asingle fingerprint is included in the remaining paragraphs as it relates to the informational
content contained in the fingerprint image. Sticking to the fundamentals of attacking fingerprints
individually; fingerprints can be categorized in various ways. One such methodology that is
widely used isto use the Henry System of Fingerprint Classification, which categorizes
fingerprints into groups based upon ridge flow patterns, resulting in five classifications - Left
Loop, Right Loop, Arch, Tented Arch, and Whorl [9]. Another method of categorizing
fingerprint images is by which finger the image came from on the hand — Index, Middle, Ring,
Little, Thumb. Overdl, different fingerprint images will be tougher for an imposter to match
than others based on the differences in characteristics, just as some secrets are harder to crack
than others.

The second discrepancy with this assumption is the context surrounding the FAR for the
biometric system. FARSs are not a static value, which this argument may lead one to believe.
The fact is FARs are aresulting value based on the threshold of the matching algorithm of the
system. The matching threshold is a property that exists based on the fact that no two biometric
samples should ever match exactly the same. Changes in the sample acquisition environment,
user behavior, and also orientation with the sensor are al factors that will result in variations of
biometrics samples just to name afew. On the opposite side of the matching threshold is the
False Regect Rate (FRR). The False Reject Rate (FRR) is an extension to the False Non-Match
Rate (FNMR) described above in Section 4.3.4.4; with the added consideration that biometric
matching algorithms contain threshol ds which are adjustable and not solely based on the binary
output of the FNMR. Further explanation of thistopic is shown below in Figure 18. The
negotiation of the matching threshold and the resulting FARs and FRRs is atool that biometric
system designers and implementers can adjust to suit different needs and applications of the
system. For instance, if the threshold is made to be more stringent, then the system will block
more imposter users from being falsely accepted, but also will falsely reject a greater number of
genuine users. Conversely, if the threshold is made to be less stringent, then a grater number of
imposter users will be falsely accepted; but the system will also accept a greater number of
genuine users that may not otherwise be accepted because they are in an extreme popul ation that
has problems using the system. The relationship between matching threshold, FAR and FRR is
depicted in Figure 18.
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Figure 18 - Matching Threshold Relationships[18]

Because FARs can not be considered a blanket attribute for the system and should not be
documented as a single value, it does not make sense to use them in the manner outlined in the
original assumption for comparing biometrics to secrets.

The third discrepancy is the fact that the original argument does not account for the amount of
actual information that is contained in the biometric. The entropy of secretsis directly tied to the
informational content that comprises the secret. That being as the variation in number and
represented values of input characters increases, so too does the key space and thus the entropy
of the secret. In order to accurately compare these two types of authentication mechanisms,
biometric entropy too must also be evaluated based on the key space and informational content
of the sample.

One of the first and most well known works that addresses biometric entropy from the standpoint
of key space was published in 2001 [10]. This approach focused on a hypothetical brute force
attack against minutiae based fingerprints. Thefirst step in this process was to define the total
number of possible sites that minutiae could lie in a fingerprint image taking into consideration:
The dimensions of the image in pixels

How many pixels a standard minutiae point would consume

The number of orientations allowed for ridge angle of the minutiae points

The number of minutiae pointsin areference template that is attempting to be matched
against

Using the aspects noted above, alinear relationship was made between the amount of minutiae
required to be matched and level of information contained in the fingerprint in the form of abit
value. Based on this method, a fingerprint system requiring 25 minutiae points to be matched
would have 82 bits of information. This equates to a 16-character nonsense password (such as
“mdyus78xpmks3bc9”) [10]. Intheyears sincetheinitial publishing of their work, fingerprint
systems, in particular fingerprint images, have expanded greatly. Astechnology has advanced,
sensors have become more robust in the image acquisition process. At the time of publishing,
Ratha et al. used the dimensions of 300 x 300 pixels for afingerprint image. Currently, there are
many fingerprint sensors that operate at 500 dpi or greater which would result in afingerprint
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image being greater than 300 x 300 pixels. All things considered, the method proposed by Ratha
et a. takes a much more scientific and comprehensive approach to equating raw biometric
entropy based on key space and information content than that of using the FAR of the biometric
system.

7.5.3 Real Entropy

Again looking at the 4-digit PIN with araw entropy of 10,000, the real entropy is actually about
5,000. Assuming 100 retries (over aperiod of time), chance successis 1 in 50, or SOF Basic
level.

A biometric with an FAR of 1% has araw entropy of 100. Thereal entropy is 100/<the number
of attempts possible>, which yields asimilar SOF as the 4-digit PIN.

7.6 Peer Review Methods for Biometrics

Fundamentally, the cryptographic community and the biometrics community approach peer
review from very different perspectives. These differences, along with a comparison with other
aspects from the two communities, were summarized in Section 5.5. From William Burr’s
presentation at the 2004 Biometric Consortium [12], thereisa*culture clash” between the two
communities. The cryptographic community isvery adversarial and believes they have done a
good job if they can publish an attack that can defeat a particular algorithm. They believe the
algorithms should be completely open so everyone knows how the process works and the
security comes as aresult of the secretive key chosen for each individual case.

Public peer review of cryptographic systemsisapopular practice for proving the strength of the
algorithm or methodology being tested. If a cryptographic methodology isin fact able to be
broken, tremendous publicity often ensues describing the details of how it was broken and the
amount of resources needed to successfully break it. Generally speaking, there are three
important aspects of a cryptographic system asit relates to the peer review process. These are
the encryption and decryption functions, the cipher text, and the key. Cryptographic systems
rely on the secrecy of akey; so in order to effectively “break” the system, the encrypted
information must be revealed without any knowledge of the key. The other two aspects of the
system are made completely open so that the encryption-decryption functions do not provide a
single point of failure.

In comparison, a biometric system also has three important aspects that are analogous to a
cryptographic system: the biometric sample, the biometric template or reference, and the
matching algorithm. Asit stands right now, the security of the biometric systemisreliant on the
strength and secrecy of the matching algorithm. The sample provided by many live-capture
biometric systems is considered non-secretive information. The template or reference
corresponding to that biometric sample should aso be considered non-secretive as a template or
reference could be created using the sample. In this sense, the biometric sample and its
associated template should be considered non-secretive and thus are the two open parts of the
system. It should be noted that the process of creating atemplate and the data it containsis till
considered secretive information.

71



Study Report on Biometricsin E-Authentication 30 March 2007
Version 1.0

William Burr aso claims that, “ Cryptographers believe that a dental technician has the skills and
materials to construct a copy of afingerprint that will fool most fingerprint readers.” However, it
isimportant to keep in mind that with a biometric system, the success of any attack needsto be
viewed in the context of the entire system, including an analysis of the tradeoffs between risk,
security, convenience, and user alternatives. For example, the best cryptographic system in the
world isuselessif the user community writes down their passwords on yellow sticky notes and
affixes them to their monitors. The cryptographic community is proud when they break a
biometric system using fake fingerprints made from common materials [5]. While certainly
these findings will help improve current and future biometric systems, it does raise the question
of how easy it isto actually capture the biometrics for people who are already enrolled in the
system, and what skill set is needed in order to create falsified biometric data that might work.

For example, in the case of trying to create false but valid fingerprints, the question becomes
how much interaction is needed by the enrolled (i.e., known good) individual to effectively fool
the fingerprint sensors. If the individual cooperatively submits their fingerprint into a mold or
other means for the spoofing attempt; then biometrics are not being compared equally to the peer
review process of cryptographic systems. It issignificantly harder to extract afingerprint which
is capable of being used to spoof a sensor from the surface of adesk, for instance. This type of
peer review would be non-cooperative. Beyond the difficulty of effectively retrieving a latent
print, more variables also come into play, such as:

e To whom does the extracted fingerprint belong?

e From which finger does the print come?

This type of “user-cooperative” biometric peer review is not at the same level as peer reviews of
cryptographic systems and thus is not an apples-to-apples comparison of the relative strengths of
biometrics. 1n some ways, the effort needed to successfully fool sensors can be viewed as an
added advantage because the biometric data can be known; but still not be used to break the
system.

First of all, it is not always as easy to obtain a copy of the true biometric feature as it may seem.
Let’suse fingerprints as an example. In this case, once atarget has been identified, the attacker
must obtain alatent fingerprint. To do this, the print must be lifted from a suitable surface. This
surface must be smooth, dry, and free from contaminants and background that can interfere.
Then, the attacker must be able to distinguish the print of the chosen victim from among any
other that are present on the surface. He must also select the print that corresponds to one of the
digits that the victim has enrolled in the system (i.e., lifting the left thumb print will not be of use
if the victim has enrolled his right middle finger). The print must also be agood, flat, complete
(whole) print without any smudging, smearing, or distortion.

Second, the attacker must trand ate the perfectly lifted print into an artifact (e.g., latex mold). To
do this, he must create a detailed etching of the ridge surface from which amold can be
manufactured, and the molded “fake finger” can be formed.

Lastly, the attacker must have access to the remote workstati on/authentication point and

opportunity to perform the attack. Presumably, the attacker has already obtained the User ID of
the victim by another means (a requirement for a 1:1 verification system).
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There remains some debate as to the secrecy of biometrics, at least for certain biometric
modalities. While most biometrics (samples, etc.) are not secret, strictly speaking, they can be
hard to capture by someone else. However, in the view of SP800-63, biometrics do not
constitute secrets suitable for use in remote authentication:

When considering peer reviews for biometrics, these same principles of starting with no previous
knowledge must apply in order to be compared on the same level. Whether or not it is believed
that biometrics are secrets, the worst case scenario must be assumed that they are not secretive
and can be obtained without voluntary assistance from the individual.

In contrast, the biometrics community isjust the opposite — it is very test-oriented and market-
driven with intellectual property rights at stake. While these two approaches may seem
completely incongruent, they derive from fundamentally different factors. Cryptography is
algorithm-based and compl etely repeatable and deterministic. That is, given a particular
algorithm and its necessary data, the cryptographer will always get the same results. On the
other hand, all biometrics are based on one or more statistical techniques with noisy input data
from the biometric capture process. While any given biometric algorithm will process the same
input in the same way, the probability of capturing an identical sample of an individual’s
biometricsis extremely low. For example, imagine the difficulty in capturing the exact same
image of someone with adigital camera. With subtle changes in ambient lighting and the
various auto-compensation mechanisms built into the camera, it is effectively impossible.

Biometric algorithms are more in the realm of statistical pattern matching, signal analysis, and
classification and communication theory rather than the non-statistical algorithms that
cryptographers use. Thisisnot to say that cryptographers do not use statistical approaches.
However, they do so in order to break a cryptographic algorithm, not as the basis of the
algorithm itself.

Because all biometrics are statistical in some way, there will always be some probability of
generating some type of error (for example, false match, false non-match, failure to enroll, etc.).
Thisistrue even of biometric algorithms and capture devices that are completely open and in the
public domain. The cryptographic community is accustomed to dealing with systems that do not
have error rates of any kind.

Because of the expense in developing and maintaining biometric algorithms and capture
hardware, the financial marketplace demands that biometrics vendors give proper consideration
to intellectual property rights. Consequently, the best algorithms for the different biometric
modalities are kept private and proprietary and may be disclosed only when sufficiently
protected by patents and the like.

To deal with the statistical nature of biometrics plus the market tendency for algorithmic secrecy,
the biometrics community relies heavily on public testing of their systems, more or lessin a
black-box configuration with standardized input data, and prototype installations by evaluation
customers.
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Certainly, the adversarial approach by the cryptographic community can be beneficia to the
biometrics community in several ways. For example, it can help ensure that claims made by
biometric vendors are valid and can be substantiated. Furthermore, adversarial attacks can help
to discovered new ways of breaking a biometric system so that these problems can be addressed
and fixed.

Biometricsisjust one piece of a system that can help secure it and maintain alevel of trust in the
users of the system. However, for systems and environments that have increasing security
requirements, it is much more likely that multiple authentication methods will be used.
Biometricsis the only one that has a chance of tying an individual to a credential or atoken.

Because of its statistical nature, biometrics will always need to be analyzed, reviewed, and
evaluated in at least a partialy different way from cryptographic systems. The biometrics
community has responded to this challenge by drafting and using standardized testing and
reporting protocols. This approach will continue to be used until a better oneis proposed, either
within the biometrics community or by an external group such as the cryptographic community.
Unless the cryptographic community can come up with a non-statistically-based way to
guarantee the integrity of the relationship between an individual and atoken or credential or a
claim of identity, biometrics will continue to be used for this important purpose.

7.7 Privacy

Although privacy is not a security matter per se, it isan important consideration that certainly
affects decisions regarding the deployment of biometric technology.

First of all, biometric datais considered personal information and is therefore sensitive in nature
and covered by avariety of laws and regulations, particularly when used in public (government)
sponsored systems.

Some users of biometric systems are concerned about misuse of their personal information,
including their biometric data. For example, individuals have expressed concern that the
company capturing their fingerprint may submit the print to alaw enforcement agency for a
criminal history investigation without their knowledge. However, all deployments of biometric
technology should be implemented in accordance with local jurisdictiona privacy laws and
regulations. As such, the collector should fully disclose to the subjects the intended purpose of
any information collected by or for the biometric system, and that its usage is limited
accordingly. Note further, that to be authorized to request a criminal history investigation be
performed on an individual; the submitter must obtain certification from the FBI to attest that
they have a legitimate purpose for making such arequest.

The following principles should be followed:

Only the minimum amount of data should be collected

Biometric datais captured for a specific purpose

The user is notified of and consents to the data collection and its use (informed consent)
The planned and actual use of the datais consistent with the purpose for which it was
originally collected
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e A retention period for the datais established and the data destroyed after that period (or
when the user account is terminated)

e A sharing/selling policy that data shared with a second party cannot be shared with a
third party unless explicitly agreed to beforehand

e Datais protected from unauthorized access (due diligence) and accessis limited to those
with aneed to know

Additionally, in some cases (perhaps at Level 1, for example) the use of “anonymous’ biometrics
may be appropriate. That is, al that is known is that the biometric belongs to an authorized user
(or arole), not the identity of that user (see SP800-63, section 7.2).

The International Biometric Industry Association (IBIA), in 1998, published a set of privacy
principles[14] to which its membership are expected to adhere. These generally follow the
above recommendations and are in alignment with the Code of Fair Information Practices (CFIP)
outlined in the Federal Privacy Act of 1974. The International Biometrics Group has also done
work in this area and has published some of this as the BioPrivacy initiative. Additionaly, a
study report regarding this and other cross jurisdictional and societal issues of biometric
implementationsisin progress within ISO/IEC JTC1 SC37 WG6.

Privacy isahot topic in our culture and mediatoday. Thisleadsto “perceived” privacy concerns
that the industry must be sensitive to in how it handles biometric data, since “ perception <really>
isreality”. The success of deployed systemsis highly dependent on user acceptance and privacy
protection isacritical factor in that acceptance.

Thereisatruism that “Y ou can have security without privacy, but you can’t have privacy
without security.” Thisrefersto the fact that the confidentiality of biometric data must be
protected to ensure privacy, and that security mechanisms are required in order to provide this
protection. Due diligence to ensure that biometric data is protected during transmission and
storage and that access to this datais controlled is needed and are traditional security roles.
Security is making sure the data is available for authorized users and protected from non-
authorized users. Privacy islimiting the pool of authorized users to those who not only have a
need to know, but who’ s purpose in getting the data fits the original reason for collecting the data
in thefirst place.
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8 Threats and Vulnerabilities for Biometric Authentication

Biometrics have a powerful potential to provide added security for avariety of applications.
Already biometrics have been deployed to protect personal computers, ATMs, credit card
transactions, electronic transactions, airports, nuclear facilities, and international borders.

Y et, while biometrics may improve security in a plethora of environments and serve many
purposes, biometric systems, like any other security system, have vulnerabilities. The
increasingly high profile use of biometrics for security purposes has provoked new interest in
researching and exploring methods of attacking biometric systems.

8.1 Biometric Attacks

This section addresses biometric device and system vulnerabilities. Attacks on biometric devices
and systems can be grouped into four categories:

Attacks during enrollment

Attacks at the input level;

Attacks at the processing and transmission level;
Attacks on the backend/storage level.

e NN

8.1.1 Enrollment Attacks

Inherent in the practical use of biometrics for E-Authentication is their binding to one’ sidentity.
Although the concept of an Identity Management System lies outside the scope of this document,
from a biometric enrollment standpoint because of the essential binding requirement, the identity
proofing processisacritical related function. Trust in this process of vetting a person’s claimed
identity, confidence in the validity of associated documents, and reliability in the authenticity of
issued electronic credentials taken together provide the very underpinning of biometric based E-
Authentication. Examples of threats to identity proofing include: (1) Use of forged documents
to verify aclaimed identity, (2) Collusion with corrupt personnel having system access and (3)
Electronic attacks to impersonate legitimate system users and thereby gain electronic access to
the ID application, proofing process and issuance system.

Countermeasures to these Identity Proofing threats include:

1. Enforced separation of roles and duties of those involved in the processing, approval and
credential issuance process.

2. Close inspection of documents for forgery or tampering and use of third party
substantiation; for example, use of written inquiries.

3. Electronic system security protection — strong access controls, data encryption, firewalls
etc.

4. Strong issuance controls which confirm the user at time of credential issuance and which
preclude manual modifications to personalization data.
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Primary vulnerabilities during enrollment of a person’s biometrics such as fingerprints, iris and
facia featuresinclude:

1. Enrollment of aperson’svalid biometric(s) with a created or substituted identity.

In this scenario, a person uses/enrolls their own biometrics under afalse or assumed
identity which subsequently allows that person to gain unauthorized access to and
conduct eCommerce transactions and other logical and/or physical assets such as
computers, networks, databases, applications and facilities.

2. Enrollment of substituted or swapped biometrics (not their own) along with a
valid identity which subsequently can be used by athird party to masgquerade and gain
access to eCommerce systems and/or other logical or physical assets.

3. Enrollment of substituted or false biometrics (e.g. a“ gummy bear fingerprint”) with a
false or assumed identity which can later be used to gain access to eCommerce systems
and/or other logical or physical assets.

4. Enrollee collusion with the enrollment operator. In this scenario, any of the above can be
facilitated, as well as, unauthorized entry of or modifications to system data records or
input thereto.

5. External based attacks against the Enrollment Station and/or other system componentsit
communicates with. Examples include spoofing, sniffed transmissions, Man-in-the-
Middle, and Replay.

Countermeasures which mitigate against these threats during Enrollment of Biometrics include:

1 Observed enrollment of biometrics instead of un-observed self-enrollment
2 ldentity check/confirmation of the applicant enrollee at time of enrollment
3 Remote system and enrollment station network protection and access controls, secure
point-to-point encrypted communications channel(s)
4 Enrollment Station device level firewall, and detection systems of unauthorized
modificationsto all relevant data records and electronic file systems.

8.1.2 Input Level Attacks

The primary input-level attacks, vulnerabilities at the point of sample acquisition and initial
processing, are spoofing and bypassing.

While spoofing is the most frequently-cited input-level vulnerability, other input-level
vulnerabilities may be just as problematic, such as “overloading.” “ Overloading” is an attempt to
defeat or circumvent a system by damaging the input device or overwhelming it in the attempt to
generate errors. Thisis also sometimes called a buffer overflow attack for other security
mechanisms. An example of thistype of attack for a biometric system would be the rapid
flashing of bright lights against optical fingerprint sensors or facial recognition capture devices
can disrupt their proper functioning. Silicon sensors can be easily damaged by short circuiting
them or dousing them with water.

Because many biometric systems rely on sensitive equipment that can be overloaded relatively

easily, users may have opportunities to induce device or system failure. Systems must be
designed such that, if overwhelmed, basic functions must not fail. And when biometric devices
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can no longer serve their intended function, fallback processes must be defined and enforced. A
person who causes a biometric system to fail may be doing so knowing that, as a consequence,
an unguarded door may be used as atemporary aternative means of entry. Security systems must
account for the potential functional failure of biometric systems and devices by means of
adequate backup measures.

8.1.3 Processing and Transmission Level Attacks

Though input-level attacks are an obviousiillustration of biometric system vulnerability, attacks
at the processing and transmission level also deserve close attention.

As many biometric systems transmit sample data to local or remote workstations for processing,
it is also imperative that this transmission be secure, lest the transmission be intercepted, read, or
altered. Most biometric systems encrypt datain transit, but not all applications and devices lend
themselves to encryption. Security techniques such as encryption are often seen as deployer-
specific aspects of system design. While certain standards do treat encryption techniques,
notably the X9.84 standard utilized by financial servicesinstitutions, standards such as BioAPI
are encryption-agnostic.

Deployers need to assess the degree to which sample data might be exposed in transit or during
storage, and they need to define applicable system security techniques and best practices. Taken
as awhole; anti-spoofing measures, encryption of data in transmission, and applying appropriate
fallback techniques are al critical aspects of biometric system security. These techniques can be
further enhanced through the introduction of multi-factor authentication and randomization.

Multi-factor authentication can take two primary forms: the use of multiple biometrics or the use
of biometricsin conjunction with smart cards and PINs. Both methods reduce the likelihood of
an imposter being authenticated. Spoofing also becomes more time consuming and challenging
when multiple body physiological or behavioral characteristics need to be copied and imitated.
Impostors for whom a biometric matches an enrolled user are unlikely also to match with respect
to a secondary biometric.

Adding randomization to the equation also adds security. Verification data, for example, could
be randomized, such as asking for three fingerprints one day and a different combination of two
fingerprints the next day. Additionally, where time provides, designers of biometric

technol ogies and systems should explore random or cued challenges. That is, even if a person
correctly authenticates once, the system might still challenge the user to re-authenticate to help
increase its confidence that the biometric data submitted is genuine.

Cued challenges could also be paired with certain behaviors causing alarm — such as an
uncommon stillness, lack of movement, or change during the acquisition of biometric data.
Technologies can still bear further devel opment and enhancement for monitoring and sensing
micro-movement. Or perhaps aggressive challenges could be utilized in conjunction with
measurements of intelligent response time. For example, voice verification biometric systems
could measure the time it takes for a prospective entrant to read back a randomly generated pass
phrase in order to try to fight playback attacks pieced together from various recordings. If the
response time exceeds a minimum threshold or varies significantly from an average time

78



Study Report on Biometricsin E-Authentication 30 March 2007
Version 1.0

captured over a series of sample submissions at enrollment, the biometric system could issue a
challenge and require recitation of a new pass phrase.

Finally, in conjunction with multi-factor authentication and randomization, vendors and
researchers should explore taking advantage of internal or subcutaneous characteristics. By
focusing on biometric aspects that are difficult to observe, capture, and duplicate covertly,
security can thus be enhanced.

However, regardless of how well one tries to secure a biometric system, failures will inevitably
occur. It istherefore critical that attention not only be paid to preventing breaches, but also to
handling breaches that have occurred. A recently-publicized technique to mitigate the impact of
certain system breaches is the concept of cancelable biometrics. IBM’s cancelable biometrics
solution uses algorithms to distort an image proffered and records the distortion into its generated
templates [2]. The original image is never stored anywhere. The ideaisthat if athief stealsthe
template with the distortion on it, that particular distortion can be eliminated from the list of
access-approved users, and the legitimate user can resubmit their original biometric datato
generate a new distorted template. Aslong as the algorithms that generate the distortions are
carefully protected and ideally varied from company to company or even system to system, this
solution may be highly conducive to containment and resolution of a breach.

The solution, however, is not foolproof. If the original image is captured, it could theoretically
be re-enrolled to generate a new, distorted template. Nevertheless, the creation of cancelable
biometricsisastep in theright direction. If the biometrics community continues openly and
aggressively to identify its weaknesses and to pursue methods of strengthening them, the entire
international community will all benefit tremendously.

8.1.4 Back-end Attacks

The previous two sections have described input level and transmission level attacks. Ensuring
integrity and protecting back-end subsystems is important in distributed biometric systems.
Assuming that the back-end consists of a matching subsystem, or a decision subsystem, or a
combination of both attacks on the back-end will mainly be targeted at modifying the matching
or decision subsystem or compromising integrity of stored templates.

Attacking the template storage database is the most apparent type of back-end attack. The threat
of unauthorized modification or replacement of stored templates can result in false accepts or
false rgjects depending on the motives of the attacker. If an attacker can find away of injecting
templates directly into the storage database then the attacker could introduce him/her into the
system without following the appropriate enrollment procedures. The attacker could aso hijack
the identity of an authorized individual by replacing the original template with their own
template, thereby still preserving privileges linked to the authorized individual. If atemplateis
compromised, it could be reused in areplay attack. Although circumventing replay attacks
addressed is addressed in the previous section, compromise of stored templatesis one of the most
important threats that should be considered when designing a distributed biometric system.
These kinds of attacks can be prevented by using encryption and data integrity (hashing)
methodologies. Applying common database security methodologies can also increase the level of
difficulty for the attacker.
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An attacker could modify or replace the matching subsystem or the decisions subsystem so that it
gives an output as desired by the attacker. Thisisa serious threat in a networked environment.
The integrity of the sample is not relevant in such an attack, and the authentication process can
be compromised without attacking the input subsystem or transmission process. This kind of an
attack can be circumvented by applying security methodologies like checking code integrity, and
principles of building trusted systems.

A denial of service (DOS) attack targeted at the back-end subsystemsis also avery redlistic
threat. Overloading the processing units of the back-end subsystem with excess traffic could lead
to unavailability of services. DOS attacks have received alot of attention in media over the last
few years and it should be considered a very real threat to biometric authentication systems also.
Traffic analysis and traffic monitoring are commonly used methods to thwart DOS attacks.

Along with technical threats, there are also policy related challenges that should be considered.
Collusion between a malicious attacker and enrollment center could allow the attacker to enroll
in the system using a stolen or afalse identity. Although this threat is not focused only on the
back-end subsystems, a properly formulated policy involving the front-end and back-end
subsystems should make such attacks harder to perpetrate.

If template adaptation is deployed, this also presents a possible back-end attack. The greatest
threat to template adaptation is an impostor with a similar biometric sample (e.g., aclose, same-
sex relative) will exploit the adaptation function to adapt the model in the direction of the
impostor’s biometric data. The most effective methods for preventing this kind of attack include
establishment of a high threshold for adaptation or a high overall score derived from biometric
verification plus other authentication factors (e.g., challenge-response, caller ID or other
biometric input).

8.2 Threat Modeling

8.2.1 Vulnerable points of a biometric system

Using the general verification model previously introduced as Figure 8, points of possible attack
can beidentified. Theseare shown in Figure 19 and fall into 4 categories—
e Attacks during enrollment of one's biometrics and their binding to one’s confirmed
identity [Attack points 12 and 13].
e Attacks during processing/interaction [Attack points 1,3,5,9,11],
e Attacks between stages (when the biometric datais in transmission) [Attack points
2,4,6,8,10], and
e Attacks on the biometric datawhen it isat rest (in memory or in storage) [Attack points
1,3,5,7,9,11].

Note that depending on architecture and design, some of the steps may not be present, may be
combined, or may occur within the same physical component (thus perhaps eliminating a
transmission path). Therefore, certain attacks may be possible in one architecture, but not in
another.
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Threats and countermeasures for each of these possible attack points are identified in the next
section.

L

7 Storage
9

6 L 2
Data — % * Signal 7 3 * Matching F 3 *  Decision

Collection Processing
2 x 4 i 8

§ 3 5 0|

Verifier

Figure 19 - Biometric System Threat M odel

8.2.2 Threats and Countermeasures

Threats against the components and paths identified in Figure 20 are summarized in Table 9
below.

Table9 - Biometric Threats and Counter measur es

L ocation Threats Counter measures
1 Data Collection Spoofing e Livenessdetection
e Challenge/response
Use of un-trusted device e Mutually authenticate/use
(Device substitution) symmetric key or
asymmetric key
Overloading/Flooding e Rugged devices

(Denial of Service)

- ]

2 Raw data Eavesdropping attack e Transmit data over

transmission encrypted path/secure

channel

Replay attack e Mutually authenticate/use
symmetric key or
asymmetric key

e Digitaly sign data

e Utilize Timestamp/Timeto
Live (TTL) tag
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3 Signal Processing

4 Processed data
transmission

5 Matching

e Nonces (with MAC)

Man in the middle attack

¢ Bind biometric to PKI
certificate

e Transmit data over
encrypted path/secure
channel

Brute force attack

Insertion of imposter data

e Time out/lock out policies

e Usestrong tested
algorithms

Component replacement

Eavesdropping attack

e Signed components

e Transmit data over
encrypted path/secure
channel

Replay attack

e Mutually authenticate/use
symmetric key or
asymmetric key

e Digitadly sign data

e Utilize Timestamp/Time to
Live(TTL) tag

e Nonces (with MAC)

Man in the middle attack

e Bind biometric to PKI
certificate

e Transmit data over
encrypted path/secure
channel

Brute force attack

Insertion of imposter data

e Time out/lock out policies

e Usestrong tested biometric
algorithms

Component replacement

e Signed components

“Guessing’ (FAR attack)

e Usestrong tested biometric
algorithms

e 1.1 matching

e Multi-biometric/multi-
factor

Manipulation of match
scores

e Debugger hostile
environment

Hill-climbing

e Coarse scoring

e Trusted sensor (Mutual
authentication)

e Secure channel

m |
N



Study Report on Biometricsin E-Authentication 30 March 2007
Version 1.0

6 Template retrieva Eavesdropping attack e Transmit data over

encrypted path/secure

channel

Replay attack e Mutually authenticate/use
symmetric key or
asymmetric key

e Digitally sign data

e Utilize Timestamp/Timeto
Live(TTL) tag

e Nonces (with MAC)

Man in the middle attack e Bind biometric to PKI

certificate
e Transmit data over
encrypted path/secure
channel
[
7 Storage Database compromise e Hardened server
(reading templ ate, e DB access controls
replacing template(s), e Signtemplates, Store
changing bindings) encrypted templates

e Store template on smart
cards or other device.

< ¢ |

8 Matching score Hill climbing attack e Coarse scores

transmission e Trusted sensor (Mutual
authentication)

e Secure channel

Manipulation of match score | e  Secure channel

e Mutual authentication
between matcher and
decision components

9 Decision Hill climbing attack e Coarse scores
e Mutual Authentication
e Secure channel
Manipulation of threshold e Protected function (access
setting control)
e Data protection
Manipulation of match e Debugger hostile
decision environment
Component replacement e Sign components
(*yes machine”)
10 Communicationto | Eavesdropping attack e Transmit data over

application
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encrypted path/secure
channel

Manipulation of match e Transmit data over
decision encrypted path/secure
channel
- 7}
11 Application Malicious code e Conform to standards
(verifier) (BioAPI, CBEFF)

e Codesigning

A brief description of each of the above named threats is provided below in order of occurrence.

Sensor Spoofing. The presentation of an artificial or non-live artifact to the biometric capture
devicein lieu of alegitimate biometric feature. (Thisisdiscussed in more detail in Section 7.2)

Untrusted Device. Substitution of alegitimate biometric capture device with asimulated,
modified, or replacement unit.

Device Overloading. Presenting inputs to the device in such away asto causeit to operate
incorrectly or not at al (e.g., input flooding, interference, power surges, harsh environment).

Eavesdropping. The covert listening/recording of biometric data transmissions, possibly for use
in a subsequent attack.

Replay Attack. Insertion of biometric authentication data (i.e., legitimate data obtained illicitly
at an earlier time) into atransmission path as part of an authentication protocol.

Man-in-the-Middle. An attacker is ableto read, insert and modify messages between two parties
without either party knowing that the link between them has been compromised.

Brute Force Attack. Exhaustive presentation of alarge set of biometric inputs to the
authentication system in an attempt to find one that successfully works (matches) a legitimate
enrollment record.

Component Replacement. Substitution of one of the (software) componentsin the
authentication path in order to control its behavior (e.g., dways providing a desired output, such
as a given template, match score, or decision).

“Guessing”. Capitalizing on a system using a biometric matching algorithm with a high false
match rate (FMR), thus providing a higher than desirable likelihood that an arbitrary biometric
feature presented to the system (a guess) will match.

Score Manipulation. Capturing and changing the value of a match score (in memory or during
transmission) before it can be acted upon by the decision process.
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Hill Climbing. Use of returned match score information to finely and incrementally alter the raw
biometric input to achieve progressively increasing scores until the decision threshold is
eventually exceeded. (Thisisaspecific concern with unsupervised systems.)

Database Compromise. Access by an attacker to the stored biometric template (or set of
templates) such that it can be read, modified/substituted, or its bindings (identity association)
changed.

Threshold Manipulation. Accessing and changing (lowering) the value of the matching
decision threshold, such that submission of an illegitimate biometric sampleislikely to result in
asuccessful match decision.

Decision Manipulation. Capturing and changing the value of adecision (in memory or during
transmission) prior to granting of access.

Malicious Code. Insertion (presence) of illegitimate software within or interfacing to one of the
components in the authentication path which alters the process/results.

8.2.3 Enrollment Threats

In addition to the threats identified for the relevant biometric functions (Data Collection, Signal
Processing, and Storage) above, the enrollment process also involves an identity proofing
component. The threats to the identity proofing portion of a biometric enrollment process are not
unique to biometrics and are described in Section 7.1 of SP800-63. To this end, Figure 19 can be
extended as shown below in Figure 20:

Identity i Biometric
Proofing 1 Enroliment 1 Storage

Data

. S Signal ry > Matching : Decision
Collection : :

. Processing . 3
2 5 4 3 8

Figure 20 - Enrollment System Threat M odel

Threats identified for the two additional steps (12 and 13) are delineated below in Table 10.
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Table 10 - Enrollment Threats and Counter measures
L ocation Threats Countermeasur es
12 Identity Proofing Forged documents Close document inspection for
authenticity, alterations etc.
Independent inquiries and

confirmation
Collusion/Corrupt processing | Separation of roles & duties,
personnel audit trails
Unauthorized electronic or Strong system access controls,

manual accessto obtain, insert, | firewalls, encryption of data,
modify or change data input chain of custody for

and records records/modifications, protected
storage repositories

13 Biometric Enrollment | Valid enrolled biometric but Check of presented identity

bound to false identity documents with those submitted
during identity proofing process.

Valid identity but bound to Observed enrollment of

false biometric(s) biometrics

Unauthorized Accessto Network& Enrollment Station

Enrollment Station(s) and/or Access controls, protected

related data base transmission links including data

transiting, and enrolled user data
base protection |

8.2.4 Employing Countermeasures

There exist several security techniques to thwart attacks at these various points. For instance,
finger conductivity or fingerprint pulse at the sensor can stop simple attacks at point 1.
Encrypted communication channels can eliminate at |east remote attacks at point 4. However,
even if the hacker cannot penetrate the feature extraction module, the system is still vulnerable.
The simplest way to stop attacks at points 5, 6, and 7 is to have the matcher and the database
reside at a secure location. Of course, even this cannot prevent attacks in which thereis
collusion. Use of cryptography can prevent attacks at transmission and storage points.

The threats outlined in the figure above are similar to the threats to password-based
authentication systems. For instance, all the channel attacks are similar. One differenceis that
thereis no “fake password” equivalent to the fake biometric attack at point 1 (although, perhaps
if the password was in some standard dictionary it could be deemed “fake”). Furthermore, in a
password- or token-based authentication system, no attempt is made to thwart replay attacks
(since there is no expected variation of the “signal” from one presentation to another). However,
in an automated biometric-based authentication system, one can check the liveness of the entity
originating the input signal.
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Clearly there are benefits and threats to using biometric technologies for e-authentication. When
compared to conventional authentication mechanisms such as PINS, Passwords, and physical
Tokens; biometrics are stronger in some points and weaker in others. Based on this information,
tables later in this document have been devel oped to show where biometric use is appropriate
based on the assurance levels set forth in M04-04 and SP800-63.

Descriptions of some of the countermeasures listed in Table 11 are provided below. Those that
are common/standard I T security practices are not herein defined.

Liveness Detection. Techniques by which systems determine that a submitted sampleisfrom a
living person. (See 7.3.2.)

Challenge/Response. A protocol in which the user is challenged to provide a live response as
part of the authentication process. For behavioral biometrics, the response would be embedded
in the biometric characteristic captured (i.e., a spoken, written, or typed word). For physiological
biometrics, it could be a specific finger for facial expression. (See Section 5.6)

Nonces. Standing for “Number ONCE”, an arbitrary number that is generated for security
purposes such as an initialization vector. A nonceis used only one time in any security session.
In this context, it would involve the matching server generating and sending a nonce to the
capture client/device which would then embed the nonce into the (signed) biometric sample so
that when the matcher receivesiit, it can validate that the sample came from who it was very
recently sent to.

Signed Components. Software or firmware components are digitally code-signed and validated
during installation and/or use to mitigate against their modification or substitution. (An example
would be a signed biometric algorithm DLL.)

1:1 Matching. Since asingle attempt against a 1:N system allows an attacker to simultaneously
attack ALL biometric references, limiting each attempt to a single biometric reference, for which
the account 1D (claimed identity) must be known, severely increases the difficulty of an attack.

Multibiometric/Multifactor. The requirement to use more than one biometric characteristic or
more than one authentication technol ogy/method, increasing the sophistication and resources
required of an attacker. (See also 8.4.2 and 8.4.3.)

Debugger Hostile. Methods to detect or prevent data from being manipulated while in
RAM/memory (such asis done by code debuggers which could be used to change a match
decision, for example).

Coarse Scoring. The return of match scores of sufficiently large incremental resolution such
that small changes in input samples would result in a change in matching score smaller than that
increment. Inthisway, an attacker does not receive the feedback required to successfully mount
ahill-climbing attack.
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8.2.5 Mapping of Threats to Security Levels

The concept of security levelsin general, and in OMB M04-04, implies that there are varying
levels of concern regarding the security of different transactions (and the data associated with
those transactions) and that therefore, different levels of protection are needed at each level.
Thisin turn implies that there are some attacks that should be addressed (i.e., countermeasures
implemented) at one level that may not be warranted at another.

Mapping of threats to security levelsinvolves several considerations, including:
e Value/sengtivity of the transaction
e How easy/difficult is the attack to mount (i.e., in terms of sophistication, resources
required, time, etc.)
e Cost and complexity of the associated countermeasure(s)

Table 11 below maps the threat identified above to the level at which it applies. Notethat for a
given level, all threats identified at that level OR BELOW apply and therefore appropriate
countermeasures are required:

Table 11 - Threats Addressed at Assurance L evels
Leve Threatsto be Addressed
Eavesdropping, “guessing” (FMR attacks)
Replay, database compromise
Sensor spoofing, man-in-the-middle, hill-climbing
Un-trusted device, malware

AIWIN|F

8.3 Analysis of Architectures

In Section 6, the six most feasible architectures were selected for further analysis. These
architectures are summarized below in

Table 12 - Selected Biometric Architectures

Architecture Storage Matching
A Server Server
B Client Client
C Device Device
D Token Server
E Token Device
F Token Token

These architectures are each outlined in further detail below as they relate to the assurance and
security levels addressed in both M04-04 and SP800-63.

It should be noted that:
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e athough thisreport and the following analysisis focused on a remote e-authentication
application, much of the content is equally applicable to more general biometric
authentication implementations, and

e over some implementations can be designed to support more than one architecture, either
as a configuration parameter or depending on environment (e.g., when connected to a
network, server based storage and/or matching is performed but when disconnected,
local/client based storage/matching is performed).

8.3.1 Architecture Components

Biometric data being transferred

The data being transferred will be of significant interest when addressing the threats of each
individual architecture later in the report. Regardless of what architecture is pursued, thereis
normally going to be transfer of biometric data. For most systems, there will be two distinct
pieces of datawhich are being transferred as listed below.

Sample Data. The presented sample data which is used to create a biometric template of
the user for use in future transactions. This can also be the sample which is presented in
subsequent authentication attempts.

Biometric Template. The processed data which is stored and then compared each time
the user makes a biometric authentication attempt.

The principles of integrity and confidentiality should be applied to this data from its creation
through itslifetime.

Authentication Architectures

Table 13, shown below, identifies the movement of biometric datain terms of type (live sample
or enrollment template), source, receiver, and direction in order that exposure of this data
associated with its transfer can be ascertained. This table depicts only the data that must be
transferred between the two components under consideration for each architecture. It also does
not address any middleware that might be in between the two entitieslisted. Inthisdiagram, ‘'S
indicates Sample, ‘T’ indicates Template data, and the arrow indicates the direction of movement
of the data between the two identified components.
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Table 13 - Biometric Architecture Data Transfer

Store
Sarver Client Device Token
Match

Device A Server D
Server S\‘ T\
Server Token

Device B

Client S\‘

Client

DeviceC Device E

Device 9X‘\T T'\

Cevice Token
Deavice F
Token =
Token

Each of the six architectures selected and described in Section 6 are analyzed from a security
perspective in the following sections.

8.3.2 Store on Server (A)

Description: This architecture stores biometric templates on a server and requires that live
samples be submitted back to the server in order for the matching process to occur. Once a
match or no match result has been determined, the result is then sent to the verifier and the
appropriate actions take place.

NOTE: Dashed linesin the following Figure 21 indicate that these components/functions

may also be implemented on the server, but are not required to be as part of the
architecture definition.
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Figure 2l - Storeon Server Match on Server Architecture

Thisis one of the most used architectures for biometric authentication in general and lends itself
to anetwork environment, supporting for example aweb services implementation (see Annex
E.1). It facilitates access control by roving users to networked resources/data, in which both the
biometric templates as well as the resources may be protected through physical security and
behind afirewall. 1t doesrequire reliable network connectivity and server configuration (e.g.,
redundancy/failover), secure communications, and database access controls.

From a security perspective in an open, e-authentication environment, the biggest considerations
for this architecture are database vulnerability and transmission of the live sample across the
network.

Use Cases:
User Type | General Scenario Application
Citizen Changes address on SSN Person registersinto the Social Security web site to
web site or checks statusof | manage their account. As part of the process, their
medical records with the biometric information is captured from a device on
veterans administration their local system. That biometric datais encrypted
hospital. (level 2) on the local system and sent to the SSN server for
storage. When the user wants to change their
address or make other inquiriesinto their account,
they repeat the process and send their biometric data
to the SSN server. If the server matches the
previously stored data, the user if given access.
Agency An Agency employee asks | Centralized storage of the biometric credentialsis
Employee | to gain accessto facilities, | required, so updated records can be kept and
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such as offices, computer managed in atimely basis.
facilities and other
employee locations, but not
highly sensitive locations.
(level 3)

Advantages:
e Storage and matching are collocated (minimizes exposure of template)
e Centralized storage allows for simplified administration

Disadvantages:
e Createsasingle point of failure and attack
e Privacy considerations of central database storage

Data Transfer:
Sample: From the remote sensor to the server

Template: Internal on the server from database to matching algorithm
Authentication Determination: |If the matching function is performed on a centralized server,

there is agood chance the information about the authentication determination will not need to
travel outside of the trusted environment.

Specific Threats:
1. Database compromise
2. Denial of Service attack

Specific Counter measur es:
1. Hardened server
2. Store encrypted templates
3. Database access controls

Assurance:

Level 1: YES

Level 2. YES

Level 3. YES:. Aslong asthereismulti-factor authentication
Level 4: YES. Aslong asahard crypto tokenisused

8.3.3 Store on Client (B)

Description: This architecture stores biometric templates on a client platform and requires that
live samples be captured and matched at the client. Once a match or no match result has been
determined, the client application communicates the result to the verifier.
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Figure 22 - Store on Client Match on Client Architecture

This architecture is beneficial in the case where authentication must happen very fast or in the
case that the client is disconnected from the network and cannot communicate with aserver. Itis
frequently used for standalone workstations or when the resources to be accessed are local to the
client. Users must be enrolled on the workstation itself (i.e., at the access point) and enrollment
templates stored on the workstation must be protected.

This architecture is common in the notebook space where, for example, a fingerprint sensor
(possibly with an integral processor) is built into the notebook/laptop for logon to that machine.
(Although use of that same sensor may also support other architectures, such as server based
storage/matching.)

Storage on the hard disk of an untrusted client platform isa concern. Storage within a hardware
security module (HSM) and use of atrusted platform module® (TPM) address some of these
concerns.

From a security perspective in an open, e-authentication environment, the biggest considerations
for this architecture are the untrusted nature of the client and the transmission of matching
results/decisions across the network.

Use Cases.

User Type | General Scenario Application

Citizen Appliesfor annua park To register to the Park site, the user enrollslocally
permit, or makes on their computer using a biometric capture device.

! A hardware chip embedded on the motherboard that can be used to authenticate a hardware device.
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reservations at a national To enter their account after registration, they match
park for a summer family the template stored locally, and thisreleases a
vacation. (Level 1) password to the Park site, validating the user to their

account. No biometric information is stored
centrally. Because the biometric processing is done
on the client, there is exposure to spyware or other
malicious code.

Citizen Changes address on SSN Person registersinto the Social security web site to
web site or checks statusof | manage their account. As part of the process, their

medical records with the biometric information is captured from a device on
veterans administration their system and stored locally. When the user
hospital. (level 2) wants to change their address or make other

inquiriesinto their account, they capture and match
to the locally stored biometric data, releasing a
password to the SSN server if there is a match.
Because the biometric processing is done on the PC,
where is exposure to spyware and other malicious
code.

Advantages:

This architecture would be a simple way to use biometrics for website |og-ins and transactions.
Further more, if the client istruly trusted (i.e., is tamper resistant, can be cryptographically
authenticated), it would promote a starting point for Single Sign On solutions.

Disadvantages:
e Biometric data stored on client machines which are generally considered untrusted

Data Transfer:
Sample: From the remote sensor to the client

Template: Internal on the client from database to matching algorithm
Authentication Determination: If the matching function is performed on aremote client, thereis

agood chance the information about the authentication determination will need to still travel
over an un-trusted network to reach its final destination for eventual use in the security system.

Specific Threats:

Replay attack on the client

Hill climbing attempt

Un-trusted Client Machines

Component replacement

Data manipulation (thresholds, scores, results)
Database compromise

ok~ whE

Specific Counter measur es:
1. UseTTL tag
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2. Implement incremental feedback to the user
3. Certified clients & trusted path

4. TPM or HSM storage

5. Signed & encrypted reference templates

Assurance:

Level 1: YES
Level 2. YES
Leve 3: NO
Level 4. NO

8.3.4 Store on Device (C)

Description: This architecture stores biometric templates on an authentication device (e.g., a
“self-contained” biometric sensor unit or a PDA or smart phone) and requires that live samples
be matched on that device. Once a match or no match result has been determined, the device
sends the appropriate signal to the mechanism it is securing.

Data 3 i 3 : Decision
Capture ; : :

1
K Device /

Figure 23 - Store on Device/Match on Device Ar chitecture

This architectureistypical in amobile virtual private network (VPN) or physical access scenario
when the device obtains alive sample and matches it to its stored database (on the device) in
order to grant access. [A variation of this example is the store on server, match on device
scenario].

Self-contained devices can be implemented in a variety of form factors and “hardening”.
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From a security perspective in an open, e-authentication environment, the biggest considerations
for this architecture are the integrity (e.g., tamper resistance, assurance level) of the device and
transmission of the matching scores/decision outside the device. (Note that decision results may
be in the form of an authentication token as opposed to a Boolean output.)

Use Cases:

User Type | General Scenario Application

Citizen Appliesfor annual park To register to the Park site, the user enrollslocally
permit, or makes on their computer using a biometric capture device.
reservations at a national To enter their account after registration, they match
park for a summer family the template stored locally, and thisreleases a
vacation. (Level 1) password to the Park site, validating the user to their

account. No biometric information is stored
centrally, and all of the biometric processing is done
within a dedicated processor so none of the
biometric information is exposed to spyware or other
malicious code.

Citizen Changes address on SSN Person registersinto the Social security web siteto
web site or checks statusof | manage their account. Their biometric information
medical records with the is captured from areader on their local system and
veterans administration stored into a device with memory and a processor.
hospital. (level 2) When the user wants to change their address or make

other inquiriesinto their account, they try to match
the biometric data stored within their device, which
processes the biometric data separately from the PC.
If they match, a password is released and they are
given access. This method protects the user from
spyware and other malicious code on the PC.

Agency An Agency employee asks | Centralized storage of the biometric credentialsis

Employee | togain accessto facilities, | required, so updated records can be kept and
such as offices, computer managed in atimely basis.
facilities and other
employee locations, but not
highly sensitive locations.

(level 3)

Advantages:

e Thisarchitecture would be ideal for remote physical access devicesthat are being
monitored and communicating over the internet.
e Using the device as the computing platform creates a greater degree of independence.

Disadvantages:
e Depending on security level, device certification may be required.

Data Transfer:
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Sample: The sampleisintegra to the device.
Template: Interna on the device from database to matching algorithm.
Authentication Determination: |1f the matching function is performed on aremote device, there

isagood chance the information about the authentication determination will need to till travel
over an un-trusted network to reach itsfinal destination for eventual use in the security system.

Specific Threats:
1. Spoofing
2. Hill climbing attack
3. Untrusted device

Specific Counter measur es.

Liveness detection

Implement incremental feedback to the user

Device certification, mutual authentication of device
A secret sample

Challenge/Response protocols

agbrwdNPE

Assurance:

Level 1: YES

Level 2. YES

Level 3: YES:. Aslong asthereis multi-factor authentication
Leve 4. YES:. Torelease hard cert or as a second factor at verifier

8.3.5 Store on Physical Token (D-F)

Note that a physical token includes, but is not limited to, a smartcard (though thisis arguably the
most common implementation). Further, smart cards may be of the contact, contact less, or dual
interface variety.

8.3.5.1 Match on Server (D)

Description: This architecture stores biometric templates on a physical token such asan
integrated circuit chip card or smart card. In practice, the user inserts the smart card and presents
their biometric. Both the stored template and live sample are transmitted to the server for
matching.
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Figure 24 - Storeon Token/Match on Server Architecture

This has been favored by some security agencies for two reasons. thereis no centralized storage
asasingle point of attack and the matching is performed in a secure/controlled location. The
server isin charge of signing the physical tokens (or data on that token) before they are
deployed, providing for easier management and revocation. This architecture does contain the
requirement to transfer both the stored template and presented sample each time an
authentication attempt is made.

Note that this architecture (or a variation in which the datais stored on a smartcard, but matching
is performed locally) is used in the US Government’ s Personal Identity Verification (PIV)
program, implementing HSPD-12.

From a security perspective in an open, e-authentication environment, the biggest considerations
for this architecture are the integrity (e.g., tamper resistance, assurance level) of the physical
token and transmission of the template/sample across the network. (Note that the stored template
may be signed, encrypted, and/or packaged within an X.509 certificate.)

Use Cases.
User Type | General Scenario Application
Agency The agency employeeis Employee are issued an ID badge with their

Employee | registered into their human | biometric information stored on that 1D badge.
resources database. During | When they want to gain accessto their personal

the process, a biometric information on the HR database, the system reads
sampleis captured and the biometric data from their ID badge, and the live
stored. When the agency capture biometric information. Both biometric
employee s reviewing samples are sent to the agencie's server for

and/or modifying personal | matching. If thereisamatch, the employeeis
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information on that HR granted access.
system, their biometric data
is captured and sent to the
HR database. If thereisa
match, they are granted
access.
Agency An Agency employee asks | Usersare enrolled into alD badge. During
Employee | togain accessto facilities, | verification, the ID badge is presented and the
such as offices, computer template is sent from the card to the server, along
facilities and other with the live capture biometric sample. If thereisa
employee locations, but not | match, the user is given access.
highly sensitive locations.
(level 3)
Agency A Veteran Affairs The pharmacist is enrolled into alD badge. During
Employee | pharmacist dispensesa verification, the ID badge is presented and the
controlled drug from a template is sent from the card to the server, along
qualified and authorized with the live capture biometric sample. If thereisa
doctor. (level 3 or 4) match, the pharmacist is given the controlled
substance for dispensing to the patient.
Agency Agency investigator usesa | Theinvestigator presents their biometric ID badge
Employee | remote system to gain to the system. The biometric information from the
access to potentially ID badge, along with alive capture of the same
sensitive personal client biometric is sent to the server for matching.
information, from over the | Typically, a2nd factor isrequired, which isthe ID
internet and from a badge, and maybe a 3rd factor, such asaPIN or
personal residence or other | password.
unsecured facility. (level 4)
Government | Maintains an account with | The Gov supplier representative is issued an agency
Supplier the GSA contracting office | ID badge with their biometric credentials. When
for large government they access their account with the GSA, the
procurements. (to level 3) biometric from their ID badge and alive sample are
sent to the GSA server for comparison. If thereisa
match, and the ID badge is valid, access is granted.
Government | Government supplier is The Gov supplier representative is issued an agency
Supplier managing large database of | ID badge with their biometric credentials. When
criminal information (level | they access their account with the GSA, the
4) biometric from their ID badge and alive sample are
sent to the GSA server for comparison. If thereisa
match, and a 2nd factor such as PIN is provided and
the ID badgeisvalid, accessis granted.
Advantages:

e No central storage to protect
e Matching occurs in a secure environment

Disadvantages.
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e Hardware and/or cryptographic protection of template data required

Data Transfer:
Sample: From the remote sensor to the server

Template: From the physical token (device) to the server
Authentication Determination: If both the matching and decision functions are performed on a

centralized server, then the information about the authentication determination will not need to
travel outside of the trusted environment.

Specific Threats:
1. Eavesdropping attack on either of the two communication channels
2. Insertion of imposter data on either of the two communication channels

Specific Counter measur es:
1. Enforce strong data protection during communication
2. Implement means in which the template can be verified as valid when returned to the
server.

Assurance:

Level 1. YES

Level 22 YES

Level 3: YES. Aslong asthereis multi-factor authentication
Level 4. YES:. Asasecond factor at verifier.

NOTE: Although use of a biometric token may not yet be considered cost-effective for
Level 1 and 2 transactions, it is possible that as the technology becomes more ubiquitous
and the cost decreases, this may in fact become worthy of consideration.

8.3.5.2 Match on Device (E)

Description: This architecture stores biometric templates on a physical token such as an
integrated circuit chip card or smart card. But unlike Architecture D, the live sampleis
compared and matched on the local device instead of on the server.
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Figure 25 - Store on Token/Match on Device Architecture

This architecture would alow for asingle trusted device that is both a physical token and
biometric reader, which would capture the sample, compare it against the template, and
hold/release another authentication credential. The most obvious uses of this architecture would
be a PDA or an all encompassing cell phone device or a physical access (door reader) device.

From a security perspective in an open, e-authentication environment, the biggest considerations
for this architecture are the integrity (e.g., tamper resistance, assurance level) of the physical
token and device and transmission of the matching scores/decision across the network.

Use Cases:

User Type | General Scenario Application

Agency The agency employeeis Employees are issued an ID badge with their

Employee | registered into their human | biometric information stored on that ID badge.
resources database. During | When they want to gain accessto their personal
the process, a biometric information on the HR database, the system reads
sampleis captured and the biometric data from their ID badge, and their
stored. When the agency live capture biometric information. Both biometric
employee isreviewing samples are sent to a secure processor such as a
and/or modifying personal | USB token device or secure processor within their
information on that HR computer. The processor isa FIPS 140-2 level 2
system, their biometric data | certified device. If thereisamatch, the employeeis
is captured and sent to the | granted access.
HR database. If thereisa
match, they are granted
access.

Agency An Agency employee asks | Usersare enrolled into alD badge. During

Employee | to gain accessto facilities, | verification, the ID badge is presented and the

such as offices, computer

template is sent from the card to the device, along
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facilities and other with the live capture biometric sample. If thereisa
employee locations, but not | match, the user is given access.
highly sensitive locations.
(level 3)
Agency A Veteran Affairs The pharmacist is enrolled into alD badge. During
Employee | pharmacist dispensesa verification, the ID badge is presented and the
controlled drug from a template is sent from the card to the device along
qualified and authorized with the live capture biometric sample. If thereisa
doctor. (level 3 or 4) match, the pharmacist is given the controlled
substance for dispensing to the patient.
Agency Agency investigator usesa | Theinvestigator presents their biometric ID badge
Employee | remote systemto gain to the system. The biometric information from the
access to potentialy ID badge, along with alive capture of the same
sensitive personal client biometric is sent to the device for matching. This
information, from over the | deviceis a FIPS 140-certified device for secure
internet and from a processing. Typically, a2nd factor isrequired,
personal residence or other | whichisthe ID badge, and maybe a 3rd factor, such
unsecured facility. (level 4) | asaPIN or password.
Government | Maintains an account with | The Gov supplier representative isissued an agency
Supplier the GSA contracting office | ID badge with their biometric credentials. When
for large government they access their account with the GSA, the
procurements. (to level 3) biometric from their ID badge and alive sample are
sent to the device for comparison. the deviceisa
FIPS 140-2 level 2 device. If thereisamatch, and
the ID badge isvalid, accessis granted.
Government | Government supplier is The Gov supplier representative is issued an agency
Supplier managing large database of | ID badge with their biometric credentials. When
criminal information (level | they access their account with the GSA, the
4) biometric from their ID badge and alive sample are
sent to the device for comparison. The deviceisa
FIPS 140-2 level 2 device. If thereisamatch, and
a 2nd factor such as PIN is provided and the ID
badge isvalid, accessis granted.
Advantages:

e Proximity of storage/matching
e Privacy friendly as user controls their enrollment template

Disadvantages:
e Device certification may be required for higher assurance levels
e Hardware and/or cryptographic protection of template data required

Data Transfer:
Sample: Internal from the sensor on the device to the matching algorithm on the same device.
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Template: From the token database to the matching algorithm on the device (may or may not be
exposed).

Authentication Determination: If the matching function is performed on alocal device; thereisa
good chance the information about the authentication determination will need to still travel over
an un-trusted network to reach its final destination for eventual use in the security system. (Note
that authentication results may be transmitted in the form of an authentication token.)

Specific Threats:
1. Spoofing
2. Physical attacksto the device

Specific Counter measur es:
1. Livenessdetection
2. Require tamper resistant devices to prevent disclosure of sensitive information

Assurance:

Level 1: YES

Level 2. YES

Level 3: YES:. Aslong asthereis multi-factor authentication
Level 4. YES:. Torelease hard cert or as a second factor at verifier.

8.3.5.3 Match on Physical Token (F)

Description: This architecture stores biometric templates on a physical token such asan
integrated circuit chip card or smart card. But unlike Architecture D or E, the live sampleis
compared and matched on the card instead of an external server or device. Successful
verification could result in access to and release of an authentication token stored on the card,
such as a certificate used in an authentication protocol.

Note that data capture/signal processing may occur internal or external to the physical token.
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Figure 26 - Store on Token/Match on Token Architecture

Thiswould be abiometric PIN replacement. This architecture is most similar to the way
biometricsis viewed as being acceptable for use by NIST SP800-63. Certified authentication
match of the biometric characteristic can “unlock” another form of authentication whichis
released to the system.

From a security perspective in an open, e-authentication environment, the biggest considerations
for this architecture are the integrity (e.g., tamper resistance, assurance level) of the physical
token and device and, when performed, transmission of the matching scores/decision across the

network.

Use Cases:

User Type | General Scenario Application

Agency The agency employeeis Employees are issued an ID badge with their

Employee | registered into their human | biometric information stored on that ID badge.
resources database. During | When they want to gain access to their personal
the process, a biometric information on the HR database, the system reads
sampleis captured and their live capture biometric information and sends
stored. When the agency the extracted template into the ID badge for
employee s reviewing comparison. If thereisamatch, the ID badge
and/or modifying personal | validates the transaction and the employee is
information on that HR granted access.
system, their biometric data
is captured and sent to the
HR database. If thereisa
match, they are granted
access.

Agency An Agency employee asks | Usersare enrolled into alD badge. During
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Employee | togainaccessto facilities, | verification, the ID badge is presented and the live
such as offices, computer capture biometric sample is processed to generate a
facilities and other template and then send to the physical token for
employee locations, but not | matching. If thereisamatch, the user is given
highly sensitive locations. | access.
(level 3)
Agency A Veteran Affairs The pharmacist is enrolled into alD badge. During
Employee | pharmacist dispensesa verification, the live capture biometric sampleis
controlled drug from a processed and sent to the physical token for
qualified and authorized matching. If thereisamatch, the pharmacist is
doctor. (level 3 or 4) given the controlled substance for dispensing to the
patient.
Agency Agency investigator usesa | Theinvestigator presents their biometric ID badge
Employee | remote systemto gain to the system. A live capture of their biometricis
access to potentialy processed and sent to the physical token for
sensitive personal client matching. Typically, a2nd factor isrequired,
information, from over the | whichisthe ID badge, and maybe a 3rd factor, such
internet and from a asaPIN or password. ThetokenisaFIPS 140-2
personal residence or other | certified device for secure processing.
unsecured facility. (level 4)
Government | Maintains an account with | The Gov supplier representative isissued an agency
Supplier the GSA contracting office | ID badge with their biometric credentials. When
for large government they access their account with the GSA, alive
procurements. (to level 3) biometric sampleis collected and processed and
sent to the physical token for comparison. The
token must be a FIPS 140-2 level 2 device. If there
isamatch, and the ID badge isvalid, accessis
granted.
Government | Government supplier is The Gov supplier representative is issued an agency
Supplier managing large database of | ID badge with their biometric credentials. When
criminal information (level | they access their account with the GSA, alive
4) biometric sampleis collected and processed and
sent to the physical token for comparison. The
token must be a FIPS 140-2 level 2 device. If there
isamatch, and a 2nd factor such as PIN is provided
and the ID badgeisvalid, accessis granted.
Advantages:

e Co-location of storage/matching
e Privacy friendly as user controls their enrollment template

Disadvantages:
e Token certification may be required for higher assurance levels
e Hardware and/or cryptographic protection of template data required

Data Transfer:
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Sample: From the sensor to the matching algorithm on the physical token.

30 March 2007

Template: Internal from the database to the matching algorithm on the physical token.

Authentication Determination: If the matching function is performed on a remote physical

token; there is a good chance the information about the authentication determination will need to

still travel over an un-trusted network to reach its final destination for eventual use in the security

system.

Specific Threats:

1. Spoofing

2. Physical attacksto the device

Specific Counter measur es:
1. Liveness detection
2. Require tamper resistant devices to prevent disclosure of sensitive information

ASSurance:
Level 1: YES
Leved 2: YES

Level 3: YES. Aslong asthereis multi-factor authentication
Level 4. YES: Theverifier isahard crypto token in and of it self.

8.3.6 Architecture Applicability to Security Levels

Table 14 - Biometric Ar chitecturesand Assurance L evel Comparison

Assurance Assurance Assurance Assurance
Level 1 Level 2 Level 3 Level 4

Architecture A Yes Yes Yes, if used with | Yes, if used with
multi-factor hard crypto token
authentication

Architecture B Yes Yes No No

Architecture C Yes Yes Yes, if usedwith | Yes, if deviceis
multi-factor trusted and used
authentication with hard crypto

token

Architecture D Yes Yes Yes, if used with | Yes, if used with
multi-factor hard crypto token
authentication

Architecture E Yes Yes Yes, if usedwith | Yes, if deviceis
multi-factor trusted and used
authentication with hard crypto

token

Architecture F Yes Yes Yes, if usedwith | Yes, if thetokenis
multi-factor FIPS 140 certified
authentication
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8.4 Considerations

8.4.1 Trust

One of the key aspects of consideration is the amount of trust and confidence between the two
entities which are interacting to achieve remote e-authentication. The amount of trust in the end
to end system will be a determining factor in which assurance levels can be achieved.

“ Semi-Open”
Both remote and centralized entities are apart of the same organization, but the data must be
traversed over the internet or some sort of un-trusted network.

“Completely Open”
Remote entity has no relationship with the centralized entity from an information technology
perspective.

These two architectures can most closely be related to the modern example of VPN technologies.
The * semi-open” architecture would be similar to an office to office VPN where both entities are
at ahigh level of mutual trust.

The “completely open” architecture would be similar to an employee connecting remotely via
VPN to the main corporate headquarters from an airport internet kiosk. In this case, the
organization must initially accept all initial VPN requests because all the possible origins of VPN
connection can not be pre-determined. The level of trust in this architecture is lower because it is
reliant solely on the claimant provided credentials.

8.4.2 Multi-factor authentication

The verification location for each individual credential being authenticated isimportant to note
when discussing multi-factor authentication.

It should be noted in discussing multi-factor authentication, that there are two methods of
implementing this— seria (chained) or parallel (concurrent).

In the chained approach, one factor activates/enables a second factor which iswhat is presented
to the verifier. Thisisdepicted below in Figure 27.

Authenticaies Reletsas Frerisrriits
Q T [
DDD :> :> :> L‘Veriﬁer
What you What Secret
Enow or you
are have

Figure 27 - Serial Multi-factor Authentication
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In the concurrent approach, both factors are provided by the user and are independently verified
at the verifier, as shown below in Figure 28.

.-'—\

0 — |
TP m (= 1/

Figure 28 - Parallel Multi-factor Authentication

In SP800-63, the use of biometrics at Levels 3 & 4 are viathe chained method, where the
biometric is used to release the cryptographic authentication token (soft or hard cert). A case
could be made that thisis not as strong as a concurrent approach, as stated in the following
(excerpted from the public comments on SP800-63):

An authentication protocol must be analyzed from the perspective of the relying party (the
Verifier) in an information infrastructure. For an authentication transaction to be "multi-
factor", the relying party must be able to consider and validate each form of identity
assurance independently. In fact, the introduction to Section 5 of SP800-63 correctly
describes the E-Authentication Model as “When a claimant successfully demonstrates
possession and control of atoken in an on-line authentication to a verifier through an
authentication protocol”. While using a PIN or password protected hard token might produce
ahigher level of trust for the token from a global perspective, it does not represent multi-
factor authentication to the Verifier, sinceit isimpossible to independently validate the PIN
or password with respect to the token itself, or with respect to the identity being claimed.
Nothing in this context construes an irrevocable connection between a user and a claim of
identity, nor can it demonstrate the will or intent of the user - an important aspect of non-
repudiation in the common law sense. Since the Verifier cannot validate the token and the
PIN or password independently, the PIN/password protected hard token represents only a
single authentication factor in the authentication protocol. However, if the PIN/password is
validated by the relying party, along with the validation of another token (like a PKI
certificate), the authentication process is then truly multi-factor, satisfying section 8.2.4 of
SP800-63 “ Authentication requires that the claimant shall prove through a secure
authentication protocol that he controls the token.”

Based on this discussion, there are some biometric architectures that could be affected:
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e Storeon Server, Match on Client. Assuming the client is not authenticating the hard
crypto token but ssmply passing it to the system along with biometric match
determination.

e Storeon Client, Match on Client. Assuming the client is not authenticating the hard
crypto token but simply passing it to the system along with biometric match
determination.

e Storeon Device, Match on Device. Assuming the deviceis not authenticating the hard
crypto token but simply passing it to the system along with biometric match
determination.

Matching of the sample provided against the stored template on the hard crypto token itself is
currently viewed as acceptable multi-factor environment.

Environments affected:
e Storeon Token, Match on Token. The verifier isahard crypto token in and of itself.

8.4.3 Multi-biometric authentication

Multimodal biometric systems represent an emerging trend that attempt to increase the level of
security by using more than one biometric for identification or verification. Increasing the
number of credentials required to be shown by an individual increases the level of security and
makes its harder for an impersonator to break into the system. The same holds true for
multimodal biometric systems. Reinforcement of evidence from multiple biometric systems can
offer increasingly irrefutable proof of an individual’sidentity [15]. Several research studies have
been conducted to test the increase in security and performance of multi-biometric systems.

Multimodal biometric systems can be categorized into three general groups:

1. Feature extraction level fusion: In this system two or more samples are captured from one
or more sensors, and the features extracted from each individual sample are fused into a
single feature vector. During the identification/verification stage, the acquired samples
are fused into a single feature vector and used to match with the template. This system
has only one matcher, and only one matching score.

2. Matching score level fusion: In this system two or more samples are captured from one or
more sensors, and the features extracted from each individual sample are stored as
separate feature vectors. During the identification/verification stage, separate matchers
are used to compare the enrollment templates with the acquired samples and the multiple
matching scores are fused to create single matching score which is used to make a
decision. This system has multiple matchers, and the multiple scores are fused.

3. Decision level fusion: In this system two or more samples are captured from one or more
sensors, and the features extracted from each individual sample are stored as separate
feature vectors. During the identification/verification stage, separate matchers are used to
compare the enrollment templates with the acquired samples, and multiple matching
scores are used to make individual decisions about each matching process. Decisions
from the multiple matchers are combined to make a single decision about the matching
process.
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In an authentication system designed for use over open networks and remote locations,
multimodal biometric systems have to take into consideration what type of system architecture
will beused. For instance, amultimodal biometric system that uses feature extraction level
fusion, sample acquisition at the client end, and matching operation at the server end can perform
the fusion operation at the client end or the server end. Multimodal biometric systems can be
used effectively to reduce FTE rates, FRR and FAR, and decrease the matching times for large
databases. But multimodal biometric systems also increase the cost and complexity of a system,
and if not properly designed they do not provide any additional benefits. The sensitivity of these
problems increases in a distributed environment where operations are performed over open
networks. An analysis which examines the different levels of multimodal biometrics fusion, and
the different distributed architectures will be necessary to fully realize the advantages of
multimodal biometrics.
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9 Recommendations

This section summarizes recommended changes to SP800-63 to accommaodate the use of
biometrics at the various security levels.

A most basic recommendation is made to include biometrics as acceptable and feasible
mechanisms for use in the remote e-authentication environment at all four of the security levels
defined by OMB and NIST. This recommendation comes based on the work of the INCITSM1
technical committee on Biometrics, in the form of thistechnical report. The most compelling
location of discussion on biometricsisin Section 8 (Authentication Protocols) of SP800-63.
Thislocation in the document would allow for the use of biometrics to be most accurately linked
to the four security levels. Also worth including into the document is an Annex explaining the
functions of biometrics, similar to the annex already contained on passwords. This proposed
annex would include portions of this report such as the biometric concept diagram and functional
models.

A full set of proposed edits to SP800-63, less the informative annex, is provided as Annex A.

A summary of these recommendations are as follows:

e Asintegrity isamajor premise and requirement for biometric authentication, biometric
reference data should always be digitally signed, MACd, or contained within an X.509
attribute certificate. Biometric sample data should be similarly protected at Levels 2 and
above.

e Biometric data should always be encrypted during network transmission and when stored
on ahard disk (i.e., on aserver or client) for both privacy reasons (as biometrics are
considered personal data) and to increase the difficulty of an attacker obtaining digital
copies of thisinformation. When stored in a hardware device or physical token where
physical security protection is provided, encryption is not necessary; however, to read the
biometric reference from the device/token requires mutual authentication (i.e., it isnot a
free read) and the channel should be encrypted.

e | T/computer security requirements and mechanisms apply to biometric authentication
systems/protocols and address many of the vulnerabilities. Additional threats that are
unique to biometrics are identified, prioritized, and countermeasures specified by
assurance level (see Table 18 in Annex A below).

e Biometrics may be used alone only at Levels 1 and 2; however, when server-based
matching is not used then another authentication token (e.g., a password, etc.) must be
provided to the remote verifier in order to complete the authentication protocol.

e A dynamic, content-based biometric comprises two-factors and is thus suitable for use
alone at Level 3 and below (since both the biometric part and the embedded secret part
are independently verified).

e Asahard certisawaysrequired at Level 4, matching on the server is only applicable as
a 2" factor and matching on a device or physical token isonly applicableto initiate
release of that hard cert.

e Storage and matching on the client workstation is not suitable for Levels 3 or 4.
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e Maximum False Match Rates (FMR) is specified for each assurance level (see Table 19
in Annex A below). It isnoted that biometric entropy and strength of function are not
directly correlated. FRR is application dependent.

It is further noted that biometric authentication differs from the standard model in that:

e Biometric enrollment must occur during registration and results in the applicant
providing the biometric to the RA/CSP.

e During authentication, it isanewly captured biometric sample that is compared to the
registered biometric reference to verify identity. The claimant does not present the
credential per se, but a biometric sample from the same source as that registered.

e For server-based matching, this requires that the verifier have knowledge of the
registered biometric (credential).

e For non-server-based matching, this requires that a different token be sent to the verifier
(or used to participate in an authentication protocol). Thistoken may be bound to the
same credential as the biometric or the biometric verification may be used to unlock the
token from another binding.

The following tables provide a direct relationship between the proposed requirements of
biometrics and the four security levels.

Table 15 - Minimum Protection Requirements

Protect against Levell | Level2 | Level3 | Level 4
FMR attacks (guessing/brute force) v v v v
Database compromise N, N, N,
Sensor spoofing v v
Hill climbing \ \
Untrusted sensor \

Note that these are in addition to the more general requirements of SP800-63 which includes
requirements for resistance to eavesdropping, replay attacks, main-in-the-middle, etc.

Table 16 - Maximum FM R Requirements
Requirement Levell |Level2 |Level 3 Level 4
FMR rate (nottoexceed) | 1in100 | 1in100 | 1in 1000 | 1in 1000

Neither FNMR nor FRR are specified (though the FMR must be measured at a selected,
operationally suitable FNMR) as these are application dependent. It is noted, however, that
failuresto enroll (FTE) and false rejections must be accounted for in the overall authentication
scheme (e.g., a backup mechanism may need to be provided in these instances).

In terms of the entire SP800-63 document as awhole, it is recommended to clarify the wording
of a“token”. Currently, thisterm is used to describe any credential the user has some degree of
control over during the process of authentication. It isbelieved that confusion over thisterm has
occurred because, according to SP800-63, atoken can be any credential, both tangible and
intangible. While this blanket definition may be relevant in some remote authentication
scenarios, it does not coincide with other authentication systems that consider atoken to be
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something that is physically tangible by the user. Common examples of a physical token in such
systems would be an ID card, smart card, magnetic stripe card or any combination of these.
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10 Future Work

This section is meant to outline the future actions to be pursued in the field of biometric and E-
Authentication. While section 9 summaries the recommendations of this ad hoc group, and
Annex A propose specific changes to the current draft of NIST SP800-63, there remains the need
to further review and investigate many of the topics covered in this report. Below are some of
theinitial (at the time of publishing) areas identified which future work is anticipated and
encouraged.

e INCITSM1.4-Task Group on Biometric Profiles should develop aprofile for
biometrics in e-authentication.

e PhD level study to further characterize and quantify key space, entropy and strength of
function for biometrics. Thiswould most likely require a mathematician, statistician,
biologist, security expert.

e Work with NIST to review the recommendations of this report as part of a future revision
cycle for SP800-63.

e Further analysis as to the downstream implementation impact of inserting a biometric
authentication capability into the Federal e-Authentication initiative, which isbased on
SP800-63.
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Annex A: Recommended Edits to SP800-63

The following represents the edits to SP800-63 needed to implement the recommendations of
Section 9. Note, however, that it is probable that these edits will necessitate additional changes
within the document which are not documented herein.

A.1 Edits to Section 4 (Definitions)

Replace definition of “biometric” with the following definition for “biometrics’, which isthe
accepted definition of 1SO/IEC JTC1 SC37:

“ Automated recognition of individuals based on their behavioral and biological characteristics.”

A.2 Edits to Section 5 (E-Authentication Model)

Change second paragraph to read:

E-authentication begins with registration. An applicant applies to a Registration Authority (RA)
to become a subscriber of a Credential Service Provider (CSP) and, as a subscriber, isissued or
registers a secret, called atoken, or enrolls a biometric characteristic, which may or may not be
used directly as atoken, and a credential that binds the token/biometric to a name and possibly
other attributes that the RA has verified. The token/biometric and credential may be used in
subsequent authentication events.

In the remainder of Section 5 (and beyond), replace “token” with “token/biometric” where
appropriate. [Alternatively, a“biometric token” could be defined.]

In (or just after) the fourth paragraph, add:

“Physiological (biological) biometrics are generally not considered secrets, though behavioral
biometrics may incorporate a secret (i.e., a passphrase intrinsically embedded within avoice or
sign sample — hereafter referred to as “ content-bearing biometrics’). For a non-secret (“static”)
biometric characteristic used in lieu of atraditional token, rather than possession and control of

the token, the factors that must be demonstrated are related to the integrity of the biometric
sample —that it was captured from alive, present human being and that it has not been modified.

A.2.1 Edits to Section 5.1

After the second (or third) paragraph, add:
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“In the case of biometrics, the RA captures and processes the biometric sample from the claimant
and provides it as a biometric reference to the CSP, rather than the CSP creating it. The CSP
binds the biometric reference to the identity to create the biometric credential.”

In biometric authentication, it is alive biometric sample that is captured and used in an
authentication protocol. Thislive sample is compared against the biometric reference to
determine if it matches (belongs to the same human being that was enrolled/registered). Asa
result, the integrity (rather than the secrecy) of both the live sample and reference that is critical.
(For content-bearing biometrics, the secrecy of the embedded content must also be protected.)

A.2.2 Edits to Section 5.2

In the next to last paragraph, change to read:

“Biometrics are unique personal attributes that can be used to verify the identity of a person.
They include facial features, fingerprints, DNA, iris and retina scans, voiceprints and many other
characteristics. In this document, biometrics are used in the registration process to be able to
later prevent a subscriber who in fact registered from repudiating the registration, to help identify
those who commit registration fraud, and to unlock tokens. Biemetriesare-net-used-directhy-as
tokensinthisdecument: In addition, biometrics may be used in lieu of atraditional token under
circumstances described in this document.”

Also, add to the end of the last paragraph:

“Biometrics may also be used in lieu of atoken as specified in Section 6.”

A.2.3 Edits to Section 5.3

Change end of 2™ bullet to read “some attribute (such as a biometric)”.

A.2.4 Edits to Section 5.4

Add second paragraph as follows:

“Biometric authentication may be accomplished in a number of ways, based on authentication
architectures which differ in where the biometric reference is stored and where the biometric
matching operation is performed. The choice of architecture affects the role and operation of the
verifier. Inthe case where neither storage nor matching is performed on a server (i.e., is
performed on a physical token, device, or client platform) and results in atraditional token being
“released”, there is no impact on the verifier. However, for server based matching, the verifier is
involved. If the referenceis not stored on the server, then the verifier merely performs the
matching and constructs the assertion accordingly. If the referenceis stored on a server (either
under the direct control of the verifier or accessed from atrusted source, such as the CSP or
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trusted directory/database server), then the verifier takes on an additional role related to the
reference biometric. In either case, when server based matching is performed, the verifier isno
longer isolated from the biometric data. However, since for static biometricsit is the integrity
rather than the secrecy that is of concern, the assumptions above do not hold. (Note, however,
that it isincumbent upon the verifier to validate the integrity of the biometric data as part of the
authentication process.)

A.3 Edits to Section 6 (Tokens)

Add to end (prior to 6.1):

e Biometrics—alive biometric sample that is compared to a previously registered
biometric reference to verify identity. Processed biometric samples are typically binary
records that represent the extracted unique features of the source characteristic (which
may or may not be reconstructable from this biometric “template/model”). Biometric
authentication does not rely on the knowledge or possession of atoken per se, but the
physical presence of the claimant. Thusfor biometricsin general, and static biometricsin
particular, the authentication protocol must address the “liveness’ and integrity of thelive
sample that is presented for verification.

A.3.1 Edits to Section 6.1

Add to third bullet: “The replicamay be used to construct an artifact for use in “spoofing” the
biometric sensor or inserted at various points in the biometric processing or authentication
protocol.”

In the 2™ set of bullets, add:

e Anti-spoofing mechanisms can be incorporated into the biometric capture device and/or
software. Inthe case of a behavioral biometric, this may include a challenge-response
mechanism. Additionally, nonces, timestamps, and counters address related time-lag
issues.

A.3.2 Edits to Section 6.2

Add after 3 paragraph:

“Biometrics have different vulnerabilities/threats depending on the authentication architecturein
use. All architecturesinvolve the use of a biometric sensor and are thus vulnerable to sensor
spoofing attacks, though these are not easily accomplished without collusion and/or sophisticated
artifact manufacture (i.e., it is much more difficult than typing in a guessed or stolen password).
Other threats which are unigue to biometric authentication involve specific types of manipulation
of data during storage, transmission, or processing — either the biometric data itself, the matching
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threshold, or the match scores/decisions, though standard I T countermeasures (normal computer
security controls) are available for these.”

Add 5" bullet to end of 4™ paragraph as follows:

e Biometrics can be used as follows:
0 Biometrics alone can be used at assurance levels 1 and 2.
o Content-bearing biometrics can be used at assurance levels 1 through 3.
0 Biometrics can be used as a 2™ factor at all assurance levels (1 through 4).

A.4 Edits to Section 7 (Registration)

In this section, role of biometrics in the registration process needs to be addressed. To that end,
the following recommendations are made:

At the end of Section 7 (before 7.1) add:

“To support biometric authentication, the applicant’ s biometrics must be enrolled by the RA
during the registration process. As with other factors remote enrollment is possible, but
engenders a higher risk that a set of biometric characteristics will be bound to the wrong identity.
Therefore, the remote enrollment process should utilize a one-time password to access the
capability and be limited to assurance levels 1 and 2. [Note that because biometric enrollment
generally requires specialized equipment (sensor devices), remote enrollment may not be feasible
at al in many circumstances.] All biometric enrollment records must be protected from
unauthorized disclosure or modification.”

A.4.1 Edits to Section 7.1

Add a second paragraph to 7.1.2 as follows:

“In some cases, it may be important that the same person is not permitted to register more than
once, particularly with differing identities. To combat against this, biometric enrollment for the
purpose of uniqueness (or duplicate) checking can be performed. By performing a one-to-many
biometric search as a part of each registration, the RA can determine if the applicant is already
registered under the same or different identity and make decisions accordingly. If biometric
authentication is to be supported and if the same biometric modality isto be used, then the
enrollment may also be used for that purpose. Note that some biometric modalities that are
suitable for authentication are not suitable for uniqueness checking.”

A.4.2 Edits to Section 7.2

Add anew paragraph at the end of 7.2.1 asfollows:
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“If biometric enrollment is performed as part of the registration or identity proofing process, an
informed consent statement must be obtained from the applicant. This statement, in addition to
containing the privacy policy for the biometric data, must address under what conditions the data
will be shared with law enforcement.”

A.5 Edits to Section 8 (Authentication Protocols)

Section 8 contains the details of how biometric authentication can be utilized at each of the four
assurance levels.

A.5.1 Edits to Section 8.1

Change last sentence of first paragraph of 8.1.1. to read:

“Therefore, protocols that expose long-term authentication secrets more than is absolutely
required, even to trusted entities, should be avoided, as should exposure to compromise of the
integrity of biometric data.”

Under the paragraph beginning “ Specific attack mechanisms ...”, add to the end of the first
bullet: “or obtain digital copies of biometric data.”

Add to the end of “In-band attacks’:

Biometric attacks, to include:

e Sensor spoofing, where an artifact is presented to the sensor in place of alegitimate
biometric characteristic.

e Sensor substitution, where an untrusted sensor outputs a pre-programmed rather than live
biometric characteristic.

e Hill-climbing attack, where the imposter uses returned match score information (when
provided) to finely and incrementally alter the raw biometric input to achieve
progressively increasing scores until the decision threshold is eventually exceeded.

e Biometric guessing or brute force attack, which capitalizes on a system using a biometric
matching algorithm with a high false match rate (FMR) or an exhaustive set of biometric
inputs, thus providing a higher than desirable likelihood that an arbitrary biometric
feature presented to the system (a guess) will match.

e Output manipulation, where the value of a score or decision (in memory or during
transmission) is changed prior to granting of access or where the value of the matching
decision threshold is changed (lowered) such that submission of an illegitimate biometric
sampleislikely to result in a successful match. (For server based matching, this would
require compromise of the verifier or its associated matching server.)

In section 8.1.2 (Resistance to Protocol Threats), add the following bullets:

e Biometric attack resistance: An authentication protocol is resistant to biometric attacks if
itisimpractical to utilize a biometric sample (either raw or processed) to achieve
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successful authentication by introducing it at the sensor or by replay. For non-server-
based matching, resistance includes making it impractical for decision-related parameters
or datato be modified.

A.5.2 Edits to Section 8.2

Change end of first sentence to read “token/biometric.”

A521  Editsto82.1(Leve 1)

Change end of last sentence of first paragraph of 8.2.1 to read “controls the token or provides the
biometric.”

At theend of 8.2.1 (before 8.2.1.1), add:

“Biometric data shall be encrypted during transmission (channel encryption is sufficient) and
disk storage. Biometric references shall be signed upon creation. All biometric authentication
architectures (implementing storage/matching on server, client, device, or physical token) meet
Level 1 requirements. Biometrics may be used alone (in lieu of atoken), to release a
password/PIN or other token, or in conjunction with atoken. Limitsshall be placed on the
number of biometric authentication attempts allowed in a given time period for each account
(value to be selected considering FRR).”

Add to 8.2.1.1: “Note that although no lifetime requirements exist for biometrics at Level 1,
some biometrics change over time and may require incremental or ongoing adaptive updating
following successful authentication or re-enrollment after some period of time. Use of
adaptation could extend the lifetime of the biometric.”

At the end of 8.2.1.3, add:

“Protection of biometric data, either content-bearing or not, shall be via discretionary access
controls. Additionally, biometric reference data shall be both signed/MACd (or stored within an
X.5009 attribute certificate) and encrypted when stored on adisk (i.e., server or client). Note that
although static biometric datais not considered secret, encryption is required during transmission
or when hardware protection is not used for both privacy protection (as biometrics are considered
personal data) and to increase the difficulty of obtaining digital versions of this data that could
possibly be used in system attacks.”

At theend of 8.2.1.4, add:
“Biometric algorithms shall provide a maximum False Match Rate (FMR) of 1in 100 (1%) at an
operationally acceptable False Regjection Rate (FRR). (Note that biometric entropy and strength

of function are not directly correlated.)”

At the end of 8.2.1.5, add:
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“Many combinations of biometric technologies and storage/matching locations should be able to
meet the requirements of Level 1. For example, asimple fingerprint scanner (with associated
capture/processing software) could be installed on a client workstation and integrated with a
browser. During authentication, the claimant’ s fingerprint is captured, signed, and transmitted
over an encrypted channel (e.g., TLS) to the verifier where it is decrypted, its signatureis
validated, and it is matched against the registered (enrolled) fingerprint reference template (store
on server/match on server architecture). Alternatively, irisrecognition (client based) could be
used to release a password or Kerberos ticket for use in a more traditional authentication
protocol.”

A522  Editsto8.2.2 (Leve 2)

Change end of second sentence of first paragraph of 8.2.2 to read “controls the token or provides
the biometric.”

At the end of 8.2.2 (before 8.2.2.1), add:

“Biometric data shall be encrypted during transmission (channel encryption is sufficient) and
disk storage. Biometric references and samples shall be signed upon creation. Only match-on-
server biometric authentication architectures (with storage either on server, client, device, or
physical token) meet Level 2 requirements unless combined with another token (i.e., biometrics
can be used aone only when server based matching is performed). When used alone, limits shall
be placed on the number of biometric authentication attempts allowed in a given time period for
each account (value to be selected considering FRR).”

Change last sentence of first paragraph of 8.2.2.1 to read: “ Shared secret or biometric based
authentication systems may simply remove revoked subscribers from the verification database.”

At the end of (or after) the second paragraph of 8.2.2.1, add “Note that revocation of a content-
bearing biometric credential containing some shared secret will require re-enrollment when that
secret content is changed.”

Add to the end of 8.2.2.3:

“Files of biometrics used by CSPs and verifiers at Level 2 shall be protected by discretionary
access controls that limit access to administrators and only those applications that require access.
Such biometric files shall not contain unencrypted biometric references. Biometric references
stored on hard disks (i.e., server or client) shall be stored in encrypted form using Approved
encryption algorithms and modes and decrypt the biometric reference only when immediately
required for matching (authentication). Biometric references stored in hardware devices or
physical tokens (i.e., protected by hardware or mutual authentication read protection) are not
required to be encrypted. In addition any method allowed to protect shared secrets at Levels 2-4
may be used for biometric data at Level 2. Additionaly, stored biometric data shall be
signed/MACd (or stored within an X.509 attribute certificate). Note that although static
biometric datais not considered secret, encryption is required during transmission or when
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hardware protection is not used for both privacy protection (as biometrics are considered
personal information) and to increase the difficulty of obtaining digital versions of this data that
could possibly be used in system attacks.”

At the end of 8.2.2.4, add:

“Biometric algorithms shall provide a maximum False Match Rate (FMR) of 1in 100 (1%) at an
operationally acceptable False Rejection Rate (FRR). (Note that biometric entropy and strength
of function are not directly correlated.)”

At the end of 8.2.2.5, add:

“Many combinations of biometric technol ogies and storage/matching locations should be able to
meet the requirements of Level 2. For example, either of the examples of 8.2.1.5 would suffice,
assuming other requirements of 8.2.2 are met.”

A523  Editsto82.3(Leve 3)

Add to end of first sentence: “(except as noted below).”
After the 3 major bullets, add the following:

“In addition to the three token types above, biometric authentication may be used at Level 3 as
follows:

e A content-bearing biometric with intrinsic, embedded secret (or challenge/response)
content (2-factors) may be used with encryption of the live sample being performed using
ashared secret key (or other, stronger cryptography which demonstrates key possession —
3" factor). Channel encryption alone does not satisfy the encryption requirement. Any
embedded password/passphrase must meet the requirements of Level 1 for authentication
assurance. Encryption shall be performed using a cryptographic module validated at
FIPS 140-2 Level 1 or higher overall.

e A biometric can be used to release a soft (or hard) certificate for use in an authentication
protocol as described above.

e A biometric may be used as a 2™ factor to be verified at the verifier along with a one-
time password or certificate-based protocol.

Additional requirements for biometrics used at Level 3 include the incorporation of an anti-
spoofing mechanism within the sensor/software and the use of coarse scoring (to prevent hill-
climbing attacks).”

Add to the end of the first sentence in the paragraph immediately following the bullets: “controls
the token or provides the biometric.”

Between the last 2 paragraphs, add:
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“Biometric authentication has the advantage of being tightly bound to the human claimant.
Because it is used in amulti-factor environment, biometric unique attacks are mitigated.”

In the last paragraph, change the beginning to read: “All three token types and biometric
aternatives present ...” and delete “three” from the beginning of the second sentence.

Change the end of the first paragraph of 8.2.3.1 to read: “Shared secret and biometric based
authentication systems may simply remove revoked subscribers from the verification database.
Verifiers shall check to ensure that the credentialsthey use are valid. Additionally, all biometric
data shall be signed/MACd or contained within an X.509 certificate — any of which may be
revoked or otherwise invalidated.”

In the first paragraph and numbered subparagraphs of 8.2.3.3 change each instance of “long-term
shared secrets’ to read “long-term shared secrets and biometric data’.

At the end of 8.2.3.3, add:

“Additionally, stored biometric data shall be signed/MACd (or stored within an X.509 attribute
certificate). Note that although static biometric datais not considered secret, encryption is
required during transmission or when hardware protection is not used for both privacy protection
(as biometrics are considered personal data) and to increase the difficulty of obtaining digital
versions of this datathat could possibly be used in system attacks.”

At the end of 8.2.3.4, add:

“Biometric algorithms shall provide a maximum False Match Rate (FMR) of 1in 1000 (0.1%) at
an operationally acceptable False Rejection Rate (FRR). (Note that biometric entropy and
strength of function are not directly correlated.)”

At the end of 8.2.3.5, add:

“When biometric authentication is used to release a certificate, then the client authenticated TLS
(as stated above) is sufficient. |f a content-bearing biometric is used or abiometric is provided
as a second factor, then the tunneling method is required.”

A524  Editsto8.2.4 (Leve 4)

Add after 2™ paragraph:

“At Level 4, biometrics may only be used as a second factor, either to release the hard certificate
or as asecond factor that is seen at the verifier. In addition to the anti-spoofing and coarse
scoring requirements of Level 3, atrusted biometric sensor device is required (i.e., meeting the
common criteria requirements for the basic biometric protection profile). The biometric sensor
may be embedded within the physical token carrying the hard cert, embedded in the reader
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device for that physical token (e.g., smartcard reader), or a separate device. If the sensor is

separate from the physical token, then mutual authentication of the biometric sensor is required.

Change the end of the first paragraph of 8.2.4.1 to read: “Shared secret and biometric based
authentication systems may simply remove revoked subscribers from the verification database.
Verifiers shall check to ensure that the credentials they use are valid. Additionally, all biometric

data shall be signed/MACd or contained within an X.509 certificate — any of which may be

revoked or otherwise invalidated.”

In 8.2.4.2, add “or biometric data’ after “long-term shared secrets’.

A.6 Edits to Section 9 (Summary of Technical Requirements by

Level)

Add Table 17:

Table 17 - Biometric Usage at Each Assurance L evel

Biometric Authentication Type Levell | Level2 | Level3 | Level 4
Biometric as a second factor \ \ \ \
Biometric with content \ \ \
Biometric alone \ \
Add Table 18 (Same as Table 15 above):
Table 18 - Minimum Protection Requirements
Protect against Levell | Level2 | Level3 | Level 4
FMR attacks (guessing/brute force) v v v v
Database compromise v v v
Sensor spoofing N, N,
Hill climbing \ \
Untrusted sensor \
Add Table 19 (Same as Table 16 above)
Table 19 - Maximum FMR Requirements
Requirement Levell |Level2 |Level 3 Level 4
FMR rate (nottoexceed) | 1in100 | 1in100 | 1in 1000 | 1in 1000

Notes:

1. FMR vaues are measured at a given, operationally acceptable FNMR.

2. Specification of FRR isleft to the specific application requirements.

3. FMRisnot increased between levels 3 and 4 because:
e Multi-factor authentication is required at these levels, and
e The strength of the other factors are increased (i.e., from soft certificates to hard

certificates)
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Extend Table 6 (In SP800-63) to add the following rows (or create table 6A):

Required Property Levell | Level2 | Level3 | Level 4

Digital signature, MAC, or X.509 N N \ V

attribute certificate for biometric

references

Encryption of biometric references v v v v

stored on a hard drive (server or

client)

Encryption of biometric references \ \

stored on a hardware device or

physical token OR mutual

authentication read protection

Digital signature, MAC, or X.509 N \ v

attribute certificate for transmitted

biometric samples

Encryption of transmitted biometric N, N, N, N,

samples

Add Table 7 (In SP800-63) as follows:

Biometric Architecture Levedl1l | Leve 2 Level 3 Level 4

Store on Server / Match on Server v v w/content | As2™
or cert factor

Store on Client / Match on Client v wi/token

Store on Device/ Match on Device N w/token | w/content | With or
orcert | torelease

hard cert

Store on Token / Match on Server v v w/content | As2™
or cert factor

Store on Token / Match on Device N, w/token | w/content | With or
or cert | torelease

Store on Token / Match on Token N, w/token | w/content | With or
orcert | torelease

hard cert
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M1/05-0755 DynaSig contribution (BioPen White Paper — Implementing OMB M-04-
04 authentication levels)

M1/05-0756 Purdue contribution (Biometric identifier revocation & System security
issues)

M1/05-0757 Purdue contribution on bibliography

M1/05-0758 Purdue contribution (response to M 1/05-0714)

M1/05-0759 Bioscrypt contribution (Biometric Systems — Security 1ssues)

M1/05-0760 TBF contribution (Responses to questions about replacement of biometric
data)

M1/05-0770 Transaction Security contribution (comments on M 1/05-0514)

M1/05-0771 SAFLINK contribution (response to M1/05-0714)

M1/05-0772 Base Document for AHGBEA study report

M1/05-0801 2 week agenda or 3" meeting of AHGBEA

M1/05-0853 AHGBEA report to M1.4 December meeting

M1/06-0022 Contribution from the Physiological/Behavioral Subgroup
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Contribution from the Authentication Concepts Subgroup
ACBIo Project Summary (formerly BAC), Purdue Univ.
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2-Week Agendafor the 4th Meeting of ADHGBEA
First Working Draft — Study Report on Biometrics in E-Authentication
"Biometric System Security” presentation by Anil Jain
2nd Revision - Terms of Reference
Call for Contributions on Threat Model
Report to INCITS M1.4 — 21/22 February 2006 - 4th meeting report
Meeting Notes for the 4th Meeting
Report to INCITSM1.4 -5 April 2006 (on Meeting #5)
2-Week Agendafor the 5th Meeting of AHGBEA
AHGBEA Issues List and Action Items
Iridian Contributions to AHGBEA
Purdue Contributions on Multimodal biometric systems
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Call for Contributions and Extension of Previous Call on Threat Model
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Revised WD2 — Study Report on Biometrics in E-Authentication
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Transaction Security comments on WD3
Purdue comments on WD3
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6" Working Draft — Study Report on Biometrics in E-Authentication
Revised WD6 — Study Report on Biometrics in E-Authentication
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Annex D: Role of Standards

D.1 Standards Organizations and Activities

D.1.1 Standards Organizations of Interest

SO - International Standards Organization
e JIC1- Joint Technical Committeein the field of information Technology
0 SC 17 - Cards and personal identification
0 SC27-IT security techniques
o0 SC 37 - Biometrics

NIST - National Institute of Standards and Technology

|ETF - Internet Engineering Task Force of the Internet Architecture Board

® Security Area Directorate

o The XML Digital Signature Working Group
Secure Mime Working Group
|IETF Open PGP
IETF X.509 Public Key Infrastructure WG
|ETF Transport Layer Security (TLS) WG
Incident Handling Working Group
0 Security Issuesin Network Event Logging (SY SLOG) Working Group

* Media Resources Control Protocol (MRCP) — security for media service (notably, speaker

verification and identification)

© O O0O0Oo

ITU - International Telecommunications Union

ANSI - American National Standards Institute

e X9- Financia Services
0 XO9F - Information & Data Security
0 X9F4 - Cryptographic Applications

= X9.84 - Biometric Info. Mgmt. & Security

e INCITS- InterNational Committee for Information Technology Standards
0 M1 - Technica Committee on Biometrics
0 CSl - Technica Committee on Cyber Security

VoiceXML Forum
Speaker Biometrics Committee — speaker verification and identification

W3C - World Wide Web Consortium

* SV Committee of the Voice Browser Working Group — VoiceXML specification for speaker
verification and identification

* Technology and Society Domain — Internet Security standards and protocols
o0 XML Signature Working Group
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0 HTTP/1.1 - hypertext transfer protocol
o Electronic Commerce Interest Group — XML Signature, XML Encryption,
Semantic Web, Micropayment Initiative, etc.

D.1.2 Relevant initiatives within other organizations

FIPS 140-2: Security Requirements for Cryptographic Modules

In May 2001, NIST produced Federal Information Processing Standards (FIPS) 140-2 to create
baseline requirements for using cryptographic modules. Through NIST, there have also been
some other FIPS standards which may be deemed relevant to the AHGBEA. This project is now
moving towards version FIPS 140-3.

ITU-T: X.1081, Telebiometric Multimodal Model Framework (TMMF), Q.8/17
Telebiometrics System Mechanism (Ref: 37N1076)

The scope of the Telebiometrics System Mechanism (TSM) is the establishment of secure
biometric authentication over open networks between client systems having unspecified (by
TSM) biometric authentication technologies available and server systems (aka verifiers) having
unspecified (by TSM) authentication policies. Its presumption is that the transaction between the
client and server is of high enough value and exposed to sufficient risk that biometric
authentication of the end user is arequirement.

TSM's scope includes the specification of:
1) Message protocols to establish secure sessions between clients and servers,
2) Preconditions required to support TSM,
3) Dataformats for messages.

TSM does not define a particular authentication policy for servers, but identifies several
attributes that such a policy should include, based on Common Criteria best practices. It aso
does not prescribe biometric technologies for clients, but identifies attributes that clients must
have to qualify for use within TSM sessions.

It defines an authentication model with three possible storage/matching locations. client, server,
or third party server. It includes adiscussion of threats and countermeasures against each. It
further identifies attributes that should be included in both the client and verifier’ s authentication

policy.

SO SC 27: Authentication Context for Biometrics (ACBio), ISO/IEC JTC 1/SC 27 N4126rev1
USTag: ANSI/INCITS CS1, Cyber Security

ACBIo isan end to end authentication context for information systems that utilize biometrics.
From the perspective of aremote entity wishing to make an application decision given a
biometric system, ACBio aimsto allow the remote entity to challenge the authenticity of each
step that led to that biometric decision. This remote entity (verifier) will be able to mitigate the
risks that afalsified template was utilized, or that a non-live sample was utilized, or that an
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unreliable biometric device or algorithm was involved in the transaction. Given thisinformation
and the current application level policy, a verifier may then make a more informed decision
about what action to take.

ACBIo treats the processing steps defined in the general biometric models as separable events,
each of which can act as aresponsible agent for handling biometric information involved in a
transaction. Each of these agentsis responsible for responding to cryptographic challenges from
the remote verifier that will allow the verifier to authenticate the biometric data. The
cryptographic techniques are a combination of challenge-response, symmetric key and
asymmetric key cryptography, and strong hash functions.

In addition, ACBIo provides for the ability for avendor who has taken the effort to have his
implementation evaluated at atesting laboratory to deliver that signed certification report to the
verifier, again to improve the decisions that the verifier must make while under varying threat
levels.

SO SC27: 1SO/EC 24745 - Information technology — Security techniques — Biometric
template protection (Ref: 27 N4832 — 2nd WD — Jan 06)
USTag: ANSI/INCITSCS], Cyber Security

ISO SC 27 Project 24745, Biometric Template Protection, recommends that templates are
protected using distortion of the features/template to deal with revocation requirements
and automatic key generation from the biometric sample for template encryption.
Currently there appears to be some confusion as to the part that each technology will
play in the process. There are a number of references quoted, some of which relate to
one or the other of these techniques. With regard to template encryption and automatic
key generation from the sample, it is not clear how this will affect the overall accuracy
in terms of the biometric FRR/FAR and there are no references purporting to measure
the resulting accuracy. It is recommended that this project be monitored but that there
should be no recommendations from AHGBEA to include the techniques specified in
SC 27 24745 at this stage.

SO SC27: 1SO/IEC 19792, Information technology — Security techniques - A framework for
security evaluation and testing of biometric technology (4th WD)
USTag: ANSI/INCITS CS], Cyber Security

ISO/IEC JTC1 SC 27 Committee Draft (CD) 2 19792, Security Evaluation of Biometrics,
provides high-level requirements that shall be addressed during a security evaluation of a
biometric component, system or application. The requirements address security relevant error
rates, vulnerability assessment, and privacy aspects of biometric technology. While the
requirements are generic and independent from any specific evaluation methodology, they could
form the basis for incorporating biometric evaluation into existing evaluation and certification
schemes.

The CD provides guidance on the requirements for biometric security evauations for both
biometric system evaluators and biometric product developers. It covers only biometric-specific
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aspects of a security evaluation. Non-biometric aspects, which would typically be addressed in
an overall system security evaluation, are not addressed. The CD refers to and utilizes other
biometric standards, notably ISO/IEC 19795, Biometric performance testing and reporting,
developed by ISO/IEC JTC1 SC 37. These standards have been adapted as necessary for the
specific requirements of biometric security evaluations.

SO TC68: 1SO DIS 19092, Financial Services— Biometrics
USTag: ANSI X9F

ISO 19092 is the international counterpart to ANSI X9.84. ISO 19092 is currently being
drafted, and there are slight differences from ANSI X9.84 (see D1.3. below). The
requirements in ISO 19092 relating to biometric capture and data storage are currently
identical to ANSI X9.84. ISO 19092 does not reference FIPS 140-2, however. Rather, the
security level requirements are specified in an annex. ISO 19092 defines additional
specific requirements relating to the transmission of biometric data. Biometric templates
must be protected against substitution. In addition to authenticating the source and
destination, biometric systems must also ensure the integrity of the data itself at the
receiving end of the transmission.

W3C SIV Committee of the Voice Browser Working Group: SIV specification for
VoiceXML v3.0

In 2005 both the VoiceXML Forum and the W3C established working groups in speaker
verification and identification (SIV).

The Forum’s group is called the Speaker Biometrics Committee (SBC). The mission of SBCis
to:

e ldentify use cases for voice-only and multimodal applications

o Develop requirements for developing an SIV module as part of the next version of the
VoiceXML standard language (version 3.0)

e Review existing deployments and implementations of SIV that have been implemented as
extensions to the existing VoiceXML standard (version 2.x)

o Develop a CBEFF-compliant, data exchange file format for SIV

o Develop best practices for user interface design, application architecture and other
aspects of SIV development and management

e Engage in community/industry education and evangelism related to SIV

The group has published the following documents

e SIV Introduction and Best Practices Draft — document outline and draft of one chapter

o SIV applications — categorization and description of deployed applications and
application types

o Speaker Identification and Verification (SIV) Requirementsfor VoiceXML Applications

o Dataexchangefile format Draft
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These documents are available on the VoiceXML Forum Website
www.voicexml.org/resources/biometrics.html

The group is finishing an update of the requirements and data exchange file format documents
and has also completed an SIV glossary which will be published soon.

The W3C'’s SIV Committee is a committee within the W3C'’ s V oice Browser Working Group,
the group that focuses specifically on standards for speech and voice. Its goals are:

e Trandate the general requirements generated by the Forum’s SBC into specific
e Construct an SIV module for VoiceXML version 3.0

The committee has completed work on its requirements. Those requirements were approved by
the Voice Browser Working Group in September, 2006. The SIV committee has now turned its
attention to creating the SIV module for VoiceXML 3.0

D.1.3 Existing Biometric Standards

D.1.3.1 ANSI/INCITS 358-2002 BioAPI

The BioAPI specification is a standard open system application programming interface (API)
that provides acommon method for a software application to communicate (generically) with
underlying biometric technology services. Further, it does not dictate the method or location
beneath the APl where the biometric operations are performed.

BioAPI version 1.1 includes security features such as:
e Biometric Data Block which may be encrypted

Entire BIR may be signed

Header Field indicates security options

No linkage of personal identifier or data

| SO/IEC 19784-1, BioAPI (International Version)

BioAPI version 2.0 retains all of the security functionality from version 1.1, aswell as:
e Timestamp in header
e Expiration date in header
e Expanded security block

D.1.3.2 ANSI X9.84 Biometric Information Management and Security

ANSI X9.84 describes controls and procedures for using biometrics for secure remote electronic
access or local physical access controls for the financial industry. The techniques specified in
ANS| X9.84 are designed to maintain the integrity and confidentiality of biometric information
and provide strong authentication. It defines a method for disparate systems to communicate
biometric information in a common format.

X9.84 defines the following requirements related to capture, transmission, and storage of
biometric data:
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Capture. ANSI X9.84 establishes security requirements related to biometric
capture for enrollment, but not other purposes. The requirements include:

e Establish mechanisms and procedures to ensure the operator is authorized to
capture biometric information

e Establish mechanisms and procedures to ensure a person’s claimed identity is
properly verified (i.e. utilizing other documentation, such as a passport)

e Establish mechanisms and procedures to ensure biometric information is
bound, or belongs to, the person during transmission, using cryptographic
mechanisms or reference numbers.

e Biometric components must meet or exceed Federal Information Processing
Standard (FIPS) 140-2 Level 2 requirements in a controlled environment, FIPS
140-2 Level 3 requirements in an uncontrolled environment

e Maintain the integrity and accuracy of biometric data throughout the
biometric lifecycle

Transmission. ANSI X9.84 has established security requirements applying to the
transmission of biometric data, including;:

e Maintain integrity of biometric data using cryptographic mechanisms
e Mutually authenticate the source and destination, i.e. sender and receiver,
using cryptographic mechanisms

The standard describes various cryptographic mechanisms, including;:

e Digital signatures
e Message authentication codes (MAC)
e Encryption algorithms

Storage. ANSI X9.84 requires that biometric systems establish access control
mechanisms to prevent unauthorized access to stored biometric data. The standard
also allows for the encryption of data for privacy reasons, although this is not
strictly required.

X9.84 utilizes the Abstract Syntax Notation version 1 (ASN.1) to facilitate transmission of
biometric datain common language between systems.

ASN.1:

Encoding rules are sets of rules used to transform data specified in the ASN.1 language
into a standard format that can be decoded on any system that has a decoder based on the
same set of rules. ASN.1 and its encoding rules were once part of the same standard.
They have since been separated, but it is still common for the terms ASN.1 and BER
(Basic Encoding Rules) to be used to mean the same thing, though thisis not the case.
Different encoding rules can be applied to a given ASN.1 definition. The choice of
encoding rules used is an option of the protocol designer.

The specific encoding schemes of ASN.1 isdescribed in D.2

ANSI X9.84-2003
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The current release of X9.84 implements XML and the XER encoding rules to create a
dataformat similar to CBEFF. X9.84-2003 brought about the creation of XML common
biometric format (XCBF) created by the Organization for the Advancement of Structured
Information Standards (OASIS). XCBF focuses on converting between the
BiometricObject data container with in X9.84 and BIR within CBEFF as well asthe
cryptographic methodologies in providing integrity and security of the biometric data
being transmitted. Many of the data field names and types are similar, if not the same
between the two conventions.

The XCBF data structure isdescribed in D.3

D.1.3.3 INCITS 398:2005 (NISTIR 6529-A) and | SO/IEC 19785-1:2006, Common
Biometric Exchange Formats Framework (CBEFF) Standards

CBEFF is abiometric standard that defines a set of data elements that are used to describe
biometric data records using agreed record headers. CBEFF facilitates biometric data interchange
between different system components or between systems, promotes interoperability of
application programs and systems that use biometrics, supports forward compatibility for
technology improvements, and facilitates the software and hardware integration process.

CBEFF conforming record headers can: (1) describe attributes of the biometric data that assist
applications to determine whether the data is of interest to the application, especially the format
of that data; (2) carry information associated with the biometric data, such as private keys or
database indexes; and (3) describe the record's security attributes (digital signatures and data
encryption). The CBEFF header specifies data elements relevant to e-authentication applications
such as data elements that allow to time stamp the biometric data, allows to store avalidity
period for that data and allows to include payload datain the header.

There are currently two versions of CBEFF-:

e ANSI INCITS 398-2005 (CBEFF 1.1). CBEFF was originally developed in a series of
workshops jointly sponsored by the (US) National Institute of Standards and Technology
(NIST) and the Biometric Consortium. CBEFF 1.0 was published as NISTIR 6529 in
2001. CBEFF 1.1 was published as NISTIR 6529-A, it was fast tracked as an American
Nationa Standard through INCITS in 2004 and was published by ANSI/INCITS in 2005.

e |ISO/IEC 19785-1:2006 (CBEFF 2.0) is a standard developed by ISO/IEC JTC 1
Subcommittee 37 — Biometrics. This Subcommittee developed CBEFF 2.0 based upon
CBEFF 1.0, with participation of experts of more than a dozen different national
standards bodies.

D1.3.4 1SO/IEC 24708 Biometric Interworking Protocol (BIP)
The biometric interworking protocol specifies BioAPI framework-to-framework communication.
BIP alows aBioAPI application to use a BSP on another framework to perform:

o Capture
e Enrollment
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e Vaerification
e |dentification

Level 2 of BIPisafully functional BIP enabled framework. This architecture can support all
BioAPI applications and BSPs from end to end.

Level 1 of BIPissimply aBIP endpoint. This architecture consists of self contained biometric
devices with no BioAPI framework that can be controlled remotely by an application on a PC
over the network.

Remote Authentication Using BIP
One possible way of using BIP in remote authentication is described below.

The main BioAPI application runs on a server that plays the role of the "verifier" in remote
authentication. The server contains a BIP-enabled BioAPI framework which acts as the master
framework. The subject's computer (client) contains a BIP-enabled BioAPI framework which
acts as the slave framework. A biometric sensor is attached to the client, and is managed by a
BSP installed on the client.

The BSP installed on the client is not used for doing biometric verification, but only for doing
capture. Biometric verification is done by using a BSP installed on the server. The BSP installed
on the client and the BSP installed on the server may either be the same BSP product or two
different BSP products (if they are different products, the latter must understand the BDB format
used in the BIRs created by the former).

The main BioAPI application running on the server uses both the (local) BSP on the client and
the (remote) BSP on the server (at different times). The application calls BioAPI_BSPL oad and
BioAPI_BSPAttach on the remote BSP in order to create a session for capturing biometric
samples from the subject. It calls BioAPI_BSPL oad and BioAPI_BSPAttach on the local BSPin
order to create a session for doing verification. The main BioAPI application drives the whole
process asif it were operating with two local BSPs, passing BIRs from one to the other.

(It would also be possible for the main BioAPI application to use, for biometric verification, a
BSP present on another computer altogether, also connected to the server by using BIP, and
possibly hosting a biometric template database.)

Another BioAPI application runs on the client. The purpose of this BioAPI applicationisto
support the capture process and to perform other services (not related to remote authentication)
useful to the subject. The (secondary) BioAPI application manages a GUI and is able to display
images and text received viaincoming GUI event notifications.

Neither the secondary BioAPI application nor the BSP running on the client are required to be
trusted by the server. One of the problemsin remote authentication is that the verifier cannot be
sure that the software running on the remote client isreally getting input data from a biometric
sensor. Traditional antispoofing techniques (as used in local authentication) may not be sufficient
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in remote authentication because there may be no guarantee that the software on the client will
really use the biometric sensor, or even that there is a biometric sensor at al.

In order to address this problem, certain features of BIP such as GUI event notifications and GUI
event notification requests (e.g., BioAPI_NotifyGUIImageEvent) can be used to support aform
of interactive capture, driven by the application on the server, where the application conveys
instructions or challenges to the subject at the same time asit is collecting samples from the
subject. Some forms of "remote liveness detection” can be achieved by analyzing the captured
samples —which are supposed to be affected in some way by the reactions of the subject to the
instructions or challenges received — to determine whether they reflect those instructions or
challenges or not. Such techniques would be technol ogy-dependent, but BIP would support them
by providing the basic messaging infrastructure and API.

In detail, the functions BioAPI_NotifyGUIlImageEvent and BioAPI_NotifyGUI StateEvent cause
aGUI event to be generated within the endpoint that hosts a given BSP, as though the GUI event
had been generated by the BSP. These functions are not useful in alocal BioAPI system
configuration (because the GUI event notification would be sent to the same application that
calls BioAPI_NotifyGUIImageEvent or BioAPI_NotifyGUI StateEvent), but, in a distributed
system configuration, these functions enable the main BioAPI application to forward GUI event
notifications (received from a BSP) to a secondary BioAPI application that interacts with a user
(either the subject or an operator). In remote authentication, this mechanism supports conveying
arbitrary images and text to the subject, while the BSP is performing a capture under the control
of the application on the server.

Client system Server system

BIP endpoint (slave) BIP endpoint {( master)

L SGUI handling” !
i application

“controlling”
application

component
registry

template database

Figure 29 - BIP Architecture

component
registry

D.1.35 IETF MRCPv2

Internet protocol for Chapter 11 Speaker Verification and Identification and Chapter 12 Security
Considerations. The MRCPv2 protocol alows client hosts to control media service resources
including speaker biometrics systemsresiding in servers on the network. Security considerations
for MRCPv2 are specified in Media Resource Control Protocol Version 2 and in Oran 2003.
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MRCPv2 aso specifically supports secure Internet transport layer protocolssuch as TLS,
HTTPS, FTPS, and SIPS.

D.2 Encoding schemes of ASN.1

The ASN.1 encoding rules currently standardized are: Basic Encoding Rules (BER),
Distinguished Encoding Rules (DER), Canonical Encoding Rules (CER), Packed Encoding
Rules (PER), XML Encoding Rules (XER) and Extended XML Encoding Rules (E-XER).

BER: was created in the early 1980s and is used in awide range of applications, such as Simple
Network Management Protocol (SNMP) for management of the Internet; Message Handling
Services (MHS) for exchange of electronic mail and TSAPI for control of telephone/computer
interactions.

DER: isaspecialized form of BER that is used in security-conscious applications. These
applications, such as electronic commerce, typically involve cryptography, and require that there
be one and only one way to encode and decode a message.

CER: isanother specialized form of BER that issimilar to DER, but is meant for use with
messages so huge that it is easiest to start encoding them before their entire valueis fully
available. CER israrely used, asthe industry haslocked onto DER as the preferred means of
encoding values for use in secure exchanges.

PER: is more recent than the above sets of encoding rules and is noted for its efficient
algorithms that result in faster and more compact encodings than BER. PER isused in
applications that are bandwidth or CPU starved, such as air traffic control and audiovisual
telecommunications.

XER: (XML Encoding Rules) allow you to encode a message that has been defined via ASN.1
using XML. You can now add visibility to your ASN.1-described messages via XML.

E-XER: (Extended XML Encoding Rules) is an amendment to the ITU-T Rec. X.693 (23002)
ASN.1 Encoding Rules: Specification of XML Encoding Rules (XER). Extended-XER encoding
makes ASN.1 an XML schema notation as powerful as XSD, with the ssimplicity of ASN.1.

D.3 XCBF data structure

D.3.1 Biometric Header
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Biometric Biometric Header equivalent to ANSI/INCITS 358
Header BioAPI (version 1.1)
—|  Version | Default= NIST/ITL
| RecordType | OPTIONAL — Finger, Hand, Iris, Voice, ... CBEFF
— Data Type DPTIOMNAL — Raw, Intermediate, Processed INCITS 358
| Purpose OPTIONAL — Verify, Identify, Enroll, ... BioAPI
— Quality OPTIONAL — Lowest (00, Highest (100, ...
——{ Validity Period | OFTIONAL — Mot Before Date, Mot After Date
— Format OPTIONAL — Format Chener, Format Type

Figure 30 - XCBF Biometric Header

D.3.2 Biometric Object

Biometric . .
Object Object is a sequence of Header & Data
Biometric
Header NIST/ITL
CBEFF
Vorsi INCITS 358
ersion _
Record Type BioAPI
Data Type
Purpose
Quality
Walidity Period
Format

Biometric Data

No protection of Biometric Data string
of binary octets

Figure 31 - XCBF Biometric Object

D.3.3 Integrity Object
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Integrity
Object

Biometric
Object

Biometric
Header

Biometric

Integrity:

Integrity Object is a sequence of
Biometric Object & Integrity Block

® Biometric Header

® Biometric Data

Mechanisms:

® Drigital Signature

30 March 2007

Biometric Object is a sequence of Header & Data

Integrity Block is a choice of one of four X09.73 CMS options:

Integrity
Block

Signature

ar

MAC

Sighed
" Data

ar

Buthenticated
Data

Integrity Block contains integrity value {e.g., digital signature) of
Biometric Header & Biometric Data

Figure 32 - XCBF Biometric Integrity Object

D.3.4 Privacy Object

Biometric Data

}

Figure 33 - XCBF Privacy Object

D.3.5 Integrity and Privacy Object
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Privacy Privacy Object is a sequence of
Object Biometric Header & Privacy Block
Biometric | OPTIONAL — clear text Biometric
Header
Privacy Block is a choice of one of four X9.73 CMS options:
Privacy Fixed Key Named Key Established
Block = ur Hr Key
[jﬂey Nome Version
Biometric
Object | Encrypted | Encrypted Encrypted
Biometric
Header

Ciphertext consists of Biometric Header &
Biometric Data
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Igt?sritv Integrity & Privacy Object is a sequence of Biometric
rivacy . .
Object Header, Privacy Block & Integrity Block
Biometric OPTIONAL — clear text Biometric Header
| Header
Integrity:
Privacy Biometric * Biomeiric
| Block Object Header
* Biometric Data
Integrity
] Block Biometric I Mechanisms:

* Digital Signature

Biometric Data ‘

Figure 34 - XCBF Integrity and Privacy Object
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